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Abstract— Everyday tremendous amount of medical data is 

generating. These data needs large amount of space to store 

and manage. To get the valuable data out of this we need to 

apply some classification technique. Various data mining 

techniques are now involving in medical and health care 

field to solve this issue. These data mining techniques help 

the clinician to diagnosis the disease risk. In recent year, 

Clinical decision support system gained attention due to its 

advantages as improving diagnosis accuracy and reducing 

diagnosis time. The method described in this paper supports 

clinician complementary to diagnose the risk of patients’ 

disease in a privacy-preserving way. Patient’s historical data 

is stored on the cloud and is used to train the Support Vector 

Machine (SVM) classifiers and trained classifier is used to 

calculate disease risk. To prevent patients clinical sensitive 

data, all data is stored and processed in encrypted format. 

We have proposed homomorphic encryption technique. 

Pailier encryption algorithm is used to encrypt clinical 

sensitive data. 
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I. INTRODUCTION 

In today’s world technology is booming in each and every 

field. The rapid use of technology leads to the development 

of that particular field. One of the important field where 

technology is being widely used is medical and healthcare 

industries. Traditionally, the process of clinical decision 

system was manual. Clinical Decision Support System 

enhances health related decision improves the health and 

healthcare delivery. By analyzing the survey it can be 

considered that large amount of data is generating day by 

day. Still if No proper method is developed to discover vast 

possible monetary values from large healthcare data, these 

data may not only become hollow but also desire a massive 

amount of space to store, maintain and manage. [1][2] To 

expiate the diagnosis time and get better diagnosis precision, 

new technique can provide much cheaper and rapid results 

on diagnosis in healthcare industry which is much 

practicable. Clinical Decision Support System (CDSS), by a 

range of data mining techniques being activated to support 

physicians in analyzing patient disease with similar 

symptoms.[3]-[7] 

In this paper, we describe the the system designed 

for the privacy problem lying in the medical decision 

support system, called PPCD, which is based on SVM 

Classification to help out physician to predict disease 

probability of patients in privacy preserving way. First, we 

proposed a technique whichis secure and support the PPCD 

support system and gives facility to undiagnosed patient to 

detect patient’s disease without loss of patient’s medical 

data. 

In PPCD, to prepare the SVM classifier patient’s 

medical history data is used by service providers and is 

stored on the cloud. Second, when individual historical 

medical information will reveal patient’s sensitive medical 

data to service provider, to less patient’s privacy disclosure, 

we also set up new aggregation method called pailier 

homomorphic encryption technique, which permit service 

provider to train SVM classifier without losing any 

individual historical medical data. No party can retrieve any 

data about the individual historical medical data apart from 

the owner itself.  

II. PRELIMINARIES 

A. Support Vector Machine 

SVM have been used for data classification in machine 

learning [15][16]. It provides high reliability in real world 

applications such as computer vision, text mining, image 

processing, biomedical engineering, natural language 

processing and many more. [17]-[20]. SVM is supervised 

learning which create hyperplane or set of hyperplane for 

classification purpose. 

We describe the classification function of SVM in 

following section. 

We have a training samples xi ∈ Rn, i = 1, . . . , N 

where each sample belong to one of the class denoted by 

label yi ∈ {−1, +1}, i = 1, . . . , N. Data needs to be 

normalized to train SVM classifier. 

Let normalized training data samples are xi ∈ Rn , i 

= 1, . . . , N where 

Xi= (˜xi − ¯x) ∀i/σ2 where ¯x and σ denote the 

mean and standard deviation of the training data samples, 

respectively.[22] 

It is also divided into two problem as linear 

classification and non-linear classification problem. 

Linear classification problem create two parallel hyperplane 

as wx + b = −1 and wx + b = +1, as shown in figure and 

nonlinear problem after the kernel mapping is converted into 

the linear classification problem. 

B. Pailier Encryption Algorithm  

Pailier cryptosystem is asymmetric algorithm for the public 

key cryptosystem. [8] In this paper, Pailier encryption is 

used while training the SVM so that it should not disclose 

the privacy of symptoms of undiagnosed patient and 

historical medical data. 

1) Key Generation 

Randomly choose two large prime no as p and q such that 

gcd(pq,(p-1,q-1))=1.Calculate n=pq and λ = lcm(p-1,q-

1).Select g as an integer such that gЄZ*n², calculateµ= 

(L(gλmod N2))-1 by defining function L as L(u)=(u-1)/n,  

Thus private key is sk = (λ,µ) and public key is (N,g). 

Encryption-Choose random r to encrypt the given 

message m where m Є ZN and rЄZ*n.Cipher text is given as 

C =gm rnmod n²  

Decryption-For decrption of cipher text C Where 

CЄZ*n²,use m=L(Cλ mod n²)µmodn [21] 
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Fig. 1: Training data samples for two different classes are 

denoted by + and− signs 

III. SYSTEM DEVELOPMENT 

A. Proposed System Model 

This proposed system primarily focuses on how to firmly 

prepare SVM classifier and utilize the classifier to 

scientifically decide patients’ disease without disclosing 

their private information. 

We divided the system into five units as Trusted 

Authority (TA), Cloud Platform (CP), Data Provider (DP), 

Processing Unit (PU), and Undiagnosed Patient (PA). The 

overall system model is as shown in following figure. 

 
Fig. 2: Architecture of CDSS 

1) Trusted Authority (TA): TA is the crucial unit 

which is trusted by all units concerned in the 

system, who possesses charge of allocating and 

managing all the private keys occupied in the 

system. 

2) Cloud Platform (CP): CP encloses limitless and 

unrestricted storage liberty which can store and 

administer all the data in the system. Other parties 

having limited storage space and can outsource 

their data to CP unit for the purpose of storage.  

3) Data Provider (DP): DP can offer historical 

medical data that contain patients’ symptoms and 

complete diseases, which are helpful for training of 

SVM classifier. All these data are outsourced to CP 

for storage. 

4) Processing Unit (PU): PU can be a hospital which 

can offer online direct-to-consumer service and 

suggest individual risk forecast for various diseases 

depending on client’s symptoms. PU uses historical 

medical data to build SVM classifier and then use 

the model for forecasting of the disease risk of 

undiagnosed patients. 

5) Undiagnosed Patient (UP): UP contains symptom 

information which is collected throughout doctor 

visits or directly given by patient .The symptoms 

can be sent to PU for diseases diagnosis. 

B. Privacy Preservation 

Privacy is essential for the accomplishment of patient’s 

diseases diagnosis. In this model, DP unit delivers accurate 

historical medical data of patients. The PU is concerned 

about DP’s individual historical medical data as well as 

PA’s medical data, but firmly follows the procedures 

implemented in the system. 

Following privacy requirements are essentials to 

prevent information from leakage  

1) DP’s Privacy 

Historical medical data and confirmed case records along 

with patient’s symptoms, diseases are offered by DP. This 

information can be used to train SVM classifier. As such 

information contains some sensitive data, it cannot be 

exposed to other untrusted parties while storage and 

transmission. If data leaked by system then DP will not 

deliver his private sensitive data to system. So, there is need 

to protect DP’s data. 

2) PU’s Privacy  

PU utilized historical medical data to guide SVM classifier 

and acquires conditional probabilities about the classifier. 

These probabilities are treated as an asset of PU which 

cannot directly exposed to patients or leaked to other 

untrusted parties during the disease diagnosis. 

3) UP’s Privacy  

UP holds various information which is sensitive and cannot 

directly expose to other parities. In addition, the diagnosis 

results also contain more sensitive information which cannot 

be leaked to other parties. If needed the UP can let the 

authorized person to release the diagnosis results for further 

processing.  

C. Procedure for Proposed Model 

Overall Procedure is carried out as follows: 

In three phases, the working of proposed system is divided 

as follows: 

1) Phase 1 

In phase 1, Data Provider (DP) provides historical 

medical data to the doctor which gets saved in to the system. 

Encryption process is carried out on collected data. Secure 

aggregation is performed on data by cloud platform. 

Aggregated medical data is delivered to processing 

unit for further processing. 

In PU, medical data is decrypted using Pailier 

encryption process. With the help of decrypted medical data, 

training of SVM classifier is carried out.  

2) Phase 2 

In Phase 2, encrypted symptom vector is calculated from the 

information available in PA unit. Disease risk factor is 
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computed by running SVM classifier. Diseases results are 

again encrypted in phase 2 and further transferred to phase 3  

3) Phase 3 

Once diagnosed results have been computed, CP needs to 

discover the encrypted diagnosis outcomes and sends them 

reverse to PA. This procedure can be divided into two steps 

as follows: 

Step-I: CP needs to judge whether PA suffers from 

some specific diseases according to probabilities. 

Step-II: CP needs to select the possible disease 

names in accordance with diagnosis probabilities. 

IV. CONCLUSION 

In this paper, we have proposed a privacy-preserving 

patient-centric clinical decision support system using 

Support Vector Machine. We have train the SVM classifier 

using patient’s old historical data which is stored on the 

cloud and without compromising the privacy of patient and 

data provider we have apply this classifier for disease 

diagnosis. Since all the data is in encrypted form privacy 

and security is preserved. 
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