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Abstract— In Wireless sensor networks we face deception 

attacks which corrupt commands and measurements in a 

smart way and with intermittent behaviour to produce the 

highest damage without being discovered. The intrusion is 

hard to be distinguished from normal disturbance. 

Furthermore, protection against attacks is energy consuming. 

Recent approaches use selective encryption to minimize 

energy consumption. We propose a system where we use 

path tracing algorithm to detect intrusion and also use check 

point recovery algorithm to find the energy drained nodes. 

Failure nodes are replaced using Check Point Recovery 

Algorithm (CPRA) while topology is maintained using 

Network Topology Management (NTM). 
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I. INTRODUCTION 

A Wireless Sensor Network (WSN), sometimes also called 

as Wireless Sensor and Actuator Network (WSAN) is a 

collection of nodes and sensors organized into a cooperative 

network and pass their data through the network to a main 

location. Each node consists of processing capability of one 

or more microcontrollers, CPU chips, and may contain 

multiple types of memory such as program, data and flash 

memories. They have a RF transceiver usually with a single 

Omni- directional antenna, and have a power source (e.g., 

batteries and solar cells), and accommodate various sensors 

and actuators. The nodes communicate wirelessly and often 

self- organize after being deployed in an ad hoc fashion.           

A sensor node has two components. The first one, named 

mote, is responsible for storage, computation, and 

communication. The second component, called sensor, is 

responsible for sensing physical phenomena such as 

temperature, light, sound, and vibration, to name a few. A 

sensor is always attached to a mote. Sensor nodes collect 

data and may perform in-network processing on the 

collected data at intermediate nodes before forwarding it to a 

central collection point, called the sink (or base station), for 

further analysis and processing.        The design and 

implementation of WSNs face several challenges, mainly 

due to the scarce resources and limited capabilities of sensor 

nodes such as battery power (or energy), bandwidth, storage, 

processing, sensing, and communication. To accomplish 

their task successfully, the sensor nodes are required to 

communicate with each other and act as intermediate relays 

to forward data on behalf of others so that it reaches the sink 

in a timely manner. In this type of network, energy is the 

most critical factor for the effectiveness of the underlying 

WSN. In fact, in hostile environments, such as battlefields, it 

is difficult or even impossible to access the sensor nodes and 

recharge or renew their batteries. Thus, energy poses a 

serious problem. Therefore, all algorithms and protocols 

developed for sensor nodes should be as energy efficient as 

possible to extend the lifetime of the individual sensors, thus 

prolonging the operational network lifetime as long as 

possible. Wireless sensor networks (WSNs) imitate human 

intelligence capability, but on a wider distributed scale, with 

faster, cheaper, and more effective ways that can be used for 

different applications. Security has always been a big and 

challenging issue in the industry. Also, it has been noticed 

that with the increasing reliance on WSNs to control and 

monitor plants and hazardous facilities, the increase of 

cyber-attacks has risen drastically. Due to the nature of oil 

and gas plants, cyber criminals and terrorists may see them 

as easy targets. This means that the WSNs, which make up a 

very important part of the plant infrastructure, must be kept 

secure to prevent any damage to the plant and possible harm 

to workers or nearby citizens. There are several types of 

attacks that the operators and designers of these high-

security WSNs must be aware of. First of all, they need to 

ensure that all the data passing through the sensor network is 

encrypted. A simple attack, such as a denial-of service 

attack, can cause a lot of trouble for the monitoring systems 

in a plant like this.  The communication through packet-

based networks among different subsystems is necessary 

but, at the same time, risky in terms of confidentiality and 

data integrity. Traditionally, energy optimization focuses on 

the digital part of the system and on the executed software. 

In the context of networked embedded systems, it is 

traditionally known that communications play a significant 

role in energy consumption and, for this reason, energy-

efficient transmission strategies have been designed 

recently. While energy overhead can be tolerated during an 

attack, it represents a waste of resources when the attack is 

not active. Therefore, the most important issue to optimize 

system resources is intrusion detection. Recent approaches 

use selective encryption and various other techniques 

[1][2][4][5] to minimize energy consumption. Usual 

techniques to protect packets’ integrity are based on digital 

signature which appends an encrypted summary of the 

message to the message itself. If the attacker corrupts such a 

message, its presence is revealed. Digital signature increases 

energy consumption mainly due to the increased size of the 

transmitted packet [3]. This could be a problem in case of 

battery-powered wireless devices which are gaining interest 

in factory automation. Therefore the proposed security 

approach aims at minimizing the transmission overhead due 

to encryption and minimizes energy consumption through 

other techniques. The paper is organized as follows. Section 

II provides information about related work. Section III 

presents the proposed architecture for energy-efficient 

intrusion detection. Simulation results are reported in 

Section IV, and conclusions are drawn in Section V.  

II. RELATED WORKS 

Sunil Mahajan and Shyam Pallapothu [1] proposed a system 

in which they implemented selective encryption to support 

SRTP. SRTP is one of the popular mechanisms to support 

confidential media transport over IP channels. In this 
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method part of the media stream is encrypted and other part 

is left unencrypted. However since most of these media 

communications originate from handheld devices like 

mobile phones or even fixed phones, processing power 

requirements at these devices to encrypt the complete media 

stream also increases which poses its own challenges. By 

using selective encryption they demonstrated that energy 

consumption is less in their method. Wang .w and m. 

hempel et al. [2] presented a paper energy efficient 

Encryption for video streaming in WSN. In this paper, they 

propose a scheme to optimize the energy, distortion, and 

encryption performance of video streaming in WSNs. The 

contribution of this work is twofold. First, a channel-aware 

selective encryption approach is proposed to minimize the 

extra encryption dependency overhead at the application 

layer. Second, an unequal error protection (UEP)- based 

network resource allocation scheme is proposed to improve 

the communication efficiency at the lower layers. 

Simulation experiments demonstrate that the proposed joint 

selective encryption and resource allocation scheme can 

improve the video transmission quality significantly with 

guaranteed content protection and energy efficiency. 

Prasithsangaree and Krishnamurthy [3] made an analysis of 

energy consumption of RC4 and AES algorithms in wireless 

LANS. In the paper they established that encryption 

algorithms are computationally intensive. They consume a 

significant amount of computing resources such as CPU 

time, memory, and battery power. A wireless device, usually 

with very limited resources, especially battery power, is 

subject to the problem of energy consumption due to 

encryption algorithms. Designing energy efficient security 

protocols first requires an understanding of and data related 

to the energy consumption of common encryption schemes. 

They concluded their analysis by showing experimental 

results that RC4 is more suitable for large packets and AES 

for small packets. Durresi et al. [4] proposed a system delay-

energy aware routing protocol for sensor and actor 

networks. In this paper they used adaptive energy 

management scheme and loose geographic routing protocol 

an adaptive energy management scheme that controls the 

wake up cycle of sensors based on the experienced packet 

delay. The drawback in this paper is the sensor used in 

networking mostly concentrated on the solution that try to 

maximize the life time of the network and the scalability to 

wide areas. Cohen et al. [5] proposed a system Energy-

Delay Optimization in an Asynchronous Sensor Network 

with Multiple Gateways. They used polynomial time 

approximation algorithm and optimal algorithm in a mesh 

sensor network, with hundreds of simple sensors that are 

densely deployed at some inspected site and report to a 

centralized gateway. To minimize idle listening, which is 

the main source for energy waste their communication 

hardware is turned on and off. A node that needs to send a 

packet through a neighbour must wake up and transmit it 

during the neighbour’s duty cycle. By using this algorithm it 

gives the result in multiple routing spanning tree which 

improves the network reliability significantly. Sherikar 

Krishna, Rakesh k et al. [6] presented a comparative study 

routing protocols and their energy efficiency. Their results 

show that DSDV is least energy consuming protocol with 

energy consumption at 65% while AODV, AOMDV, DSR 

consumed significantly more energy. The packet delivery 

ratio of DSDV was also higher than AODV.   

III. PROPOSED ARCHITECTURE 

By incorporating several key improvements over traditional 

intrusion detection methods, we propose a system that 

minimizes the energy consumption intrusion detection as 

well as the overall energy consumption. The structure of the 

proposed system, is presented in Fig.1. The proposed system 

includes the following stages: 1. DSDV route discovery 2. 

Failure Node detection 3. Selection of node for replacement 

4. Node replacement    

A. DSDV Route Discovery: 

DSDV protocol is based on the Bellman-Ford routing 

algorithm. It is a proactive protocol and belongs to the table- 

driven family. Routes between the nodes in the network are 

always being maintained and updated. Each node in the 

network maintains a routing table which contains 

information about how old the route is, the shortest distance 

as well as the first node on the shortest path to every other 

node in the WSNs. In order to prevent loops and counter the 

count to infinity problem, a sequence number which is 

originated by the destination node tags each entry in the 

network. The sequence number for each node is chosen 

randomly and it is usually an even number. Each node has to 

update its sequence number periodically and in the normal 

update, the sequence number is increased by two. If a node 

discovers an expired path and wants to send an update about 

it to its neighbours, only then does it increase the sequence 

number for a disconnected node by one. Recent approaches 

use AODV in WSN, but even though the overhead is high in 

DSDV because of being a proactive protocol the energy 

consumption is less when compared with protocols like 

AODV, DSR, and AOMDV [6] [7].   

B. Failure node detection  

Node failure is caused by two reasons – energy loss in the 

node up to a point where it cannot transmit anymore or the 

node has been captured by the attacker and behaves as a 

malicious node. A node that fall in any of these categories is 

labelled as failure nodes. Two methods are used to detect 

node failure. Path tracing algorithm is used to detect 

malicious nodes and CPRA is used to detect energy drained 

nodes. In path tracing algorithm, nodes in a path computes 

RTT values based on the time between the RREQ sent and 

RREP received. The RTT computation is based on its own 

clock. Compute per hop distance value using RTT value. 

The computed per hop distance value and time stamp are 

stored in each packet header. These information are stored 

to identify the malicious link. Every node in a path 

computes per hop distance with its neighbour and compares 

it with the prior per hop distance. If the per hop distance 

exceeds the maximum threshold range. Mark the link as 

malicious and the corresponding node informs other nodes 

to alert the network. These malicious nodes are then isolated 

from the network.Check point Recovery Algorithm 

calculates the energy level of each node by sending Heart 

beat messages. Actors will periodically send heartbeat 

messages to their neighbours to ensure that they are 

functional, and also report changes to the one-hop 

neighbours. Missing heartbeat messages can be used to 
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detect the failure of actors. Once a failure is detected in the 

neighbourhood, the one-hop neighbours of the failed actor 

would determine the impact, i.e., whether the failed node is 

critical to network connectivity. This can be done by 

executing Check point recovery algorithm. Basically, a cut 

vertex F has to be on the shortest path between at least two 

neighbours of F. The CPRA serves the shortest path of all 

nodes.   

1) Procedure Node Failure Detection(A) 

2) If pulse message [A] < min count c  

3) {          

4) Failure node list ←A; //Intimates dynamic sensor  

5) Replace node[A];  

6) }  

7) Else  

8) Working node list ←A;  

Fig 2. Check point recovery algorithm          

C. Selection of node for replacement       

A node is selected for replacement only if that node is 

nearest to the failure node. The node which is selected for 

replacement should have high energy and should be nearest 

to the failure node. The selected node for replacement 

should have lesser links. The Static node monitors whose 

energy is about to drain. If the static node detects energy 

loss in a particular node then it informs the dynamic node 

that a particular nodes energy is about to drain. The static 

node intimates the dynamic node using signals. The 

Dynamic node after receiving the information searches for a 

node which is nearest to the failure node and whose energy 

is high. The dynamic node selects a node for replacement 

based on priority. The dynamic node replaces this node with 

the failure node. The node which replaces the failure node 

gets back up from that node. The node which took back up 

will do all the functionalities of the failure node until the 

failure node has retained energy. After the failure node has 

regained all its energy it will come back to its position. The 

energy loss of each node is detected by the static node.    

D. Node Replacement          

The node replacement is done by Network Topology 

Management (NTM). NTM helps maintain the link between 

the nodes. It maintains the link between the nodes when 

energy loss is detected in anode. During replacement there 

are possibilities for direct links between nodes to break 

NTM helps maintain the link. It maintains the link between 

the nodes without affecting the packet transmission. The 

selection of the node for replacement is based on priority 

which has less number of links connected to it with higher 

energy level. Based on this the nodes are replaced and back 

up is taken. The failure node selects a node which has lesser 

links connected to it. Once it regains its energy it returns 

back to its normal position. This process takes place 

continuously.   

1) Procedure Replace Node [A]          

2) for each n ∈ neighbour_list[A]         

3) find link_count;         

4) T=min(link_count);         

5) if  energy[t]> avg energy         

6) A=T;         

7) else         

8) remove T from neighbour_list[A];         

9) Replace node[A];   

Fig 3. Procedure for node replacement   

IV. SIMULATION RESULTS   

All simulations have been carried out using the NS 

simulator programme version 2.34 under Linux platform. 

NS2 is an open source simulator software and used by a lot 

of institutes and researchers. The main goal of the NS2 

simulator is to provide support to education and research in 

networking. It is one of the best programmes in terms of 

comparing different routing protocols and designing new 

ones. NS2 has been written in two languages: Object 

oriented variant of Tool Command Language (OTCL) and 

object oriented language C++. NS-2 works at packet level. It 

provides substantial support to simulate bunch of protocols 

like TCP, UDP, FTP, HTTP and DSR. NS-2 simulates both 

the wired such as P2P links, LAN etc. and wireless networks 

like ad-hoc, cellular, GPRS, UMTS, WLAN, Bluetooth. It is 

primarily UNIX based and use TCL as its scripting 

language. NS-2 is a standard experiment environment in 

research community.   

A. Simulation setup:         

The protocols to be implemented and analysed and the tools 

to be used for this implementation and analysis have been 

selected by a thorough study of the reference papers 

mentioned in the later portions of this text. We have 

discussed pervasively about the protocols and now we will 

be discussing the tools in the same way.   

Parameter Type Parameter Value Protocol DSDV 

Simulation time 350ms Number of nodes 30 Packet Type 

TCP Packet Queue Type Priority Queue Platform Linux 

mint Simulator NS2  

Fig 4. Packet delivery ratio of proposed system    

Fig 5. Throughput ratio of proposed system   

It supports topology layout, packet level animation 

and various other data inspection tools. Simulation is 

followed by a display of the working of the network with the 

protocols. This is done by using Network Animator (NAM). 

NAM is a TCL/TK based animation tool for viewing 

network simulation traces and real world packet traces.        

The performance of our system is based on three 

parameters. They are packet delivery ratio, throughput and 

energy consumption.    

V. CONCLUSION 

From the simulation results it can be seen that our proposed 

system has a packet delivery ratio. The throughput is high at 

most times but falls for some small amount of time during 

the initial stage. Our system was able to detect attacks that 

were made by the intruder such as Denial of Service (DoS), 

blackhole attack, selfish attack, stretched attack. The 

number packets that were dropped was also identified and 

the dropped packets were successfully sent back with the 

help of dynamic sensor. However the proposed system could 

not identify other types of attacks that an attacker may use. 

The performance of our proposed system is up to 98.41% on 

the packet delivery ratio and 96% on the throughput. We 

were also able to make the system consume less energy as 

much as 23% less than the intrusion detection systems that 

used selective encryption.   
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