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Abstract— With the rapid development of cloud services, the 

data is share in a friend circle in the cloud computing 

environment. Since it is not feasible to implement full 

security, access control becomes a challenging task, 

especially when we share sensitive and confidential data on 

cloud servers. To resolve this problem, we propose a key-

policy attribute-based encryption with KP-TSABE scheme, a 

novel secure data self-destructing scheme in cloud 

computing. Also we propose the JAR programmable abilities 

to both create a dynamic and moving object, and to ensure 

that any access to users’ data will trigger verification and 

automated logging local to the JARs. In the KP-TSABE 

scheme, every cipher text is labelled with a time interval 

while private key is used with a time instant. The cipher text 

can only be decrypted if both the time instant is in the 

allowed time interval and the attributes along with the cipher 

text verify the key’s access structure. The KP-TSABE 

scheme is support to solve many important security problems 

by supporting user-defined authorization period and by 

providing fine-grained access control. 
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I. INTRODUCTION 

While enjoying the cloud services, users also start worrying 

about losing control of their own data. The data share on 

clouds is having number of problems related to 

accountability as well as security. Such fears are becoming a 

significant barrier to the wide embracing of cloud services. 

To overcome the above problems, we propose a novel 

approach, known as Advance Cloud Information 

Accountability (A-CIA) framework, is based on the notion 

of data accountability. Our proposed CIA framework 

provides end-to end accountability in a highly distributed 

network. One of the important features of this framework, 

its ability of maintaining powerful accountability that 

contains aspects of access control, usage control and 

authentication. Our basic approach for addressing these 

problems is to leverage and improve the programmable 

capability of JAR (Java Archives) files to automatically log 

the usage data of the users’  by any element in the cloud. 

Users will send their own data as well as access control 

policies and logging policies that they want to enforce and 

enclosed in JAR files, to cloud service providers. Any other 

access to the data will trigger an automated and 

authenticated logging mechanism local to the JARs. We 

propose to this type of enforcement as “strong binding” 

since the policies and the logging mechanism travel along 

with the data. Because of this strong binding exists even 

when copies of the JARs are n   created; thus, the user have 

control over his data from any location. 

Such decentralized logging mechanism meets the 

dynamic in nature of the cloud. But also carry out challenges 

on ensuring the integrity of the logging. To overcome with 

this problems, we provide the JAR file with a central point 

of contact which make a link between them and the user. It 

records the error correction of information which are sent by 

the JARs, The shared data in cloud servers, usually contains 

users’ confidential information (e.g., personal profile, 

financial data, health records, etc.) Therefore, it becomes a 

big challenge to protect those data which is shared in cloud, 

one of the methods to alleviate the problems is to convert 

data in a common encrypted form. The drawback of 

encrypting data is that, the user cannot share his/her 

encrypted data at a fine-grained level. In many applications, 

the data owner wants to share information with several users 

according to the security policy based on the users’ 

authorization. Attribute-based encryption (ABE) has 

advantages based on the public key encryption instead of 

one-to-one encryption method. ABE scheme provides a 

powerful approach to achieve data security as well as fine-

grained access control. In the key-policy ABE (KP-ABE) 

scheme to be elaborated in this aproch, the cipher text is 

labelled with set of descriptive attributes. Only when the set 

of descriptive attributes fulfils the access structure in the 

key, the user can get the plain text. Whenever, applying the 

ABE scheme to the shared data will reduce several problems 

with regard to time-specific constraint and self-destruction, 

Thus, in this paper, we attempt to solve these problems by 

using KP-ABE and adding a constraint of time interval to 

each attribute in the set of decryption attributes. 

II. RELATED WORK 

Accountability is the acknowledgement which is responsible 

for actions, products, decisions, and policies including the 

administration, governance, and for the implementation 

within the scope of the role or employment position and 

encompassing the responsibility to report, explain and be 

answerable for resulting consequences. Their basic idea is 

that the user private data is sent to the cloud in an encrypted 

form, and the processing is done on the data. The output of 

the processing of data is converted by the privacy manager 

to get the correct result. However, only limited options had 

been provided by the manager which does not guarantee 

protection for the data once it had been disclosed. 

Researchers have investigated accountability mostly 

provable property through cryptography mechanism in 

context to electronic commerce. The only work proposing a 

distributed approach to accountability. The proposed system 

is an agent-based system particular to grid computing. 

Distributed jobs, along with the resource consumption at 

local machines are pursued by static software agents. The 

idea of accountability policies in is related to ours, but it is 
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mainly focused on resource depletion and on tracking of sub 

jobs processed at multiple computing nodes, rather than 

access control. 

For Java-based techniques for security, methods are 

related to self-defending objects (SDO).Self-defending 

objects are an addition of the object-oriented programming, 

where software objects offer sensitive functions or sensitive 

data which are responsible for protecting all the function and 

data.. Similarly, we also extend the concepts of object-

oriented programming the implementation is  author is still 

depend on centralized data to maintain the record while the 

data is being protected in separately. 

Another work by using identity based encryption is 

for coupling the content for access control strongly .We do 

not have to depend on the IBE to bind the content with the 

rules. Instead of that we use it for providing guaranteed 

security for encrypted content and all the files related to it 

such as the cipher text and plain text attacks. 

A. Attribute Based Encryption: 

Attribute based encryption are important application of 

identity based encryption. ABE had two important policies 

KP-ABE and cipher text.  The cipher text is associated with 

the access structure while the private key contains a set of 

attributes. In KP-ABE, the idea is reversed: the cipher text 

contains a set of attributes and the private key is related to 

the access structure. In KP-ABE scheme, when a user made 

a secret request, the trusted authority determined which 

combination of attributes must appear in the cipher text for 

the user to decrypt. Instead of using the Shamir secret-

sharing technique in the private key, this scheme used a 

more generalized form of secret sharing to enforce a 

monotonic access tree. Yu et al. used a combining technique 

of KP-ABE, proxy re-encryption, and lazy re-encryption 

which allows the data owner to represent most of the 

computation tasks involved in fine-grained data access 

control to untrusted cloud servers without disclosing the 

underlying data contents.re-encryption algorithm to propose 

a novel scheme to protect mobile user’s data in cloud 

computing environment. Due to the lack of time constraints, 

the above-mentioned ABE schemes do not support user-

defined authorization period and secure self-destruction after 

expiration for privacy preserving. 

B. Time Specification Encryption: 

Time specification provide a TRE, a piece of protected data 

can been crypted in such a way that it cannot be decrypted 

until the time (called the release-time) that was specified by 

the Encryptor.-time) that was specified by the Encryptor. 

III. PROPOSED IMPROVEMENT 

Our aim to develop novel logging and auditing techniques 

which completely satisfy the following requirements: 

1) The logging is should be distributed in order to 

familiarize to the dynamic nature of the cloud.  

2) Each access to the user’s data should be properly and 

automatically logged. This requires cohesive 

techniques to authenticate the user who accesses the 

data, verify, and then record the actual operations on 

the data and time that the data have been accessed. 

3) The all log files should be sent back to their data 

owners periodically to notify them of the current usage 

of their data. More prominently, the log files should be 

recoverable anytime by their data owners when he/she 

needed. 

In this methodology, a KP-TSABE scheme, which 

is a novel of secure self-destructing scheme for information 

sharing in cloud. We first introduce the general idea of 

KPTSABE scheme, validate the model of KP-TSABE and 

give the secure model of it. Then, we give a specific 

structure method about the scheme. Finally, we verify that 

the KPTSABE scheme is secure. 

1) Form a basis for the KP-TSABE scheme, we present the 

some concepts- 

 "Authorization period"- It is a time interval predefined 

by a data holder, starting from the release time and 

ending on the expiration time. The cipher text is related 

with this interval; the user can make the decryption key 

only when the time instant is within this interval. 

 "Expiration time"- It is a onset time instant predefined 

by the owner. The shared data can only be retrieved by 

the user before this time instant. Because the shared 

data will be self-destruct after expiration. 

 "Full life cycle"- It is a period of time from the creation 

of the shared data, authorization period to expiration 

time. This paper provides full lifespan security 

protection for shared data in cloud. 

B. Architecture 

The overall structure of framework, combining data, users, 

logger and harmonizer is sketched in Fig. 1. At the 

beginning, each user have to creates a public as wel as 

private keys based on Identity-Based Encryption (step 1 in 

Fig. 1). This IBE technic, which protects us against one of 

the most predominant attacks to our architecture. Using the 

generated key, the user will create a logger element which is 

a JAR file, to store its data items. The JAR file includes a set 

of simple access control rules describing whether and how 

the cloud servers, and possibly other data owner (users, 

companies) are official to access the content itself. And then 

he sends the JAR file to the cloud service provider that he 

subscribes to. To validate the CSP to the JAR (steps 3-5 in 

Fig. 1), we use OpenSSL based certificates, wherein a 

trustworthy certificate authority certifies the CSP. At that 

time the access is requested by a user, we employ SAML-

based authentication, wherein a trusted identity supplier 

concerns certificates checking the user’s identity based on 

his username. 

 
Fig. 1: Architecture of Sharing data in Cloud 

The logger is tightly coupled with user’s data 

(either single or multiple data items). Its main tasks  include 
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automatically logging entry to data items that it contains, 

encrypting the log record using the public key of the content 

holder, and sending it periodically them to the log 

harmonizer. It may also be configured to clear that access 

and usage control policies contained with the data. For 

example, a data owner can specify that user U is only 

allowed to view the data but not to modify that data. The 

logger will control the data access even after it is 

downloaded by user U. 

 
Fig. 2: Structure of JAR file 

 Once the verification succeeds, the service supplier 

(or the user) will be allowed to access the data bounded in 

the JAR. Depending on the settings of configuration is 

defined at the time of creation of JAR, the JAR will provide 

usage control associated with logging, or will provide only 

logging functions. As for the logging, each time there is an 

access to the data, the JAR will automatically create a log 

record, and encrypt it by using the public key distributed by 

the data owner, and store with the data as shown in figure 

(step 6 in Fig. 1). The encryption of the log. Using separate 

keys can enhance the security without introducing any 

upstairs except in the initialization phase. In addition, some 

error rectification information will be sent to the log 

harmonizer to handle imaginable log file exploitation (step 7 

in Fig. 1). To ensure reliability of the logs, each record is 

signed by the element accessing the content. Further, 

individual records are ground together to create a chain 

structure, able to as fast as detect possible problems or 

missing records. The encrypted log files can later be 

decrypted and their integrity verified. They can be accessed 

by the data owner or other authorized investors at any time 

for auditing purposes with the aid of the log harmonizer 

(step 8 in Fig. 1). 

 The main responsibility of the outer JAR is to 

handle authentication of entities which want to access the 

data stored in the JAR file. Moreover, the outer JAR is also 

in charge of selecting the correct inner JAR according to the 

identity of the entity who requests the data. 

IV. CONCLUSION 

We proposed pioneering approaches for automatically 

logging any access to the data in the cloud together with an 

auditing mechanism. Our tactic allows the data owner to not 

only audit his content but also enforce strong back-end 

protection if needed. With the rapid development of 

versatile cloud services, a lot of new challenges have 

emerged. One of the most important Problems is how to 

secure the outsourced data stored in the cloud severs. In this 

paper, we proposed a novel KP-TSABE scheme which is 

able to achieve the time specified cipher text in order to 

solve these problems by implementing flexible fine-grained 

access control during the authorization period and time-

controllable self-destruction after expiration to the shared 

and outsourced data in cloud computing. We also gave a 

system model and a security model for the KP-TSABE 

scheme. Furthermore, we proved that KP-TSABE is secure 

under the standard model with the decision. The 

comprehensive analysis indicates that the proposed KP-

TSABE scheme is superior to other existing schemes. We 

had plan to improve our approach to verify the Integrity of 

the java run-time environment and the authentication of 

JARs .For example, we will investigate whether it is 

possible to influence the idea of a secure JVM. This research 

is aimed at providing software tamper conflict to Java 

applications. In the long term, we plan to design a Complete 

and more generic object-oriented approach to facilitate 

autonomous protection of traveling content. 

Bellow Table and Graph shows the overall result 

status- 

 
Table 1: Compares of existing system with proposed system. 

 
Fig. 3. Security Level Graph 
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