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Abstract— Two factor authentications in internet banking
system describes a method of implementing connectionless
two factor authentication using mobile phones in the field of
Internet Banking. The proposed method guarantees that
authenticating to services, such as online banking
transactions is done in a very secure manner. The proposed
system involves using mobile phones a token for One Time
Password generation (OTP). The generated One Time
Password is valid for only a short user defined period of
time and is generated by some random algorithm and
verified using Secured Cryptographic  Algorithm.
Additionally, an SMS-based mechanism and tracking user
behavior method is implemented as there is large area of
concern in security. In this system implementation we have
also focused on the security which is provided to the user
during the online banking transactions. Thus the proposed
system is also adding the extra layer of security at the point
where you enter information online. The service helps to
prevent unauthorized access to users account before it
happens by confirming your identity by providing additional
security messages.
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. INTRODUCTION

A. Two-Factor Authentication

Two-factor authentication provides a significant increase in
security over the traditional  username/password
combination. The two factors of two factor authentication
are: something you know and something you have. In the
single-factor world of authentication, the password was the
“something you know” part. The additional factor,
“something you have”, is the key component. The
something you have component can either be tokens, smart
cards, pin/tan’s, and biometrics (to be discussed later).
Tokens display a set of numbers on a small screen. Usually,
the set of numbers (OTP) changes every minute. This
number then is joined with the user’s password, or pin
number to create a passcode. A correct passcode then
authenticates the user to access the secure resources. Smart
Cards are used in combination with a Smart Card reader.
The user will insert the card and the card sends an encrypted
message to the website or, the reader displays a unique code
that the user will enter.

B. Pros and Cons of Two-Factor Authentication

While two-factor authentication may seem like the perfect
cure-all for securing networks and resources, there are many
security holes that this type of authentication will not protect
against. Fake websites provide would-be hackers a way of
getting personal information from individuals. The ‘store-
front” looks authentic, and the user ends up entering
information like credit card numbers, social security
numbers and bank account information directly into the
hands of an identify thief. Two-factor authentication can not
protect someone against this type of man-in-the-middle
attack. Another type of security breech is if the would-be

hacker already has access the computer itself. Then when
the user accesses either company or internet resources, the
attacker then attempts to piggyback on the transmission and
either perform fraudulent transactions, or access secure
resources. Trojan horse attacks like this one also cannot be
prevented with two-factor authentication.

Il. LITERATURE REVIEW

Research has been made on ‘two factor authentication using
BESTOKEN’ where R. Groom (author) [1] has mentioned
about using a smart phone as token for the authentication.
This involves implementing both connection oriented as
well as connectionless authentication system. System
focuses on creation of the OTP on server side and sending it
to the clients.

Two factor authentication has widely used in
banking section today. The bank of America is providing the
two factor authentication to it millions of users providing
them hardware tokens described by D. llett [2]. While
tokens provide much safer environment to users, it can be
costly to most of the organizations. The banks have to also
be ready for token replacement if a token breaks or get
stolen.

Mannan and van Oorschot describe MP-Auth [4]:
another system that uses a trusted mobile device such as a
smart-phone to enter the password. The device encrypts the
password using the end server’s public key before passing it
to the untrusted terminal. MP-Auth also requires channel
between the trusted device and the untrusted machine. The
public keys of the sites to be accessed are once again loaded
onto the user’s device, which prevents the untrusted
machine from mounting a (MITM) attack.

We propose a mobile (smart phone) based software
token that need to be install on the device. Our system
reduces the work on server side by providing user an OTP
generation application, which can be used whenever user
wants to perform secure online tasks, reducing the extra
telecommunication charges. Two factor authentication
systems in internet banking focuses more on the algorithms
like AES-DES, RSA algorithms that are used for encryption
and decryption process. In active attacks like Man in the
middle attack the attacker is providing the fake websites
forcing the user to enter the private information. Hence to
minimize all possible damages the one time passwords that
are generated are encrypted and sent over the internet to the
server side minimizing the MITM attacks. The additional
and important part included in this system is monitoring
users behaviour so that minimizing the possibilities of
hacking the users sessions of transactions. Therefore
considering all possible attacks this system aims towards
reducing the adjustments to be done by the user and
providing safe and secure online transactions.
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I1l. PROPOSED SYSTEM

The Two factor authentication system in Internet Banking
mainly aims towards the security during the banking
transactions done by the user. It also focuses on the handling
and creation of One Time Password (OTP) application on
the user’s device (smart phones). The other valuable part in
our system is the Behaviour tracking method and session
handling where based on the user’s previous transaction
history the behaviour of the user is recorded. If server
detects the abnormal pattern while handling the user his
account then server will send the message to validate the
user from his device (smart phone).
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IV. IMPLEMENTATION DETAILS

A. Algorithms

1) Advanced Encryption Standard (AES) Algorithm
The OTP generated on application is encrypted and send to
the server where it gets decrypted. We used here Advanced
Encryption standard algorithm (AES) to encrypt OTP,
providing an extra secure way for sending the secret data.
The operations of Algorithm can easily be broken down to
the following functions:

1) ADD ROUND KEY

2) BYTESUB

3) SHIFT ROW

4) MIX COLUMN

B. Modules

1) Design of E-Banking Website

E-Banking website is designed to show how user can
perform different operations on website. It also focuses on
providing extra security while performing transactions by
generating OTP in application and entering it on the

website. E-Banking website also tracks the behaviour of the
user like which links and pages currently user is accessing.
2) Generation Of OTP On Application

The OTP is generated using Random Algorithm. In order to
secure the system, the generated OTP must be hard to guess,
retrieve, or trace by hackers. Therefore, it’s very important
to develop a secure OTP generation algorithm which will
run on user’s mobile phone. Several factors can be used by
the OTP algorithm to generate a password which is difficult-
to-guess. Users seem to be willing to use simple factors such
as their mobile number and a PIN for services. The OTP is
valid for some user defined period of time.

3) Encryption Using AES

The OTP generated on application is encrypted and send to
the server where it gets decrypted. We used here Advanced
Encryption standard algorithm (AES) to encrypt OTP.

4) Session And Behaviour Tracking

Behaviour tracking takes advantage of this fact combined
with knowledge of online banking fraud attacks and general
online behaviour to determine if a specific online session is
legal or has high risk of being fraudulent.

Here is how the process of anomaly detection is
divided and the solutions used to detect suspicious activity
for each individual user:

1) Create and update a model/pattern of expected
behavior for each individual user.

2) Maintain every online banking session for each
individual account holder.

3) Analyze all individual account behavior during an
online banking session from login to logout — how
user access his account, how user manage his
accounts, the types of transactions user is included
in, the frequency of activities, what kinds of
activities take place during the same session and
much more.

4) By comparing individual or groups of activities in
this online session to identify the patterns of
normal behavior, determine if the session is legal or
unexpected, or suspicious.

5) SMS-Based Authentication System

The SMS authentication system gets activated after
abnormal or suspicious behaviour is detected. When user
performs any activity which was not previously done by that
user then SMS message is sent to the user and administrator.
It tells user to verify his identity and administrator to take
necessary actions after abnormal behaviour is detected.

V. APPLICATION

Two factor authentication using smart phone in internet
banking being a current topic of interest. It provides its
services in various fields of online tasks and transactions
such as online banking, e-shopping, ATM transactions
(tokens) and many other online applications. It also has the
potential to be further used in Social linking applications.
An efficient two factor authentication system has the ability
to provide various services related to security and is
beneficial for user.

VI. CONCLUSION AND FUTURE SCOPE

This system focuses on the implementation of two-factor
authentication methods using mobile phones. It provides an
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overview of the various parts of the system and the
capabilities of the system. The proposed system is
implemented to encourage the user to perform the tasks
(transactions) very securely. Storing and monitoring the
users behaviour is one of the main working areas of this
system. The system has several factors like use of secure
algorithms that makes it very difficult to hack.

The only thing constant in this world is change.
There is always room for improvement or change in any
software and our system is no exception. GUI
implementation can be put to a wider scope. Also, its
processing tie can be taken into focus while implementation.
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