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Abstract— Today recognition and identification is most 

important thing. We use this at accessing bank accounts via 

ATM, etc which is necessary for securing personal 

information. But the conventional methods like ID card 

verification or signature does not provide perfection and 

reliability. This system employed for at these places which 

provides fast enough and robust too. In already known ATM 

system identification is done on basis of ID card and then 5-

digit password. So in normal identification methods with 

ATM, criminal cases are increasing making financial losses 

to customers. Whereas in our proposed system simple 

fingerprint recognition system with opt using LPC2148 as a 

core controller. OTP is a onetime password that is known 

only authentic user for only one login to the respective 

system. If user is unauthorized, system will not allow further 

access. Primary step of our proposed system is that when an 

person will swipe his smart card to the ATM machine, then 

he will get OTP on his registered mobile no. if typed OTP is 

correct then fingerprint module will active and fingerprint 

module capture the thumb image and that image will 

compare with its stored image if it is correct then user will 

get money, if that image is not correct then alert message 

will send to the registered no. of the user. The system uses 

FIM3030 fingerprint module to capture fingerprints with its 

processor and optical sensor. This system can be suitable at 

any application with enhanced security because of the 

uniqueness of fingerprints. 
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I. INTRODUCTION 

Now a day’s security is more important aspect in our daily 

life. In case of banking and money transaction, security 

holds highest priority. Now days we are see the daily attacks 

on ATM and banking system are increasing. In present day 

ATM provides only one thing that is code to secure our 

money, it’s not enough for security purpose of money. In 

our system we going beyond of this security level for 

improving the security of the ATM and Banking, so we 

introduce the OTP and Biometric recognition concept in the 

ATM machine and banking .Our system will provide 

security by using the OTP to send an registered mobile 

number, and the biometric recognition. In conventional 

ATM when user swipe his card in ATM machine user get 

request to type a pin, but in our system when user swipe his 

card on ATM user get OTP pin on his registered mobile 

number. When user enters OTP in the system then he will be 

having accessing his account otherwise no. 

Transaction will be made. In biometric recognition 

is a technology that helps to make your data tremendously 

secure, distinguishing all user’s by their personal physical 

characteristics. Biometric information can be used to 

accurately identify people by using their fingerprint or hand 

geometry and so on. There are two key functions offered by 

a biometric system. One method is to identify and the other 

is to verify. 

In this project a biometric sensor sense thumb 

image of the customer then it will compare that’s image 

with stored image if that image is correct with 

corresponding image then gain process will proceed. This 

project provides 2 mode of operation 1. is Administration 

and 2. is user mode. 

In administration mode new users fill the data for 

his identification and authorization. Administration mode 

have ability to creation, deletion of the user information and 

the user mode is the customer authorization and user have 

not any deletion, creation authority they are just like a 

customer. 

II. EXISTING SYSTEM 

We are gone through different IEEE papers and 

international journals of ATM using fingerprint recognition 

system. In previous system we are analyzed their literature 

review, however few relevant and significant works. First 

system we are analyzed it is ATM Terminal Security using 

Fingerprint Recognition using LPC2148 presented by 

Vaibhav R. Pandit, Kirti A.Joshi and Narendra G. Bawane 

in INTERNATIONAL JOURNAL OF APPLIED 

INFORMATION SYSTEM (IJAIS) – ISSI : 2249-0868, in 

2013. In this system we are analyzed that there is just 

fingerprint recognition for a security purpose, in which they 

tried same protocol model which uses PIN number along 

with the fingerprint verification to verify the user before 

he/she can access their account and make the transactions, 

so we have added some extra security for security purpose 

instead PIN we used OTP for high level of security. For this 

level we have  analyzed another system which is “Atm user 

Authentication System Using Biometric Identifier & Opt” is 

presented by Jaydeep Shamdasani and P.N. Matte In 

International journal of Engineering Research and 

Application Vol (4), Issue   (4) (version4), ISSN:2248-9622 

In April 2014 so in this system add more security to current 

ATM terminal by using fingerprint module and GSM 

technology, here GSM technology Is used for send a OTP 

no. to user mobile no through the SMS every time OTP will 

change. 

III. PROPOSED SYSTEM 

Here we have studied and combined all our previous 

concept and for a developing good project and effective way 

and developing the ATM terminal security system using 

fingerprint recognition for obtaining the high security in 

ATM terminal and minimizing the theft threat. One more 

thing we added is this we use OTP replace the PIN, so we 

achieve higher security in ATM machine. 
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Fig. 1: Block diagram of proposed system 

A. Fingerprint Module (Fim3030) 

In this project fingerprint is most important section. 

Fingerprint is a sensor which is used for capturing the 

fingerprint pattern and that pattern will stored for matching 

purpose. Captured image is called live scan this live scan is 

digitally processed by DSP processor for creating biometric 

template. FIM3030 is an evolutionary standalone fingerprint 

recognition module. it provides high recognition ratio even 

to small size, wet, dry, calloused fingerprint. High speed 1: 

N identify and 1: N verify. FIM3030 has functions of 

fingerprint enrollment, identification, partial and entire 

deletion and reset in a single board, thereby offering simple 

development environment it can stores up to 100 

fingerprints and its identified by using internal search engine 

algorithm FIM3030 is ideal for online application because 

allows ASCII commands to control the device from the host. 

On-line functionality, fingerprints to verify (1:1) or identify 

(1: N) can be stored on non volatile memory, or be sent by 

RS-232 port. Here this FIM 3030 supports the serial 

communication protocol which is RS-232. Interfacing of 

FIM3030 to LPC2148 for bidirectional communication is 

made possible through IC called MAX-232 used as a level 

converter for reading and writing data. 

B. Fingerprint Recognition Algorithm 

To authentication of the user by automatically extracting 

minutiae from user’s scanned finger image, fingerprint 

recognition algorithm is required. In fingerprint recognition 

algorithm there are two main steps this are follows:- 

Step 1:- Image processing is first step in which 

characteristics of scanned finger image are captured by 

having image under-going multiple stages.  

Step 2:- Matching algorithm is second step in 

which user authentify is done by comparing feature data 

comprised of minute with Fingerprint Template captured at 

the time of opening account. 

Reliability of fingerprint characteristics and a new 

biological technology operated on the image enhancement 

algorithm.The system will also include the original verifying 

methods which are inputting owner's password. Now days 

ATM machine in many countries using magnetic card 

reader, so there is a need to change a method of authentify in 

future  to eliminate the drawbacks identified in this 

project.The system built on the technology of embedded 

system which makes more safe, reliable and easy to use. 

 
Fig. 2: Thumb Recognition process 

IV. FLOWCHART 

 
  Fig. 3: Flowchart of system 

V. CONCLUSION 

The Implementation of ATM security using fingerprint 

recognition and GSM modem took advantages of the 

stability and reliability of biometric characteristics. Users of 

the ATM need to understand the level of security guaranteed 

by using biometric systems and the difference can exist 

between the perception and the reality of the sense of 

security provided. The biometric system is one part of an 

overall identify process, which provides more security to the 

ATM transactions. After the identification user can access 

the ATM for transaction. 
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