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Abstract— Steganography is a technique to hide an 

important data from plain sight of an attacker or intruder. 

Cryptography hides data my making it impossible to read of 

understand by the person who is not intended to read it. The 

intruder knows that the ciphered text is the data but he can’t 

read it. But in steganography the idea is completely different 

and an intelligent one where we don’t even give a chance to 

the intruder to know whether we are sending an important 

data or just a normal data. But since steganalysis has 

prevailed we need to make it more secure than it is. The idea 

is to make the data secure from its first step in 

communication by encrypting it with a key that is changed 

every time but not only known to sender and receiver and is 

not send through any means of communication, i.e. Diffie-

Hellman key exchange technique. 
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I. INTRODUCTION 

Teganography is said to be an art of communication in such 

a way that no one can even sense the presence of hidden 

data. But with the new technologies it has become possible 

to detect a stego cover file easily. Now its upto sender how 

he encrypts and embed the data in the cover. Encryption can 

be done in many ways. We have different encryption 

schemes like AES and DES, some are good and some have 

exploitable weekness. Thus using a different kind of key 

generation tchnique could help make an encryption 

technique more reliable an more unbreakable. CBC 

technique is a good one in this. 

After encryption we need t embed the data into 

cover file in such a way so that the cover file is not 

distorted, otherwise it woul be obvious for attacker that this 

file has some data. 

Neither the embedding should be complicated that 

it is creating overhead on our computer system processors. 

For this purpose we can use LSB substituion technique. In 

this the data is conerted to bits and the cover file too 

converted to bits and then LSB bit of each byte in cover file 

is substituted by the data bits. 

Even after all this the data can re recovered by 

attacker if he gets access to the key user to encrypt the data. 

Soto make the key secure we use Diffie Hellman key 

exchange technique. 

 
Fig. 1: Block diagram of Steganography 

II. RELATED WORK 

In this paper 2011 Hussein A. Aly[7], “Data Hiding in 

Motion Vectors of Compressed Video” Based on Their 

Associated Prediction Error “deals with data hiding in 

compressed video. Unlike data hiding in images and raw 

video which operates on the images themselves in the spatial 

or transformed domain which are vulnerable to steganalysis. 

There is new method to hide the data in motion vectors of 

MPEG-2 compressed video. The results of this paper are 

evaluated on two metrics: quality distortion to reconstructed 

video and data size increase of the compressed video. 

This paper 2012[4] Attallah M. AI- shatnawi, “A 

new method in image steganography with improved image 

quality” presents an efficient, simple, robust method to 

attack and improve the image quality and it obtained an 

accuracy ratio of 83%. The results of this work and LSB 

hiding techniques were discussed and analyzed based on the 

ration between the number of identical and non identical bits 

between the pixel color values and the secret message 

values. 

In this paper 2012 Bodhak V., Gunjal L.[5], 

“Improved Protection in Video Steganography Using DCT 

& LSB” This can be designed by embedding the text file in 

a video file in such a way that the video does not lose its 

functionality using DCT & LSB Modification method. This 

system is based on the research findings developed an 

application which is able to hide the data with high security 

in AVI videos. Also this is an independent platform 

application with high probability and high consistency. This 

is used to embed text files into video files. 

This Paper 2012 Ramakrishna Mathe, Veera 

RaghavaRao Atukuri, Dr. Srinivasa Kumar Devireddy[6], 

“Securing Information: Cryptography and Steganography” 

proposes a new approach to public-key steganography based 

on matching method to hide the secret information inside 

24-bit image file. In the proposed method, the stego-key is 

generated by applying a public key exchange protocol which 

is based on discrete logarithm hard problem such as Diffie 

Hellman. 

The paper 2014 k. steffy Jenifer, G. yogaraj[3], 

“LSB approach for video Steganography to embed images” 

based on LSB approach is used along with the masking 

filtering and transformation techniques to hide the secret 

images or any other files. This technique is used to convert 

the color image into gray scale image. This method 

improves the visual quality of the share images. There are 

different advantages like: user friendliness, simple process 

of embedding secret image with more security.  

In the Paper 2014 Ramadhan J. Mstafa and Khaled 

M. Elleithy[2], “A Highly Secure Video Steganography 

using Hamming Code” a more secure algorithm for video 

steganography has been proposed based on the principle of 
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linear block code. Nine uncompressed video sequences are 

used as the cover data and a binary image as a secret 

message. The pixels’ positions of both cover videos and a 

secret message are randomly reordered by using a private 

key to improve the system’s security.    

In this Paper 2015 Yugeshwari Kakde, Priyanka 

Gonnade, Prashant Dahiwale[1], “Audio Video 

Steganography”  authors are using computer forensic 

technique for authentication purpose. Secret information is 

hidden behind audio and image of video file. Use any frame 

of video and audio for hiding our secret data. This paper 

proposed an algorithm for hiding image in selected video 

sequence is an image-hiding technique based on Discrete 

Wavelet Transform(DWH) and Singular Value 

Decomposition(SVD) and random LSB (Least Significant 

Bit) audio steganography method for hiding secret text 

information inside audio of the audio-video file, it reduces 

embedding distortion of the host audio. 

III. THE PROPOSED STEGANOGRAPHY METHOD 

A lot of techniques are present in the industry for 

cryptography and steganography. All techniques have 

benefits and disadvantages. We took a best technique with 

minimum error present. The distortion due to this technique 

is very less. 

A. Cryptography 

The Advanced Encryption Standard (AES), also known as 

Rijndael (its original name), is a specification for the 

encryption of electronic data established by the U.S. 

National Institute of Standards and Technology (NIST) in 

2001. 

AES is based on the Rijndael cipher developed by 

two Belgian cryptographers, Joan Daemen and Vincent 

Rijmen, who submitted a proposal to NIST during the AES 

selection process. Rijndael is a family of ciphers with 

different key and block sizes. For AES, NIST selected three 

members of the Rijndael family, each with a block size of 

128 bits, but three different key lengths: 128, 192 and 256 

bits. 

Process of Algorithm is as follows: 

1) KeyExpansions—round keys are derived from the 

cipher key using Rijndael's key schedule. AES requires 

a separate 128-bit round key block for each round plus 

one more. 

2) AddRoundKey—each byte of the state is combined 

with a block of the round key using bitwise xor. 

3) Rounds 

a) SubBytes, a non-linear substitution step where each 

byte is replaced with another according to a lookup 

table. 

b) ShiftRows, a transposition step where the last three 

c) rows of the state are shifted cyclically a certain 

number of steps. 

d) Mix Columns, a mixing operation which operates 

on the columns of the state, combining the four 

bytes in each column. 

e) AddRoundKey 

4) Final Round (No MixColoumn) 

a) Sub Bytes 

b) Shift Rows 

c) Add Round Key 

 
Fig. 2: AES Inverse Cipher Flow Graph 

B. Diffie-Hellman Key Exchange 

1) Both parties agree on parameters of the exchange. 

These parameters are public and this agreement can 

happen over the network. The variable p is a large 

safe prime. Similarly, g is a generator for a finite 

cyclic group. 

2) Alice generates a random private key (A) and a 

corresponding public key (a). Bob does the same 

(B and a, respectively). 

3) Both parties exchange their public keys over the 

network.  4. Alice calculates the encryption key (K) 

by raising Bob’s public key (b) to the power of her 

own secret key (A) modulo p. Similarly, Bob 

calculates the same encryption key (K) by raising 

Alice’s public key (a) to the power of his own 

secret key (B) modulo p.   

4) All network data is encrypted using the calculated 

key. Data can be decrypted by either party’s secret 

key. Since these are never transmitted over the 

network and it is not possible to determine the 

private key from the public key or the parameters, 

an eavesdropper cannot decrypt the data. 

 
Fig. 3: Diffie Hellman key exchange 

C. LSB Based Approach 

Least significant bit (LSB) insertion technique operates on 

LSB bit of the media file to hide the information bit. In this 

paper, a data hiding scheme will be developed to hide the 

information in specific frames of the video and in specific 

location of the frame by LSB substitution using polynomial 

equation. 
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Least Significant Bit (LSB) insertion is a common, 

simple approach to embedding information in a cover video. 

Video is converted into a number of frames, and then 

convert each frame in to an image. After that, the Least 

Significant Bit (in other words the 8 bit) of some or all of 

the bytes inside an image is changed to a bit of each of the 

Red, Green and Blue color components can be used, since 

they are each represented by a byte. 

For example[6], a grid for 3 pixels of a 24 bit 

image can be as follows: 

(00101101 00011100 11011100) 

(10100110 11000100 00001100) 

(11010010 10101101 01100011) 

When the letter A, which binary representation is 

01000001 and is embedded into the least significant bits of 

this part of the image, the resulting grid is as follows: 

(00101100 00011101 11011100) 

(10100110 11000100 00001100) 

(11010010 10101101 01100011) 

Although the letter was embedded into the first 8 

bytes of the grid, only the 2 highlighted bits need to be 

changed according to the embedded message. On average 

only half of the bit in an image will need to be modified to 

hide a secret message using the maximum cover size. 

First we read the original video signal and text. We 

have to embed the text into the video signal. Then we have 

to convert the text data into the binary format. Binary 

conversion is done by taking the ASCII Value of the 

character and converting those ASCII values into binary 

format. We take the binary representation of samples of 

cover signal and we insert the binary representation of text 

into that cover signal. 

The LSB bits of video signals are replaced by the 

binary bits of data and this encoded signal is called stegano 

signal is ready for transmission through internet. For the 

Steganography the important video format is Audio Video 

Interleave (AVI). The message which we want to hide is 

converted into ASCII and then converted into its binary 

representation with each word consist of 8bits.These bits are 

substituted in the Least Significant Bits of binary 

representation of each image ample. 

IV. RESULTS AND ANALYSIS 

In this Paper, secret message is encrypted before embedding 

into the video file, which makes this Scheme more secure 

and robust. For encrypting and decrypting the secret text, 

used key is exchanged using the Diffie Hellman key 

exchange technique. For encryption AES encryption 

algorithm is used.  

Video file is first split into the still frames. Secret 

text is converted into the binary code using the ASCII value 

of the text. This binary code is embedded into the still 

frames. For embedding the binary bits into still frame, LSB 

technique is used. LSB technique makes the video less 

distorted. 

Figure 4 is showing the key exchange using Diffie 

Hellman key exchange technique. Some random values of P 

and Q are generated by pressing the GENERATE button. 

These random values are then broadcasted on the channel. 

Any private key of our choice is entered and calculated. This 

calculated key is sent to the receiver. Receiver enters this 

key to his calculated received and finds the final key. This 

key is used to encrypt the secret message using AES 

encryption.    

Figure 5 is showing encryption/decryption and 

embedding of the message. 

Message can either by typed in the available space 

or uploaded (text file). This plain text is then encrypted 

using the key exchanged. A video file is load from the 

system. Encrypted text is embedded into the video file. 

 
Fig. 4: Key exchange by Diffie Hellman 

 
Fig. 5: Encryption and Embedding of Encrypted Text File 

V. CONCLUSION 

In the area of communication revolution, information has 

been an inevitable component. The attraction of web 

services is simplicity, firewall neutrality and lack of 

dependency on the implementation technology at the service 

end. Efficient computing capabilities are therefore utilized. 

The availability of the required information at the press of a 

button is something favourable and therefore computers are 

used for this purpose. Thus, one way of potential taping is 

achieved. 

The system has been designed in such a way that it 

can be modified with very little effort when such a need 

arises in the future. The system has been found to work 

efficiently and effectively. Due to its higher user 

friendliness, others may use these documents as a prototype 

for developing similar application. 
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Steganography is a really interesting subject and 

outside of the mainstream cryptography and system 

administration that most of us deal with day after day. As 

steganography becomes more widely used in computing 

there are issues that need to be resolved. There are a wide 

variety of different techniques with their own advantages 

and disadvantages. 

This report has shown the possibility of using 

matching method in different regions of an image in public 

steganographic protocol. The security of the proposed 

steganography depends on Encryption algorithm and Diffie-

Hellman public key exchange protocol. We can add more 

security to the information which needs to be transmitted 

through public networks using this method. 
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