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Abstract— In the present scenario, the distributed system is 

used in the Peer-to-peer (P2P) networking that partitions 

tasks or work load between peers. Peers perform their tasks 

in the network and with the surrounding of application. 

While sharing data on network, the masquerade always tries 

to find patterns and retrieve data from the source. Although 

we have protocols like voting schemes, Byzantine 

agreement etc., but we have very few safeguard against 

Sybil attack. The Sybil attack is very serious issue in peer to 

peer network, where one or more attackers can forge a large 

number of fictitious identities. There are many solutions 

provided regarding this problem but still the effect of this 

attack is very severe. In this paper we are discussing about 

the various attacks found in Peer-to-peer networks and 

focuses on the Sybil attacks. 
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I. INTRODUCTION 

A traditional computer network is a telecommunication 

network which allows computers to transfer data from one 

node to another. In computer networks, computing devices 

allows to exchange data with one another via a data link. 

Peer-to-peer model (P2P architecture) is a frequently used 

networking architecture in which each node or the 

workstation having the features likes adaptability, 

capabilities. It is commonly compared and visualize as a 

classical client/server architecture, in which computers are 

devoted to serving others. (P2P) network is a distributed 

application model that distributes tasks or workloads 

between peers [3]. Now a days, Peer-to-peer (P2P) overlay 

networks are being frequently used to build large scale 

distributed systems and model or running various apportion 

applications like content distribution, distributed storage, 

collaborative scheduling, and leader election. 

Peer-to-peer model is generally compared and 

contrasted to the typical client/server architecture, in which 

some computers are dedicated to serving others. P2P 

frequently design to develop software program, so that each 

specimen of the program may act as both client and server, 

with the same potential & responsibilities as well as status 

[5]. Peers are equally privileged, equipotent participants in 

the network and said to form a peer-to-peer network of 

nodes. Although we have protocols like Byzantine 

agreement, voting schemes etc. for building volatile 

distributed applications; we have very rare solutions 

available for safeguarding. There are various types of 

attacks in peer to peer network which are as follows: 

1) Routing attack 

2) Denial of Service (DoS) attack 

3) Poisoning attack 

4) Sybil attack 

5) Eclipse attack 

Routing attack: In DHT based P2P network, each node 

maintains a routing table and the routing table confirms the 

mapping of the keys. A malicious node which provide as an 

alive part of P2P network can perform some abnormal 

behaviors. A typical attack is that the antagonist forwards 

the look up request to an incorrect node. 

Denial-of-service (DoS) is a common attack but 

difficult to be rescue both in conventional internet and peer-

to-peer networks [7]. In DoS attack, antagonist utilizes 

reasonable service requests to frazzle the resources of a 

target host. Therefore, the victim host cannot provide any 

service to other legal intended users.  

Poisoning attacks can occur in the P2P networks. 

Antagonist use fake information, for example, fake file 

indexes, false routing tables, or false IP addresses, to break 

the integrity of P2P systems. 

Sybil Attack: If the relation of entity to identity 

(i.e., one-one mapping) is destroyed by malicious peer, in 

other word, a malicious entity behave as a number of 

multiple identities [7]. The entity can handles a significant 

part of networks and such attack is defined as Sybil attack. 

This attack can occur in all the networks that require the 

entity and identity mapping, such as, P2P networks, sensor 

network and ad-hoc networks. 

Eclipse attack is a general attack in overlay 

networks. In eclipse attack, an antagonist controls a large 

part of the neighbors of a good node. 

II. RELATED WORK 

Muhammad Al-Mutaz, Levi Malott and Sriram 

Chellappan[3] has presented the protocol for detecting Sybil 

attacks via leveraging from platoon dispersion. In this author 

also discussed protocols executed by vehicles and RSUs, 

illustrate the proposed technique for Sybil detection 

respectively. The authors explain that if the number of 

vehicles increases, the trend remains the same. This 

sufficiently demonstrates the fidelity of the simulation 

environment in conducting further investigations. The trend 

also remains for road segments of different lengths, which 

are not reported due to space limitations. 

Michael Kaminsky, Phillip B. Gibbons & Abraham 

Flaxman(Intel Research Pittsburgh)[6] has proposed the 

methods which helps to find out the safeguard from Sybil 

attacks in social network. Author uses the concept of 

SybilGuard which exploits the property to restrict the 

number of identities a malicious user can create. And also 

shows the effectiveness of SybilGuard both analytically and 

experimentally. Author has concluded the results as, a novel 

decentralized protocol for limiting the corruptive influences 

of Sybil attacks, by bounding both the number and size of 

Sybil groups.  

Nitish Balachandran and Sugata Sanyal (School of 

Technology & Computer Science, Tata Institute of 
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Fundamental Research, Mumbai)[4] has explained the 

counter measure of Sybil attack and its methods. Authors 

explore their concept to restrict the impact of Sybil attack 

and different approaches with the help of methods like 

trusted certification, resource testing, recurring cost, 

privilege attenuation and many more. 

Wei Chang and Jie Wu(Department of Computer 

and Information Sciences Temple University, Philadelphia) 

has encountered four defense technique like (1) traditional 

security key-based approaches, (2) specific peer to peer 

system feature-based solutions, (3) social network-based 

methods, and (4) social community-based techniques. 

Manoj kumar, Nikhil agrawal(National Institute Of 

Technical Teacher’s Training and Research, 

Bhopal)(2013)[5]  has expressed their views and came in to 

a conclusion that, Security of distributed system is more 

complex than stand alone system security and needed some 

more effort. 

III. CLASSIFICATION OF SYBIL ATTACK 

A. Direct Vs. In-Direct Communication  

To fire a Sybil attack in a distributed network, the attacker 

must consider the type of communication between genuine 

nodes and Sybil nodes. If the communication between 

genuine node and Sybil node is direct, i.e. if the antagonist 

can directly communicate with the genuine node using false 

identities, it is a case of direct communication [9]. However, 

if the attacker has to use his genuine identity to 

communicate with the genuine node, and then divert the 

Sybil data to the genuine node via the genuine node, it is the 

case of indirect communication. It is easier for the attackers 

to fire Sybil attacks in direct communication and it is also 

tougher to detect such attacks.  

B. Busy Vs. Idle  

In a P2P network, Sybil identities associate with the network 

while the others remain idle. The power of the Sybil 

antagonist comes from the number of identities he or she 

holds. If an attacker could afford to get fake identities easily 

than anyone make the identities appear more realistic by 

making them leave and join the network multiple times 

pretending as a genuine node. However, if the number of the 

Sybil identities is limited, the Sybil identities must 

participate simultaneously to fire an attack.  

C. Simultaneous Vs. Non Simultaneous  

An adversary can create all Sybil nodes likewise or 

introduce them one by one. If the antagonist introduces node 

in mean time and regulates to establish different behavior 

for distinct Sybil nodes, the probability of detecting or 

searching the Sybil nodes in a P2P network become very 

problematic. However, the attacking time and the 

complexity enhances when nodes are introduced at different 

point of time [9]. A concurrent attack can be performed by 

involving all the Sybil identities simultaneously or a 

particular node can change its identities in regular interval to 

appear like all the identities are involved in that duration 

simultaneously.  In non-simultaneous attack, an attacker 

may import all the identities into the network slowly over a 

period of time involving only some identities each time. 

This can be done by pretending that one identity is 

associates the network while the other identity is leaving the 

network. 

D. Insider Vs. Outsider  

The impact of the Sybil attack depends on whether the 

antagonist is inside or outside the distributed network. If the 

attacker is part of the network and influence at least one real 

identity, then the adversary is called an Insider, otherwise he 

or she is an outsider. An insider may introduce many false 

identities, and pretend to communicate with other nodes 

using his false identities. However, for an outsider, it is 

tough to introduce Sybil identities into the network, as the 

distributed system generally employs some types of 

authentication procedure such as secret codes or encryption 

processes or passwords to access the system [6]. An insider 

can through the false information over the network cloud or 

get information from other nodes as the network generally 

trusts all its interior nodes. However, a Sybil node can easily 

be detected by observing the claimed communication 

between the fishy node and other nodes 

IV. RESULTS  

In this paper a number of problems are identified regarding 

Sybil attack such as: 

Sybil attacks may also be used to enable the 

antagonist to obtain an unfair and disproportionately large 

share of resources that were intended to be distributed 

amongst all nodes on the network equally [8]. 

This attack denies legitimate nodes their deserved 

share of resources and also provides the nasty node with 

more avenues for other attacks[4]. 

File storage systems in wireless sensor networks 

and peer-to-peer can be negotiating by the Sybil attack. This 

is achieved by defeating the fragmentation and replication 

processes in the file system. 

Sybil attacks are classified as an attack on the trust 

of a peer-to-peer system by an antagonist assuming many 

pseudonymous identities. Using these identities, the attacker 

can access a disproportionately large influence on system 

functionality [11].  

We use peer-to-peer network to establish a user-

relationship between nodes, but there are very severe 

impacts of these attack. It is directly proportional to the 

related information and lost of identities.  

So we wish to develop the application using an 

algorithm which can help to reduce the impact of Sybil 

attack in peer-to-peer network. Currently we are working on 

obtaining the real time social network data to further 

validate & to deploy in our algorithm.  Sybil attacks can 

disrupt routing protocols in ad-hoc networks, especially the 

multicast routing mechanism. 

V. CONCLUSION  

There are a variety of attacks that hinge on the issue of 

identity. In this paper, we have presented an overview 

related to the types of attack as well as the classifications. 

We wish to develop an algorithm to bound the activities of 

the malicious user. By the existing méthodologies we can 

learn how to prevent and overcome the impact from sybil 

attack and enhance the level of security in peer-to peer 

(P2P) network. 
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