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Abstract— Now a days the term Internet of Things is 

overvalued term and we know IoT market is booming and 

major component which will have huge market potential is 

sensor and protocols. IOT can be said to be a world where 

billions of objects can sense, communicate and share 

information. This paper tries to introduce the sensors and 

protocols which are used in the IOT. 
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I. INTRODUCTION 

Internet of Things deals with having physical objects we see 

around us in a network is one form or the other. IOT can be 

said to be a world where billions of objects can sense, 

communicate and share information, all interconnected over 

public or private Internet Protocol (IP) networks. These 

interconnected objects have data regularly collected, 

analysed and used to initiate action, providing a wealth of 

intelligence for planning, management and decision making. 

The Internet of Things can be anything and the IoT is an 

environment in which objects, animals or people are 

provided with unique identifiers and the ability to transfer 

data over a network without requiring human-to-human or 

human-to-computer interaction.  

In IoT the number of devices, internet, sensors and 

protocols are used for not only sense information but also 

interact with the physical world. Now a day’s Iot is applied 

everywhere and it is widely applied on home automation, 

transportation, smart cities etc. 

II. PROTOCOLS USED FOR IOT 

A. Bluetooth 

 
Fig. 1: 

Bluetooth is a short-range communications technology, 

which is very popular in this generation. It may become the 

key for wearable products in daily life through which we 

can connect IoT devices via smart phones, tablets etc. The 

Bluetooth is a protocol for IoT applications. Bluetooth 

consumes low energy it offers similar range to the 

Bluetooth. The Bluetooth is not only a file transfer device 

but also it is suitable for small chunk of data. The latest 

version of Bluetooth is 4.2 with a combined basic-data-rate 

and low-energy core configuration for RF transceiver, 

protocol stack and baseband. Important thing is that, version 

4.2 through its Internet Protocol support profile will permit 

Bluetooth smart sensors to access the internet directly by 

using 6loWPAN connectivity. 

Advantages 

1) Inexpensive. 

2) Low energy consumption. 

 Standard: Bluetooth 4.2 core specification 

 Frequency: 2.4GHz (ISM) 

 Range: 50-150m (Smart/BLE) 

 Data Rates: 1Mbps (Smart/BLE) 

B. ZigBee 

 
Fig. 2: 

ZigBee is like Bluetooth technology. ZigBee has large 

installed base of operation, it is traditionally more used in 

industrial settings. ZigBee PRO and ZigBee Remote 

Control(RF4CE), and also other ZigBee profiles are based 

on the protocol IEEE802.15.4, which is an industry-standard 

wireless networking technology operating at 2.4GHz 

targeting applications that require relatively infrequent data 

exchanges at low data-rates over a restricted area and within 

a 100m range such as in a home or building. 

The latest version of zigbee is 3.0. The example 

product and kit for zigbee development are 

TI’sCC2538SF53RTQT ZigBee System-On-Chip IC and 

CC2538 ZigBee Development Kit. 

Advantages 

1) High security 

2) robustness and high scalability. 

 Standard: ZigBee 3.0 based on IEEE802.15.4 

 Frequency: 2.4GHz 

 Range: 10-100m 

 Data Rates: 250kbps 

C. Z-Wave 

 
Fig. 3: 

Z-wave is basically designed for home automation for 

product such as lamp controllers and sensors among many 

others. It used for low-latency and reliable communication 

of small data packets. Without the need for a coordinator 

node it supports full mesh networks. 

Advantages 

1) Scalable and enabling control of up to 232 devices. 

2) It uses simpler protocol. 

 Standard: Z-Wave Alliance ZAD12837 / ITU-T 

G.9959 

 Frequency: 900MHz (ISM) 

 Range: 30m 

 Data Rates: 9.6/40/100kbit/s  

D. 6LoWPAN 

 
Fig. 4: 



IoT Sensors and Protocols 

 (IJSRD/Vol. 4/Issue 02/2016/155) 

 

 All rights reserved by www.ijsrd.com 544 

The Internet Protocol (IP)-based technology is 6LowPAN. 

The encapsulation and header compression is defined by 

6LowPAN which is a network protocol. This standard can 

be use anywhere in the frequency band and physical layer 

and it is also used across Ethernet, Wi-Fi, 802.15.4 and sub-

1GHz ISM. The key attribute is IPV6, which plays very 

important role in recent years to enable the IOT. IPV6 is the 

successor to IPV4 and by using IPV6 we can give the 

address to all devices in the world because IPV6 has huge 

address space. 

Advantages 

1) Low-power wireless network 

2) Cost effective 

 Standard: RFC6282 

 Frequency: adapted and used over a variety of 

other networking media including Bluetooth Smart 

(2.4GHz) or ZigBee or low-power RF (sub-1GHz) 

 Range: N/A 

 Data Rates: N/A 

E. Thread 

 
Fig. 5: 

It is very new IPv6 networking protocol which is used in 

home automation known as Thread. It is launched by thread 

group in mid 2014. It is based on 6LowPAN it is not an IOT 

application protocol like Bluetooth or ZigBee. However, 

from an application point of view, it is primarily designed as 

a complement to Wi-Fi as it recognizes that while Wi-Fi is 

good for many consumer devices that it has limitations for 

use in a home automation setup. 

It is royalty-free protocol is based on various 

standards including IEEE802.15.4, IPv6 and 6LoWPAN, 

and offers a flexible IP-based solution for the IoT. Designed 

to work on existing IEEE802.15.4. Thread supports a mesh 

network using IEEE802.15.4 radio transceivers and is 

capable of handling up to 250 nodes with high levels of 

authentication and encryption. A relatively simple software 

upgrade should allow users to run thread on existing 

IEEE802.15.4-enabled devices. 

Advantages 

1) Simple software upgrade should allow users to run 

thread on existing devices.  

2) Provides high levels of authentication and encryption. 

 Standard: Thread, based on IEEE802.15.4 and 

6LowPAN 

 Frequency: 2.4GHz (ISM)s 

 Range: N/A 

 Data Rates: N/A 

F. Wi-Fi 

 
Fig. 6: 

Wi-Fi connectivity is frequently an obvious choice for many 

developers , especially it is used in home automation within 

LANs. Currently, 802.11n is commonly used Wi-Fi standard 

applied in homes and many business environments which 

produces the throughput in range of hundreds of megabit per 

second, which is better for transfer of file, but in some cases 

for many IoT applications  it will be too power-consuming. 

Latest 802.11-ac standard should offer 500Mbps to 1Gbps 

Advantages 

1) It offers fast data transfer 

2) Handle high quantities of data 

 Standard: Based on 802.11n (most common usage 

in homes today) 

 Frequencies: 2.4GHz and 5GHz bands 

 Range: Approximately 50m 

 Data Rates: 600 Mbps maximum, but 150-

200Mbps is more typical, depending on channel 

frequency used and number of antennas (latest 

802.11-ac standard should offer 500Mbps to 

1Gbps). 

G. Cellular 

 

Fig. 7: 

As we know any IoT application requires operation over 

longer distance and long distance communication may use 

GSM/3G/4G cellular capabilities. Cellular can be ideal for 

sensor-based low-bandwidth-data projects and it will send 

very low amount of data over the internet. 

SparqEE is the key product in this area which also 

includes low cost development board that is CELLv1.0 

which is use to connect boards with Raspberry pi and 

Arduino platforms. 

Advantages  

1) It sends high quantity of data 

2) It supports GSM/3G/4G communication capability.  

 Standard: GSM/GPRS/EDGE (2G), UMTS/HSPA 

(3G), LTE (4G) 

 Frequencies: 900/1800/1900/2100MHz 

 Range: 35km max for GSM; 200km max for HSPA 

 Data Rates (typical download): 35-170kps (GPRS), 

120-384kbps (EDGE), 384Kbps-2Mbps (UMTS), 

600kbps-10Mbps (HSPA), 3-10Mbps (LTE)  

H. NFC 

 
Fig. 8: 

NFC stands for Near Field Communication. It is nothing but 

one of the techlonogy which enables secure and simple two 

way interaction between electronic devices, and most 

important thing is that it is applicable for smartphones, 
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allowing clients to perform contactless payment trsaction, 

connect electronic devices and it can access digital content. 

Some NFC apps are designed to simulate a credit card, 

public transit pass, or an access badge. If app is open on 

your device, then tap the back of your device to the NFC 

reader and go. The most popular examples of what you do 

using NFC apps are;  Without taking out your wallet pay for 

your monitoring coffee, pay for subway ride or your bus. 

These are some things which you can do with NFC. 

Advantages 

1) High security 

2) Easy to use 

 Standard: ISO/IEC 18000-3 

 Frequency: 13.56MHz (ISM) 

 Range: 10cm 

 Data Rates: 100–420kbps 

I. Sigfox 

 
Fig. 9: 

An application of ultra narrow band (UNB) technology for 

IOT/M2M(internet of things/machine to machine) 

application in a cheaper cost for wireless communication 

technology named as SIGFOX network. It is a cellular style 

system which is free to use without need of license by using 

ISM bands. 

He goal of sigfox is it is designed for moto to 

provide measurable (scalable) & high capacity network with 

very low energy consumption, low data rate required, low 

communication for remote connecting devices. 

It has communication capacity up to 140 messages 

per object per day and it is applicable on home and 

consumer goods, smart metering, automotive management 

etc. 

 Advantages  

1) Wireless throughput up to 100 bytes per second 

2) The network offers a robust, power-efficient and 

scalable network 

 Standard: Sigfox 

 Frequency: 900MHz 

 Range: 30-50km (rural environments), 3-10km 

(urban environments) 

 Data Rates: 10-1000bps  

J. Neul 

 
Fig. 10: 

Iceni chip based system similar to the concept of sigfox. 

Iceni chip system have a work to communicate using the 

white space radio for accessing the high quality UHF 

spectrum.  

It is weightless communication system have   new 

wide-area wireless networking technology designed for the 

IoT. It is against existing GPRS, 3G, CDMA and LTE WAN 

solutions. 

Advantages 

1) High scalability.  

2) Low power and low-cost wireless networks.  

 Standard: Neul 

 Frequency: 900MHz (ISM), 458MHz (UK), 470-

790MHz (White Space) 

 Range: 10km 

 Data Rates: Few bps up to 100kbps 

K. Lorawan 

 
Fig. 11: 

It is similar to Sigfox and Neul, LoraWAN targets wide-area 

network (WAN) applications and is designed to provide 

low-power WANs with features specifically needed to 

support low-cost mobile secure bi-directional 

communication in IoT, M2M and smart city and industrial 

applications. It is optimized for low-power consumption and 

supporting large networks with millions and millions of 

devices, data rates range from 0.3 kbps to 50 kbps. 

 Standard: LoRaWAN 

 Frequency: Various 

 Range: 2-5km (urban environment), 15km (suburban 

environment) 

 Data Rates: 0.3-50 kbps. 

III. SENSORS USED FOR IOT 

As we know IoT market is increasing day by day and the 

most important component is sensor. There are two main 

divisions in IoT network, digital back end and front end 

which is mainly consists of IoT sensors .The major benefit 

of these big market will be captured by semiconductor 

companies. 

 
Fig. 1: Of IOT Sensors 

We will see IoT sensors which are used for optical, 

ambient light, temperature, pressure, Inertia, humidity, 

proximity, gesture, touch and fingerprint sensing 

applications. These sensors are based on MEMS technology. 

MEMS is the short form of Micro Electro-Mechanical 

Systems. 

If the sensors are digital it is directly interface with 

microcontroller using SPI. If the sensors are analog, then 

analog to Digital converter is needed otherwise we can use 

Sigma Delta modulator which converts analog data to the 

SPI output. 

A. Pressure Sensor 

This sensor detects pressure around the earth which is useful 

to develop altimeter as well as barometer. LPS25H is a 
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pressure sensor from ST-Microelectronics which is one of 

the IoT sensing device. It is also used for GPS based 

navigation. 

B. Accelerometer and Gyroscope 

Accelerometer is used to detect vibration, tilt, linear 

acceleration, for implementation of pedometer, leveling, 

vibration alert, anti-theft and more. Gyroscope is used to 

measure angular velocity. Gyroscope is mainly used in 3D 

mouse, games and athlete training. 

InvenSense Inc. has been developed by ICM-20628 

which has low power 6 axis combined accelerometer and 

gyroscope solution. 

C. Temperature Sensor 

It is used to control performance of the IoT device at varied 

temperatures. One example of temperature sensor is the 

ADT7320. It is digital temperature sensor. It has range from 

-40 degree C to +150 degree C. It is interfaced directly with 

microcontroller in a IoT device 

D. Humidity Sensor 

Similar to temperature sensor it is used to control 

performance of the device. HTU21D from Measurement 

Specialties is digital humidity sensor. The NPA-700 series 

of humidity sensor from GE sensing provides digital output 

data using the industry-standard I2C protocol. 

Si70xx series from Silicon Laboratories Inc. is also 

used as humidity and temperature sensors. 

E. Proximity Sensor 

Silicon Labs' optical sensor family enables sensing UV 

Index, ambient light, long range proximity, heart rate/pulse 

oximetry and motion with 2D or 3D gestures. Model series 

Si114x, Si1132, Si1120 and Si1102 are sensors from Silicon 

Labs used as infrared proximity sensors. 

F. Touch Sensor 

Silicon Labs has 8bit and 32bit Microcontrollers which are 

used as capacitive touch sense applications viz. sliders, 

wheels, touch buttons, liquid level sensing and capacitive 

proximity sensing. 

G. Analog to Digital Converter 

AD7176-2 from Analog Devices is used as analog to digital 

converter It works on very low bandwidth input signals 

originated from sensors. It has faster settling time. It is very 

accurate and has high resolution sigma-delta ADC. 

IV. FUTURE WORK 

In 2020 the number of things connected to internet will be 

about 50 billion IOT has potential to create over 14 trillion 

dollars in net profit for the private business sector between 

2015 and 2022  

V. CONCLUSION 

The Internet of Thing (IoT) is widely used concept including 

5A’s means “Anything, Anywhere, Anytime, Anyhow, 

Anyway.” 

The appliances in IoT were successfully controlled 

remotely through internet. It uses sensors and protocols and 

it also store the sensor parameters in the cloud in a timely 

manner. 
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