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Abstract— In this paper we discuss the overview of Kerberos. 

In today’s life security is more important issue. One and more 

computer is communicating with each other over a network. 

Anyone cannot say that it is secure because data is travelling 

along the network can be modified and monitored other person 

easily. So, Kerberos provide a security mechanism. It protects 

from unauthorized attack and threats. It means it maintain the 

integrity and security of our communication. It is nothing but 

the computer network authentication protocol. It provides 

third party authentication. Key Distribution Centre works as a 

network services and it provides a session tickets and 

temporary session keys to users for successful and secure 

communication. 
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I. INTRODUCTION 

When network concept come into picture then password 

based authentication are used for security purpose. But this 

authentication system is not powerful for providing users 

safety for personal data. The password based authentication 

can be easily cracked by attacker and also user must always 

remember the password. So, security problem is not solved 

by password authentication mechanism. Therefore, Kerberos 

concept was invented for authentication mechanism. 

Kerberos developed at Massachusetts Institute of Technology 

(MIT) in 1980. It is protocol. Protocol is nothing but the set 

of rules and regulation. This protocol is used for secure 

communication within network. It is open source and 

supported for commercial software.  It is third-party 

authentication and it uses symmetric key cryptography to 

protect sensitive information on a network. 

Different versions of Kerberos were released until 

now like Kerberos V1, Kerberos V2, Kerberos V3, Kerberos 

V4 and Kerberos V5. Kerberos version 1-3 was not released 

publically, they was used internally at Massachusetts Institute 

of Technology (MIT). Kerberos version 4 and 5 released for 

public use and they provide security. Now-a-days, Kerberos 

version 4 and 5 is still in use. Kerberos is also called as three 

headed dog. Because Kerberos do three tasks, they are: 

A. Authentication 

It confirms that user is valid or not. 

B. Authorization 

If user is valid, then specific types of services is granted to 

the user. 

C. Accounting 

It observes the consumption of network resources by users. 

Kerberos is a ticket based system. In which Key 

Distribution Centre is provide ticket. This ticket used for 

accessing required services on the network. This system 

consists of three parties Client, Key Distribution Centre and 

Server. 

D. Client 

It is a user which request for a particular service. 

E. Key Distribution Centre 

It works as network services and providing session tickets and 

temporary session keys to users and computers. 

F. Server 

It provides requested service to client. 

II. WHY KERBEROS 

 Sending usernames and passwords in cleartext which is 

dangerous to the security of network. 

 Every time password is sent as it is i.e. cleartext, there is 

chance of interception. 

 All users want to access all resources and services from 

anywhere on the network. 

 In network concept more computers are connected to 

each other so there is need to protect user information 

and resources. 

III. DESIGN 

 At the Beginning of a Login Session user must identify 

itself. 

 Passwords are not sent across the network as it is i.e. 

cleartext. 

 Every user has its own password. 

 Every service has its own password. 

 The authentication server is an entity that knows all the 

passwords. 

IV. REQUIREMENTS 

A. Secure 

An inhabitant person can’t impersonate another user. 

B. Reliable 

When one server fails the other should be able to maintain the 

service. 

C. Transparent 

When the user enters his/her password he should not be 

known to the authentication.  

D. Scalable 

The Kerberos is able to handle large number of clients and 

servers.  

V. TERMINOLOGY 

A. Ticket 

Ticket proves the identity of user. When user want to access 

some services then ticket is required. Tickets contain time 

stamps that show an expiration time after it becomes invalid. 

Kerberos administrators set expiration time. 
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B. Key Distribution Centre (KDC) 

 KDC stands for Key Distribution Centre. It works as network 

services and provides session tickets and temporary session 

keys to users and computers within an Active Directory 

domain. KDC consist of authentication Server (AS) and 

Ticket Granting Server (TGS). 

C. Authentication Server (AS) 

It stands for Authentication Server (AS) and used to perform 

user’s authentication. AS search the key related to the login 

name and TGS name. 

D. Ticket Granting Ticket (TGT)  

It stands for Ticket Granting Ticket (TGT). It is nothing but 

the ticket issued by AS for user to request for service ticket 

from Ticket Granting Service. 

E. Ticket Granting Server (TGS) 

It stands for Ticket Granting Server (TGS) and it provides 

tickets to users. 

VI. WORKING OF KERBEROS 

The below figure(see Fig1) shows that working of Kerberos. 

 
Fig. 1: Working of Kerberos 

A. Step1 

When the user logins to his or her machine. The user sends 

plaintext request to the Authentication Server (AS). 

Authentication Server (AS) then asks for a ticket which is 

used to talk with Ticket Granting Server (TGS). As the 

request contains login name and TGS name so it does not 

need to be sealed. Authentication Server (AS) searches the 

key, related to the login name and TGS name within database 

then it creates ticket. This ticket contains login name, TGS 

name, client network address, TGS session key. The ticket is 

sealed by Authentication Server (AS). 

B. Step2 

User decrypts the ticket using the user password as secret key. 

Client uses session key and ticket to contact with TGS. This 

ticket is generated by Key Distribution Centre (KDC). 

C. Step3 

The user is requesting for service granting ticket with sending 

TGT. TGS decrypts ticket and authenticator verify the request 

then creates ticket for requested server. This ticket is 

generated by Key Distribution Centre (KDC). It creates 

session key. The entire message sealed with TGS session key 

and sends to the client. 

D. Step4 

Now user decrypts the TGS response using the TGS session 

key. This is actually use for accessing required services. 

E. Step5 

Now users have TGT it is used for communicate with service 

on a network. User sends a request to server for getting actual 

service. 

F. Step6 

Server verifies ticket and authenticator match, then it finally 

accesses the service to user. 

VII. DIFFERENCE BETWEEN KERBEROS V4 AND KERBEROS 

V5 

The below table (see Table 1) shows that difference between 

Kerberos V4 and Kerberos V5. They are latest version and 

still in used. 

Parameter Kerberos V4 Kerberos V5 

Flexibility Less  More 

Functionality Less More 

Ticket expiration 

time 

Smaller Longer 

Renew ticket No Yes 

Table 1: Difference Between Kerberos V4 and Kerberos V5 

VIII. ADVANTAGES 

 The Kerberos protocol is secure even when performed 

over an insecure network. 

 It provides standards-based strong authentication 

Passwords cannot traverse through network. 

 Attacker and any other person cannot guess the password 

easily. 

 The authentication tickets are hard to reuse 

 It is open source. 

IX. DISADVANTAGES 

 If attacker gets access to the central server, then whole 

infrastructure will be under threat. 

 In currently, there are many application programs which 

do not give support for Kerberos. 

 Kerberos server is down then any new user cannot login 

i.e. It requires continuous availability of a central server. 

 Kerberos is use for different applications so its sources 

must be modified to make the appropriate calls into the 

Kerberos libraries and some applications require too 

much programming effort. 

 If anyone other than the proper user has physical access 

to any of the hosts and issues tickets used for 

authentication, then entire Kerberos authentication 

system is at risk. 

 Not work in time sharing environment. 

X. FUTURE WORK 

Security has been an issue since internet came into picture so 

the Kerberos was created to overcome the security issues. It 

is used for different infrastructure. The Kerberos algorithms 

will be change according to the network needs and 

requirement in the future. It is more scalable and secure. In 

today, Kerberos is used for the various operating systems, 
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databases, and other vendor applications for protecting 

insensitive data. In future, Kerberos will be used to support 

mobile devices and also on client component. A secure A-

GPS service can be built which can run on Android based 

Smartphone’s. Server Module can be enhanced so as to trace 

location across a login session. It can be supported in Group 

Authentication to reduce the load on the system.   

XI. CONCLUSION 

In this paper we have proposed a computer network 

authentication protocol. They are used in network for 

providing better security to user sensitive data. The proposed 

system is designed in such a way that it can be used with any 

application instead of integrating. Kerberos is eliminated 

dependency on the user password and password does not 

travel through the network. It is providing services to the user 

easily. It maintains the security within network. 
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