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Abstract— We generally use our own personnel computers 

to store files. Huge amount of data can be stored on HDD. 

But our PC is subject to failure. Data on HDD can be lost 

and sometimes it may be impossible to recover it. So 

nowadays a concept called Cloud Storage has become 

popular to store files. In this service companies called 

Google Drive, DropBox, DriveHQ provide space on remote 

server. On cloud we can store and share files. In cloud, there 

is Third Party Auditor (TPA) which perform auditing of 

shared files. While auditing, it may happen that some data 

will be visible to TPA, the TPA may misuse it. In this paper, 

we proposed a system that will assign rights of TPA to the 

user who shares the file. This will reduce the significance of 

TPA form the existing system. 
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I. INTRODUCTION 

This paper is mainly concern about providing security for 

files on cloud. The recent work in this field inspired us to 

develop a mechanism that will provide security at the user 

level. 

The Cloud service providers give a centralize 

access to our files. Sharing feature bring challenges related 

to security and integrity. 

There is a Provable Data Possession (PDP) 

mechanism that is used to check the correctness of data on 

untrusted cloud, without accessing the whole data. When we 

share file, we give access to edit the file content. Any Group 

user can edit the content of file. This will raise the problem 

of identity privacy. One way is to allow user to sign the 

particular block they edit. In the current system, there is a 

Third Party Auditor (TPA) that is responsible for 

performing auditing of the shared file. When a file is shared, 

you give right to edit and delete the content of the file to the 

group users. The TPA will keep the record of user who 

edited or deleted the content of file. For this, the TPA has to 

look each and every block of file. As in most cloud system 

the encryption is not provide the content of file are exposed 

to the TPA. The TPA may misuse the data. In our system, 

we give the rights of TPA to the user who share file, so that 

all the auditing will be perform.  

When user upload file on cloud, it has no control of 

the file, like where it is stored, where the server is located on 

which the file is stored, which file system is used to store the 

file. So in our system we give user the facility to user to 

secure file at his level.  

A. Scope 

We are going to increase the degree of security and 

confidentiality of data at the user level. 

B. Objectives 

1) User Level Auditing: User will be able to perform audit 

of file he has uploaded. 

2) Security: All file will be provided the security by 

encrypting and generating signature for them before 

uploading. 

C. Goals 

1) To achieve high level of security for file 

2) To maintain integrity of file in efficient manner. 

II. LITERATURE SURVEY 

For identity verification, there is a Provable Data Possession 

(PDP) that will determine the correctness of data across 

cloud. There one more method used in practice, developed 

by Wang et al. which will not disclose the content of private 

data belonging to the particular User to TPA. Oruta is a 

method in which will keep confidential the identity of each 

signer of block from TPA. In Oruta they used combination 

of Ring Signature and Homomorphic Authenticators, called 

Homomorphic Authenticable Ring Signatures. This method 

will hide the identity of signer from TPA. Another method is 

Preserving cloud computing Privacy (PccP). In this, the 

privacy is provided using layered approach. The first layer is 

the Consumer Layer which form a base for the model, where 

the request form the user comes. The second is the Network 

Interface Layer, where the IP Address of the request owner 

is modified. Next is the top most layer of model which has 

privacy check mechanism. The most common approach is to 

give the auditing work to a Third Party Auditor (TPA). The 

TPA is used to do the auditing of shared file over the cloud. 

The TPA check the each and every block of file for its 

signer. For this the TPA has to access the entire data of file 

and to check each block identically. As the files on most 

cloud are not in encrypted format, the content of file are 

visible to TPA. This is risky if the file contains any 

confidential data, the TPA may misuse it. So to provide the 

identity privacy, most of the Cloud service providers are 

providing encryption for file.  One method is to provide the 

attributes to User, who shared file, about providing access 

controls to the user in the group. It is similar to the 

providing access permissions to the files.  Cloud is also used 

for backup purpose, one can store the whole backup of its 

system on cloud. The users are storing the important 

Backups on untrusted cloud. So security is an important 

parameter. In our base paper we come know about the 

concept of Ring signature. In this concept the verifier of file 

on cloud is convinced that the signature is generated using 

one of the group members private key, but don’t know 

which one. This can help in public auditing. 

There is method called Block less verification, 

which allow verifier to verify the correctness of data stored 

on cloud using a single block, which is a linear combination 

of all block of file. This will prevent the verifier from 

accessing all blocks of file for verification. The traditional 

ring signature cannot be used for public auditing because it 

does not support block less verification, due to this the 

verifier has to download all blocks of file to verify this will 
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make data exposed to the verifier. So in Oruta, they 

developed a new ring signature scheme called 

Homomorphic Authenticable Ring Signature (HARS). The 

ring signature thus generated using HARS scheme will 

support blockless verification and will preserve identity 

privacy. 

III. SYSTEM ARCHITECTURE 

First, we will provide a high level overview of our system. 

Finally the working will be explained in some detail. 

 
Fig. 2: Block diagram 

In our system, we try to maintain the integrity of 

file that is uploaded on cloud. The cloud that we are using 

will have its own security mechanism, but as data is stored 

over remote untrusted server, data will be subject to loss. 

Somebody may hack the system and may try to corrupt the 

data on cloud. Our system will provide security at the user 

level and user has right to audit the file that he/she shared. In 

our system, user will have to go through login for security 

purpose. User will be able to login only by using the login 

ID they used to access the cloud services. User can then 

select any file to encrypt from their local computer. 

Algorithm used for encryption will be Advanced Encryption 

Standard (AES), further in this paper AES is described. 

After encryption of file signature will be generated for that 

file. Algorithm used for encryption will be Secured Hash 

Function (SHA). That signature will be store on local 

database. This signature will be used to verify the integrity 

of the file after decryption. After this file will be uploaded 

on the cloud storage. File resides on cloud will be in 

encrypted format. If somebody attacked that file, using our 

system user will be known that file was under attack and its 

content are changed. Our system will checked the integrity 

of the file using the signature that is stored on local 

computer. After downloading the file system will generate 

signature for that file and will compare it with the signature 

that is stored for that file in local database. If signature 

matches, then file will be decrypted. If signature not match 

then system will pop-up with message that file is changed. 

A. Modules 

1) User Login and Register 

User has to register into our system. User has to enter email 

ID that is registered on cloud storage service during 

registration. Then using the login and password user can 

enter into the system. 

2) File Selection  

User will select file to upload form the local computer. 

3) Encryption 

System will then encrypt the file using AES algorithm. 

4) Signature Generation 

Signature will be generated for file after encryption. 

Algorithm used will be SHA Algorithm. 

5) Uploading 

File will then be uploaded on Cloud storage. 

6) Signature Verification 

When user want to check the integrity of the file it will 

generate the signature for downloaded file and will compare 

with the signature stored on local database to achieve non-

linearity into the 4x4 state array (16 bytes). 

7) Decryption 

File will decrypted using the same key that is used to 

encrypt it. 

Our system will provide the security and integrity 

check at the user side. This will give the rights of TPA to the 

user. As the file uploaded on cloud is in encrypted format 

the TPA will not able to see the content of file, while 

auditing.   

IV. FEATURES 

A. Enhanced Security 

As we are using encryption and signature generation 

techniques for the file, security will be enhanced at user 

level. 

B. Data Integrity  

Data stored on the cloud remains unaltered which can be 

audited and verified by TPA, so as the integrity of the file is 

maintained. 

C. Confidentiality 

Reliability of the user to store the data on the cloud is 

supported by this system using various algorithms for 

encryption and decryption. 

V. ALGORITHM 

A. Encryption - Advanced Encryption Standard (AES) 

For encryption we are using Advance Encryption 

Standard(AES) which is Symmetric key cryptography 

algorithm published by National Institute for Standard and 

Technology(NIST) in 2001. It is a subset of Rijndael’s 

algorithm and is a block cipher, meaning that it operates on 

an input block of data of a known size and outputs a block 

of data which is the same size. It allows the data length 

(Plain text size) of 128, 192 and 256 bits, and supporting 

three different key length. The AES algorithm is a 

symmetric key algorithm which means the same key is used 

to both encrypt and decrypt a message. Also the cipher 

produced by the AES algorithm is the same size as the plain 

text message. 

AES Encryption Steps: 

1) Sub Bytes 

Sub Bytes consist of replacement of each byte using a fixed 

S-box lookup table shown in table below. 
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Fig. 2: 

2) Shift Rows 

The output of the SubBytes transformation is input to the 

ShiftRows transformation which consists of rotation of each 

byte of the state array in order of a row of data matrix. Each 

byte of the first row remains unchanged. Each byte of the 

second row is rotation left by two and three position. 

3) Mix Columns 

Mix columns performs operation on the state array obtained 

from ShiftRows column by column and each column is 

multiplied with row of a fixed matrix. This steps takes four 

bytes as an input and produces outputs of four bytes. The 

four numbers of state arrays of first column are modulo 

multiplied in Rijiandeal’s Galios Filed by given matrix. In 

AES MixCloumn step along with ShiftRows ae primary 

source for providing complete diffusion to the cipher 

produced. 

4) Add Round Key 

In the AddRoundKey step, the Round Key one generated 

using Rijindael’s key schedule is combined with the new 

state obtained from MixColumns transformation state. The 

Round key is added by combining each byte of the state 

array using bitwise XOR operation. The actual encryption is 

performed in the AddRoundKey() function, when each byte 

of state array is XORed with the round key. 

B. AES Decryption 

Decryption occurs through the function AddRoundKey(), 

plus the inverse AES function InvShiftRows(), 

InvSubBytes(), InvMixCloumns(), and AddRoundKey() 

does not require an inverse function, as it simply XORs the 

state with the SubKeys. 

C. Signature Generation – Secure Hash Algorithm (Sha-1) 

The SHA was developed by NIST in 1993. It is referred as 

SHA-1. SHA-1 takes an input message of a maximum 

length less than 2^64 bits and produced an output of 160 bits 

message digest. The overall processing of SHA-1 is similar 

to the MD5. 

Steps in SHA-1: 

1) Appending Padding Bits  

Padding means addition of bits to the original message. To 

make length of original message to a value 64 bits less than 

multiple 0f 512. The message padded to make the length of 

message 448 mod 512. The length of the padded message is 

64 bits less than an integer multiple of 512. The padding 

message consist of a single 1-bit, followed by many 0 bits as 

requird. The length of padding bits is in between 1 to 512. 

2) Append Length 

A block of 64-bit is appended to a message. 64 bits of 

original message is appended to the result of above step 1 

(Original  + Padding). It is appended such that least 

significant bytes to most significant byte. 

3) Initialize Md5 Buffer 

A 160—bit buffer is used to store the intermediate as well as 

final result. The buffer is represented as five 32-bit register s 

P, Q, R, S, and T as. 

P = 67 45 23 01 

  Q = EF CD AB 89 

  R = 98 BA DC FE 

  S = 10 32 54 76 

  T = C3 D2 E1 FO 

It uses a big-endian method. First four registers are same as 

MD5. 

4) Process Message In 512-Bits (32 Bit 16 Word) Block  

It consists of round of steps. These round refered as F1, F2, 

F3,  F4 have similar structure. These rounds used difference 

primitive logical function. Each round input 512-bit block 

processed it and product 160 bit output. The output of fourth 

round is added to the first round CVq to produce CVq+1. 

Each round also uses an addictive constant kt, where 

0<=+<=79. 

 K1 = 5A 82 79 99 

 K2 = 6E D9 EB A1 

 K3 = 8F 1B BC DC  

 K4 CA 62 C1 D6 

5) Output 

After processing all 512 bits blocks, the 160 bit message 

digest is produced as output. The SHA compression function 

uses a feed forward operation where chaining variable 

CVq+1. 

Entire SHA-1 process is summarized here: 

CV0 = IV 

CVq+1 = Sum32(CVq, F4[M60… 79, 

F3[M40…59, F2[M20…39, F1[M0..19, CVq, 

K0…19],K20…39], K40…59], K60…79]) 

SHAl  IV = initial value of the PQRST buffer, used 

to deal with the first block in a chaining mode  

Mq = the qth 512-bit block of the message 

CVq = the chaining variable processed with q-th block of 

message  

F1 [_ _ _] = output of the first round consisting of 20 steps 

F2 [_ _ _] = output of the second round 

F3 [_ _ _] = output of the third round  

F4 [_ _ _] = output of the fourth round 

Sum32 = addition modulo 232 

SHAr = the final hash result or message digest. 

VI. FILE VERIFICATION 

A. Single File Verification 

File that is downloaded by our system will be verified 

before it is decrypted. Signature for the downloaded file will 

be generated and it will be compared with the signature that 

is stored on local database for the same file. For signature 

generation same SHA-1 algorithm will be used. If the 

signature matches then than user will get message that File 

is not changed and will decrypt the file. If the signature does 

not matches then user will come to know that File has 

altered or corrupted. We term this process as Auditing. This 
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is case for one particular file, what if user want to perform 

the audit for the bunch of files. 

Now here come the concept of Batch auditing. 

B. Batch Auditing 

User sometimes may want to audit many file at once. For 

that we provide the feature of batch audit. In this signature is 

of multiple file will be verified in batch or in bunch. This 

feature help us to audit multiple file at once.  

VII. IMPLEMENTATION 

We are using Object Oriented Approach to solve the 

problem. Java is truly object oriented language. So, we are 

using jdk 1.6.0_23 version of Java Development Kit. 

NetBeans IDE 6.9.1 will be used to develop Java 

Application. Database connectivity will be given using 

MySQL 5.6.17. Our Application will run Microsoft’s 

Windows Platform. Cloud Connectivity will be provided 

using DropBox API. API will help to upload and download 

file from authorized registered account.   

VIII. PERFORMANCE 

In our system, more CPU time is consumed by encryption 

algorithm and signature generation algorithm. These 

algorithm include substitution, multiplication, shifting, 

padding and hashing.  

A. Computation Cost for Encryption 

We are using AES algorithm having encryption key size 128 

bits. The AES will divide plaintext into 16 byte (128 bits). 

And treats each block as a 4x4 array. As the key is of 128 

bits algorithm will perform 10 rounds. In the first round, 

algorithm will perform round keys. AES is complex 

algorithm and its complexity increases when large files are 

encrypted using it. This is because more file blocks will be 

available for encryption. As file size increases the time 

required for encrypting it will also increase. The below 

figure shows the graph of time require to encrypt the file and 

size of that file. 

 
Fig. 3: Comparison Cost for Encryption 

B. Computation Cost for Signature Generation 

We are using digital signature to verify the integrity of file. 

For that purpose we are using SHA-1 algorithm. This 

algorithm will generate digital signature for the file. This 

signature will be stored on local computer. When the user 

want to verify the integrity of any file he/she will simply 

generate the signature for that file and that signature will be 

compared with the older signature calculated for that file, if 

signature matches then come to know that file is original or 

not disturbed and if signature does not match then user will 

come to know that file is corrupted or disturbed. The below 

figure shows the chart of file size and time required to 

generate signature for that file. 

 
Fig. 4: Computation cost for Signature generation 

IX. EXPERIMENTAL RESULTS 

System is performing efficiently because of distribution of 

important tasks in modules and integration of these modules 

is successfully done. System is performing encryption of 

blocks of files successfully and showing excepted results. 

But we cannot predict the result of encryption as successful 

until decryption is done and original text is retrieved. Our 

system is also performing decryption efficiently. Another 

major task is signature generation. The signature for the 

encrypted file should be generated. System is perform task 

accordingly and generating the Message Digest of 40 

characters. Next task is to upload the file on cloud. We are 

using public cloud for uploading the file. For that we are 

using API of that cloud. Due to API the system is able to 

connect to cloud and performing uploading and 

downloading efficiently. The file will be uploaded in 

encrypted format, so that if the system is hacked the hacker 

will not be able to retrieve contents of the file and he/she 

makes any changes in file it will be detected by our system. 

AES has the integrity problem means it cannot tell that the 

integrity of the file is maintain or not. So we try to provide 

the integrity to file using signature generation. System is 

performing integrity check by generating the signature for 

the downloaded file and comparing it with the one signature 

stored on the local computer. If signature matches, then will 

tell user, that the integrity is maintain. But if signature does 

not match system will inform the user that the integrity is 

disturbed. System is showing results as expected. 
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