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Abstract— Online social network(OSN) plays a fundamental 

role in today’s life. Users can share and upload large amount 

of information which is related to them. So major issue is to 

provide security for posting unwanted posts. OSN provides 

the provision to control undesired messages to be posted on 

the user’s wall. User can avoid undesired posts to be shown. 

We are proposing a system which has direct control over the 

messages posted on user wall that system is known as 

Filtered Wall(FW). FW allows users to apply set of filtering 

rules to control the posts. And the flexibility of the system in 

terms of filtering criteria is improved through the Blacklists 

and Whitelist. Concept of Whitelist is also used in this paper 

to provide more security. Machine Learning Text 

Categorization technique is used to classify short text 

messages. In this paper we use Naive Bayesian algorithm 

for text classification techniques. 
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I. INTRODUCTION 

Today most of the popular communication medium to 

connect with people, communicate, share information or 

ideas over the network is Online Social Network (OSN). 

Most of the people share or exchange their personal 

information including  text, image, video and audio data. 

The characteristic of OSN is ability to create and share a 

personal profile. The main aim of the proposal is to give 

user’s classification mechanism to avoid unwanted post or 

data to be displayed. In Online Social Network, Information 

Filtering can be used for filtering purpose. Because in OSN, 

it is possible to post or comment on particular private/ 

public areas, known as general wall. So information 

Filtering can be used to provide ability to have control on 

posts or messages written on their private wall, by filtering 

unwanted posts. Today’s Online Social Networks provides 

very slight support for protecting user’s private wall from 

unwanted posts. For example, today Facebook provides 

ability to user to decide who is permitted to send post in 

their private walls. (i.e friends or friends of friends). In 

Facebook Content-based filtering is not supported and for 

that reason it is not possible to avoid unwanted messages no 

matter of the user who sends that post. 

We are using Machine learning (ML) text 

categorization which has the capability to assign each 

message a set of categories. The machine learning text 

categorization Technique is used to direct control messages 

of user’s walls. Short text classifiers include text 

representation, and classify the text which contain large 

amount of data. The overall short text classification scheme 

is based on Radial Basis Function networks (RBNF). In 

hierarchical two level classification scheme we introduce the 

neural model. In first level, RBNF classifies short text 

messages as Neutral and Non-Neutral messages. In the 

second level, Non-Neutral messages are classified further to 

produce gradual membership of every category. The aim of 

the present work is to propose and experimentally estimate 

an system which has direct control over the messages posted 

on user wall that system, called Filtered Wall(FW). FW 

should be able to filter out undesired messages from OSN 

wall. FW allows users to apply set of filtering rules(FRs) to 

control the posts. According to user preference FRs supports 

various Filtering criteria to filter user’s wall. We exploit 

Blacklists (BL) and Whitelists (WL) mechanism to manage 

the message posted on user’s private wall. Black list allows 

user to temporarily block undesired content such as politics 

or vulgar ones. White list is exactly conflicts to Blacklist; it 

allows user to set criteria of his interest. Naïve Bayesian 

classification is applied for text classification techniques. 

II. LITERATURE SURVEY 

A. Content Based Filtering 

In filtering, Information filtering systems are proposed to 

categorize a stream of dynamically generated information by 

information producer and present to the user that 

information that is possible to satisfy his/her requirements. 

Each user operates independently. The information selected 

by independently in content based filtering. In this, 

information is selected on the basis of content of the item 

and preference given by user. Nature of the documents 

processed in content based filtering in textual because of this 

information filtering is closed to Text classification method. 

Content based filtering is based on Machine Learning 

paradigm which states; Classifier is automatically 

encouraged by learning using pre-classified examples. 

B. Policy Based Personalization 

To categorize short text messages Classification Method has 

been introduced in order to avoid devastating users of micro 

blogging services by unprocessed data. Classification is 

based on conditions which user is specifying. If we consider 

an example of Twitter and links set of categories in which 

every tweet describing its content. Filtering policy allows 

user the setting of filtering rules according to various 

criteria’s that considers result of classification and 

information of the user profile and relationship of the 

owners wall with other users of OSN. Our system also 

provides flexibility for BL management. 

Our work is also encouraged by the a variety of 

access control models and concerned policy languages that 

have been projected for OSNs as filtering is similar with 

access control. In fact, content filtering can be used as an 

extension to access control, since it can be used to prevent 

objects from illegal subjects. Here similar idea is used to 

recognize the users to which a FR applies. Our filtering 

policy is extending the languages designed for access 

control policy specification on OSN to deal with the 

extended requirements of the domain. since we are working 

with filtering of redundant contents rather than with access 

control, So here key point of our system is the existence of 

description for the message contents to be exploited by the 

mechanism of filtering.  
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C. Short Text Classifier 

Traditional techniques used for Text classification supports 

large document datasets in contrast it doesn’t work well 

when documents are short. We are using Neural Learning 

Strategy for classification of short text messages. First level 

task is somehow hard task i.e. labeling message sentences 

Neutral or Non-Neutral. This option is inspired by related 

work showing the advantages in classifying short text or 

texts using a hierarchical policy. In second level non-neutral 

sentences are further classified into various classes. The 

second level soft classifier creates a gradual membership for 

each non-neutral sentence. 

1) Machine Learning Based Classification 

Short text categorization is represented as two level 

hierarchical classification policy. Binary hard categorization 

that labels sentences or messages as Neutral and Non 

Neutral is achieved by the first-level classifier .A soft-

partition of Non neutral messages assigned a given message 

to each of the non neutral classes in  second-level classifier. 

we prefer the RBFN model from various of multi-class ML 

models compatible for text classification. Main advantage 

RBNF Classification is non-linear in nature. 

2) Text Representation 

Various sets of features have been designed for 

categorization of yet the most suitable feature set and feature 

representation for short text messages have not yet been 

suitably found. To obtain a suitable set of features by Which 

representing the document text is a critical task and it 

strongly influence the performance of the overall 

classification strategy. 

III. SYSTEM ARCHITECTURE 

 
Fig. 1: Filtered Wall Architecture 

We have proposed a system called as filtered wall which is 

able to filter unwanted messages posted on private wall of 

the user. In our p system we use ML techniques which help 

us to classify each short text with a set of categories based 

on the content. We use filtering rules which enables the user 

to set their preference for filtering policy. We provide 

blacklist concept which helps the user to block the content 

and whitelist to save users interest. It helps us to have a 

filtered wall. 

There are three layers in system architecture as follows: 

 The first layer is the Graphical User Interfaces (GUI) 

layer which helps in providing additional support to  

SNAs layer. 

 The second layer is the Social Network Applications 

(SNAs) layer which helps in providing external support 

for SNAs. 

 The third layer, is the Social Network Manager (SNM) 

layer which gives the basic OSN functionalities like 

profile management. 

A. Filtering Rules  

Filtering rule is a concept which gives user an ability is set 

its preference about to block or unblock the content. 

Filtering rule should allow users to state constraints on 

message creators. There are two main aspects as filtering 

rule and creator specification. 

1) Creator Specification 

 A creator specification creatorSpec  specifies  set of 

users. It contains- 

 A set of attribute constraints of the form up n OP av 

where up is user profile. Av is attribute value and OP is 

the operator or comparison. 

 A set of relationship constraints of the form (n, r, 

minDepth, maxTrust) where n is the number of users ,r 

is the relation type ,depth greater than or equal to 

MinDepth and trust value more than or equal to 

MaxTrust.  

2) Filtering Rule 

A filtering rule FR is a tuple of (author, creatorSpec, 

contentSpec, action) where Author states the  rule 

,CreatorSpec  is Creator Specification,ContentSpec is the 

Boolean expression and Action is the action performed by 

the system. 

B. Blacklist 

Black List (BL) is one of the main components of our 

proposed system. BL mechanism helps the user to avoid 

posts or messages from undesired sender. Blacklist gives 

user the ability to have manage on their wall. In BL we have 

used filtering rules to filter owners wall which we call Filter 

Wall(FW). FW is a wall in which all undesired contents are 

discarded by using Blacklist mechanism. User has control to 

set Blacklist according to his/her choice. 

 
Fig. 2: Blacklist Mechanism 

C. Whitelist 

Whitelist(WL) is another important component of the 

system. WL helps the user to set the preference according to 

their choice .White list helps to display contents of user 

choice. In some cases it might be possible that content of the 

message are present in BL and WL also in that situation 

proposed system will use short text classifier to take gradual 

membership between neutral and non neutral contents, after 

getting the probability which is computed by Navie Bayes 
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Algorithm according to that it will be decided to post that 

message or not.  

White List concept helps user to reserve their 

interest from BL content. whitelist blocks spam via a system 

almost exactly opposite to that of a BL. Instead of 

specifying which senders to block mail from, a whitelist lets 

you state which senders to permit mail from; these addresses 

are positioned on a trusted-users list. Many spam filters 

allows you to use a whitelist in addition to another spam-

filtering aspect as a way to cut down on the number of legal 

messages that accidentally get flagged as spam. Still, using a 

very strict filter that only uses a whitelist would mean that 

anybody who was not accepted would directly blocked. 

Some anti-spam applications use variation of this system 

known as an automatic whitelist. In this system, an 

unfamiliar sender's email address is checked against a db. If 

they have no the past history of spamming, their message is 

sent to the recipient's inbox and they are directly get added 

to the whitelist. 

IV. NAIVE-BAYES CLASSIFICATION ALGORITHM 

The Bayesian Classification signify a supervised learning 

method for classification. It can solve diagnostic and 

predictive problems.Bayesian classification provides 

realistic learning algorithms and prior knowledge and 

observed data can be combined. Establishing a probabilistic 

model for classification 

A. Discriminative Model 

 
Fig. 3: Discriminative model 

B. Generative Model 

 

Fig. 4: Discriminative model 

The Bayesian classification is used as a 

probabilistic learning method used for classification. The 

Naive Bayes classifiers are among the most successful 

known algorithms for learning to categorize text documents. 

Spam filtering is the best known use of Naive 

Bayesian text classification. It makes use of a naive Bayes 

classifier algorithm to recognize spam e-mail. Navie 

Bayesian spam filtering has become a popular mechanism to 

distinguish illegitimate spam email from legitimate email. 

V. EVALUATION 

In this chapter we demonstrate the performance of our 

system that how blacklist and whitelist mechanism executes 

by using navie bayes algorithm. 

Let’s take an example, First user has to set Blaklist 

and whitelist. Suppose user has blacklisted Medical and in 

whitelist word is engineering. Then system should be able to 

display the result as per the user’s interest. Algorithm will 

find out the gradual membership between messages and 

decides whether to post or not. Here when user has tried to 

post message ‘medical’ as it blacklisted this message has not 

posted. Next situation is of Whitelist, user has whitelist 

‘Engineering’ post related to engineering should display. 

 
Fig. 5: OSN filtered Wall 

Above figure shows the filtered wall in which 

according to BL and WL wall is filtered. User has given a 

post “I’m a Medical Student” as this post contains Medical 

word which is already in BL so post has been discarded. 

Evaluation of Blacklist is shown in Fig no.6 

 
Fig. 6: Blacklist Execution 

Blacklisted word is Medical. Calculated Negative 

Probability is 0.015625 and Positive Probability is 

0.046875. As positive probability is greater so post is 

discarded. 

 
Fig. 7: Whitelist Execution 

The next post was “Computer Engineering”. 

Engineering is in WL. Probability calculated is negative 

probability 0.1875 and positive probability is 0.0625. As 

negative probability is greater and this is 0.1875. it means 

there are no blacklisted contents present so condition is false 

and message is posted on user’s OSN wall which is shown 

in fig no.7. 
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Fig no.8. Shows graph of execution time which is 

taken for filtering purpose. 

 
Fig. 8: Time Execution graph 

VI. CONCLUSION 

The aim of the present work is to propose and 

experimentally evaluate an automated system, called 

Filtered Wall (FW). FW is capable to filter unwanted 

messages from user walls. The flexibility of the system is 

improved through the management of Black Lists and 

whitelists. Existed system is now able to filter unwanted 

messages and provides user a filtered wall our future 

implementation can be extended to image filtering which 

may provide more security to user. 
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