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Abstract— There are many types of attacks in an ATM like 

shoulder surfing attack, relay and replay attack. There is no 

proper solution to all these attacks. We introduce a 

transaction methodology that is immune to all types of 

attacks. 
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I. INTRODUCTION 

A. Related Works:  

At any given instant, all ATM’s are not completely secured. 

There are attacks that a non IT person can’t even think of like 

relay attack, wormhole attack, etcetera. ATM being an 

essential commodity in day to day life, the security of it 

cannot be compromised. 

B. Methodology:  

We use android devices such as a mobile phone or a Google 

Glass that scans the QR code in an ATM machine to facilitate 

the transaction. 

II. EXPERIMENTAL STUDY 

First of all, we use a smart card and an Android device for the 

transaction. The user has to swipe the card in the card reader 

that reads the magnetic data from the card that translates into 

the account number of the user. The swipe of the card is 

considered as a request and along with the Request ID the 

location of the ATM is sent to the bank’s server. 

 After verifying the Request ID and the location of 

the ATM, the bank generates a PIN template. The template 

consists of three things: The Request ID, the location of the 

ATM and the ID for the transaction the user is about to make. 

This PIN Template is sent to the ATM. With this PIN 

Template the ATM generates a QR code. 

 The user scans the QR code using his android device 

or Google Glass. The QR code consists of the three 

parameters of the PIN Template. After being scanned, the 

data of the QR Code is sent from the android device to the 

bank server. 

 The bank server after verifying the data received 

from the android device sends a OTP to the mobile device if 

the received data is correct. The user can use this OTP as the 

PIN number for the transaction. 

To do this process the user must have the android 

application installed in his android device. After installing, 

during the first use, the user must register himself and his 

account in the app. While registering the user has to upload a 

passport size photo. The reason for this will be stated in the 

following statements. 

 A doubt may arise: Even I have an android device 

with the application, so will I be able to access someone else’s 

account? The answer to your doubt is No, you cannot. The 

reason is, while registering the IMEI number of the device 

using which you are registering gets linked with your bank 

account. So the device used while registration will only be 

able to access the account for transaction. 

 The user will be given 3 attempts to enter the correct 

PIN after entering the wrong PIN once. After three attempts 

if the PIN is incorrect, the user’s image will be captured 

through a webcam and will be sent to the bank’s server. This 

captured image will be compared with the image uploaded 

during the registration process. If the images match, the user 

will be sent another OTP to make the transaction. If the 

images don’t match, then the account will be blocked and the 

actual owner of the account must make a personal visit to the 

bank to release his account. The image matching is done 

using SURF algorithm. 

 
              Fig. 1: Architecture of Immune ATM Transaction 

III. EXPERIMENTAL RESULTS 

The first activity of the app is a splash screen that does 

background initialization of other activities. At the splash 

screen a button is present for us to proceed to the next screen. 

The second activity is a login activity, which gets the user 

details like login ID and Password. After verification the user 

is taken to the main activity. The main activity is where the 

user will be able to scan the QR code and send it to the bank’s 

server. The bank server after verifying the QR Code will send 

an OTP to the user’s device. The user has to enter the OTP to 

make a transaction. If the user enters the OTP wrongly for 3 

times, the user’s image will be captured through a webcam 

and will be sent to the bank’s server. Using SURF algorithm, 
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the captured image and the image uploaded during 

registration will be compared. If the images match, then the 

user will be given a PIN re-entry option. If the images don’t 

match, the user account will be automatically logged out from 

the application and the User ID will be added to the blocked 

user database.  All the transaction history can be viewed in 

the app. Current balance, previous transactions can also be 

viewed in the app. 

 
Fig. 2: Data Flow of Login Process 

 
Fig. 3: Data Flow of Pin Template Generation 

 
 Fig. 4: Dataflow of OT Sending 

 
Fig. 5: Dataflow of Transaction Process 

IV. CONCLUSION 

As said earlier, this system entirely eliminates the present 

form of attacks on an ATM system. This is done as said 

earlier by eliminating a pre decided PIN for every account. 

By using OTP as PIN number the need to remember the PIN 

is eliminated. 

Also most of the computational task is offloaded to 

the cloud based server and there is minimal load on the 

application. Since computational work is done on the server, 

the fear of our android device being hacked is also eliminated. 

V. FUTURE ENHANCEMENTS 

This system is in its initial stages of development. ATM 

machine being a necessary commodity in day to day life, the 

operation of t\he same should not be entirely dependent on an 

android device because the android device at any time may 

run out of battery and we may be in a situation where we 

immediately need money. In the future we are giving push 

notifications for low battery from 30%. Also when the user 

changes the device or if his/her device gets stolen, the user 

can raise a change of device request in the bank’s website and 

the user will get a call verifying his identity.  
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