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Abstract— This paper identifies various concepts involved in 

detecting the pilot spoofing attacks. We find various 

techniques that can be used for detecting the attacks. Some 

methods used commonly are: Two-way training based 

scheme, Energy ratio based approach for MIMO system, 

Semi blind two way training method for Discriminatory 

Channel Estimation, Capacity and power allocation for 

fading MIMO channel, Using Random training and massive 

MIMO, Secrecy Capacity of the Gaussian wiretap channel, 

Multiple Antennas with Multiple Eavesdropper, Channel 

State Information. 
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I. INTRODUCTION 

Network security mainly considers some protocols for 

monitoring and preventing the data packets from alter, 

expose, disable, unauthorized access and steal. Users those 

who are going to access the network are assigned with a 

unique ID and password. Eachpacketis monitored by the 

administrator and unwanted packets are filtered at the 

beginning itself. Attacks can be done at the middle of the 

network by altering the packets before it reaches the 

receiver. Those kinds of attacks are referred to be active 

attack. In passive attack, the attacker can only monitor the 

information transmitting among Sender and the Receiver. 

Cryptographic algorithm plays a major role in preventing 

the packets from alteration. When transmitting the packets 

over a long distance, some secure algorithms rather than 

convention cryptographic algorithm is needed. 

 
Fig. 1: Man in the Middle Attack using anonymous proxy 

When attacker gains the access of the target system 

the original connection between the sender and the receiver 

get terminated and all the information exchange through the 

attacker only. 

Either the sender or the receiver does not know that 

their information’s are being watched.   

II. RELATED WORKS 

Conventional cryptographic technique can be used for 

detecting the spoofing attack. Some of the techniques 

involved in the detection of pilot spoofing attacks are: 

A. Two Way Training Based Method 

It consists of legitimate receiver (LR) and the unauthorized 

receiver (UR) for estimating the Discriminatory Channel 

information between the original receiver and the 

eavesdropper. Eavesdroppers are those who take the 

information of the target system without their knowledge. 

Using Whitening rotation, the discriminatory channel 

estimation can be found. A closed form expression of the 

Normalized 

Mean Squared Error (NMSE) can be found 

between the LR and UR. Eavesdropping of the target system 

increased gradually due to the broadcast nature of the 

wireless medium. Most of the attack can be done in the 

physical layer of the wireless medium. To prevent from this 

the physical layer properties can be utilized before 

transmitting and receiving the data packets. This can be used 

for evaluating the discriminatory channel performance. If 

the channel condition between the LR and UR is achieved 

the maximal data rates can be achieved thereby preventing 

the information from eavesdropping. Here the data 

transmission takes place without the knowledge of Channel 

State Information (CSI). Due to this the attacker, can able to 

know about the channel information and performs 

eavesdropping. 

 
Fig. 2: MIMO system with estimation of CSI 

In the fig.2 we find each Mobile Station transmit 

and receive date to/from the Base Station after finding the 

channel information of the network. This requires a huge 

infrastructure and high design complexity for finding the 

channel state information. The two-way Discriminatory 

channel estimation works well for passive eavesdropping 

attacks. 

B. Energy Ratio Based Approach 

Pilot spoofing attack is one kind of active eavesdropping 

conducted by malicious users. With the help of Energy 

Ratio Detector (ERD), the power levels between the 

transmitter and the legitimate receiver can be identified if 

there is an occurrence of pilot spoofing attack. Data 

transmission with the estimation of energy ratio between the 

transmitter and the receiver is one of the advanced methods 

for finding the spoofing attack. Conventional cryptographic 

system faces more and more problems with the 

advancement in digital devices and also for designing the 

complex secrecy key. To overcome from this researches find 

a new solution by developing multiple antennas at 

transmitter could enables beam forming. With beam forming 

the transmitted signal can be strengthened at the legitimate 

receiver or weaken the signal at the eavesdropper. 
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Here the spoofing attack is done in a physical layer 

with the help of multiple antennas. In time division duplex 

(TDD) system, the legitimate receiver can send the pilot 

signal to the transmitter with uplink channel. With the 

received pilot signal and the reciprocity of the uplink and 

downlink, the transmitter can estimate the channel state ratio 

based on the received pilot signal. These pilot signals can be 

repeatedly used for the synchronization between the 

transmitter and the receiver before going to transmit the 

signal. This method was known publicly and also known by 

the malicious user. Attackers can easily develop the same 

pilot signal as that of one transmitted by legitimate receiver. 

With the estimation of channel state information (CSI) and 

the energy ratio detection the attacker can easily enter the 

communication channel. By increasing the power of pilot 

signal the eavesdropper can also diminish legitimate 

receiver’s rate to zero. The author proposes a new 

methodology which uses a phase shift keying (PSK). It 

replaces the current pilot signal by randomly sending two 

PSK signals and estimates the phase of received signal at the 

legitimate transmitter.  

 
Fig. 3: Transmitter with multiple antennas 

In fig.2, Alice uses multiple antennas for receiving 

the signal from both Bob and Eve. This method is complex 

for transmitting the PSK signal to corresponding target node 

in the communication medium.  

C. Secrecy Capacity Analysis over Fading 

In this method, the information get transmitted in presence 

of active eavesdropper. The secrecy performance can be 

achieved in terms of Signal to Noise Ratio (SNR). It states 

that when the main channel experience a higher SNR than 

the eavesdropper’s channel, the secrecy capacity increased 

for the legitimate receiver. By using smart devices that 

supports Inter of Things (IoT), device-device 

communication, wearable sensors and other sensing devices, 

privacy and security becomes one of the main issues. This 

system attains a secure communication by employing 

conventional cryptographic algorithms. But it widely differs 

from the physical layer of the wireless medium because it 

provides an error free communication link. There has been a 

growing interest in information-theoretic security that 

exploits a random nature of wireless channel which 

guarantee the confidential transmission of message. By 

using this method, there   exists a security for physical layer 

communication. 

The k-µ fading was originally developed for 

modelling the small-scale variations of fading signal under 

line-of-sight (LOS) conditions in a non-homogeneous 

system. This method is a composition of clusters of multiple 

scattered waves with a dominant component of arbitrary 

power found in every cluster. 

Consider the system, where the transmitter wishes 

to communicate secretly with the legitimate receiver in 

presence of third party. The main channel and the 

eavesdropper’s channel both experiencing k-µ fading. 

Transmitter wants to send a message which is encoded to a 

different code word for transmission over the channel. After 

the transmission, the signal received at both legitimate 

receiver and the eavesdroppers are same.  

 
Fig. 4: secrecy capacity over fading in presence of 

eavesdropper 

In the fig.4, Alice encodes the message with own 

key and transmits through the communication channel. 

Eavesdropper also receives the encoded message with the 

function gE and nE where as the main channel receives the 

message using the function gM and nM. We assume that the 

fading coefficients of transmitter and the receiver channel 

are random and constant during the entire transmission. nM 

and nE represents the average transmission power and noise 

power in main channel and in eavesdropper’s channel which 

is corresponding to SNR’s ratio in the channel. 

D. Random Training and Massive MIMO 

Channel estimation attack can degrade the overall 

performance of the communication system. Pilot 

contamination can alter the power of transmitted signal and 

strengthen the signal at eavesdropper side. By using phase-

shift keying (PSK) the pilot contamination can be detected 

by randomly choosing the channel for data transmission. It 

increases the detection probability and decreases the power 

of received signal at the eavesdropper. 

There has been a growing interest in physical layer 

security after the launching of wiretap channel and the 

secrecy capacity. It was developed form the viewpoints of 

both information theory and signal processing. We involved 

practically in detecting the spoofing attack on the channel 

estimation process from an eavesdropper. The impact of CSI 

on secrecy has been recently investigated. A hybrid half-

duplex adversary which either blocks the eavesdropper’s 

signal to estimate the CSI in both delay-limited and ergodic 

scenarios. One of the main factors is the introduction of 

intriguing counter-intuitive results. This factor provides 

more knowledge to the transmitter by carefully transmitting 

the information thereby reducing the secrecy capacity.  

The need of channel estimation in MIMO system is 

considered if there is an occurrence of active attacks on the 

channel. In time-division-duplex (TDD) system theuplink 

and downlink channels are considered as a reciprocal one. 

So, the eavesdropper can easily inject the pilot signal same 

as that of the legitimate receiver. If the injection of the pilot 

signal is success the eavesdropper can control the overall 

channel involved in the communication. To overcome this 

problem there is a usage of random pilot signal which may 

vary time to time. We cannot use the pilot signal as a secret 

key for encrypting the information. The key can be publicly 

known. Most useful thing is that we use phase-shift keying 

(PSK) symbols as a pilot symbols which are transmitted 

randomly.  
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Fig. 5: Data Transmission with Multiple Antennas and 

Single Antennas at Eve 

In fig.5, Alice and Bob use multiple antennas for 

communicating with each other. But Eve use only one singe 

antenna for gaining the information between Bob and Alice. 

By using TDD system, Alice will wait for Bob’s message. 

TDD system concentrates only on one single system per 

time. If there is any received signal from Bob, Alice will 

match the received information with the precoder design for 

enhancing performance. Due to reciprocity, channel 

estimation can be done in the uplink where bob sends pilot 

symbols to Alice. There exists a malicious single antenna at 

Eve to overhead the communication taken place between 

Alice and Bob. To overcome from this issue transmitter and 

receiver use multiple antennas with random numbers for 

exchange of information. 

E. Active Eavesdropping Attacks 

With the perfect estimation of channel state information and 

importance of the physical layer security, attacks can be 

done actively in the network. By using reverse training 

method, we can obtain CSI at the transmitter precoder 

design. This strengthens the transmitted signal in a 

controlled manner during eavesdropping. Precoder design 

with multiple antennas can be used for weaken the signal 

reception at the eavesdropper or to lower the probability of 

interception. Pilot contamination mainly takes place where 

specifically in multi-cell system where signals from multiple 

antennas are correlated with each other and leads to active 

eavesdropping. The pilot contamination targets the system 

in which the transmitter designs its precoder based on the 

legitimate transmitter and receiver’s CSI link and estimation 

is done with the help of transmitter sends pilot signal.  

Due to the availability of reverse training phase, the 

pilot signal transmitted by the eavesdropper is neglected. 

This is done based on the properly designed precoder at the 

transmitter. Eavesdropper sends a pilot signal to the 

transmitter same as like of receiver send one. He does not 

know that the communication channel is being reversed and 

transmitter is going to send the pilot signal initially. All the 

fake information send by the eavesdropper during the 

communication get rejected automatically.  

 
Fig. 6: Active attack in the channel 

Here all the information exchange pass over the 

attacker or hacker only. No two messages can reach the 

target system directly without any intrusion. Attacker has 

actively involved in modifying all the data packets 

transmitted between the transmitter and the receiver. Either 

the sender or the receiver does not know whether the 

information is a trusted one or not. Only the eavesdropper 

knows all the information. 

If the reverse training system is known by the 

eavesdropper, then pilot contamination attack can take 

place. Random variables are going to be used for various 

number of times which can easily identified by the 

eavesdropper by repeatedly examining the allocated channel 

between the transmitter and receiver. If pilot contamination 

takes place following things may occur: 

1) It reduces the accuracy of transmitter’s estimates to the 

receiver. 

2) It helps Eve for detecting the information by affecting 

the beamforming design at the transmitter. 

To synchronize with receiver Eve wants to estimate 

the propagation delay between all the terminals by using 

their location information and obtain any timing information 

by utilizing the signal exchange between transmitter and the 

receiver. 

If the reverse training system is strong enough to 

shuffle the information at the eavesdropper, all the 

information exchange takes place in a secure manner. 

F. Network Security 

In 1994, Internet Architecture Board (IAB) issued a report 

titled with “Security in the Internet Architecture”. This was 

mainly developed to establish better security over the 

network. The main aim is to secure end-users 

communication through various authentication and 

encryption mechanisms. Beyond the development of 

physical layer for communicational purpose various 

algorithms are used concurrently by different developers for 

securing the network channel. Some of the algorithms 

provide a secure encoded message among the transmitter 

and the receiver but fails during simultaneous transmission. 

Ordinary cryptographic algorithms like Ceaser Cipher, play 

fair cipher are used for encryption purpose. Hash function 

algorithm generates a random number of values for 

encrypting the information.  

1) Cryptographic hash functions such as MD5 and SHA-1 

generally execute faster in software than symmetric 

block ciphers such as Data Encryption Standards 

(DES). 

2) Library code for cryptographic hash functions is 

widely available. 

It is used only for transmission of data in a 

minimum set of distance. With the help of emerging 

technology, Secure Hash Algorithm and Digital Signature 

were developed. Digital signature is used by authorized user 

only (transmitter or the receiver) for sending and receiving 

the information without any alteration. Eavesdropper cannot 

alter the information without the proper digital signature. 

Local networks can be prevented from the attacker 

by installing firewall as a gateway for the network. All the 

information’s entering into the network is monitored by the 

firewall and malicious packets are filtered automatically. 

Some categories of firewalls are: 
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 Packet-filtering firewalls 

 Circuit-level gateways 

 Stateful inspection firewalls 

 Application level gateways 

 Multilayer inspection firewalls 

 
Fig. 7: Network with SNORT 

SNORT is mainly used for detecting and 

preventing the underlying network from intruders. It is 

similar to firewalls with varying functionality. SNORT is 

used only for intrusion prevention whereas firewalls are 

used for logging the activities happened in the network. 
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