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Abstract— Credit card frauds are common now-a-days, 

attacker aims at stealing the card data of the customer 

targeting aiming the Point of Sale (PoS) system. Mobile 

payments are playing a very important role in industries. 

Digital currency are used instead of cash. There is a 

significant improvement in the payment industries. MSOP 

gives secure payment using near field communication 

(NFC) technology. NFC is a system which allows device to 

connect with each other. 
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I. INTRODUCTION 

Smart Phones are being made by technology where 

transaction is made very easy. This new method of payment 

is based on NFC[3]. By using NFC technology, credit cards 

are soon be replaced by cell phones. This is done by 

downloading an app such as Google Wallet or PayPal on the 

phone. The app securely connects with the Bank Account or 

a separate prepaid account essentially turning your phone 

into credit card. At the PoS we been under the reader, a 

built-in chip transmits the unique secure identification code 

which is exactly what the magnetic strike on your credit 

card. This method makes the purchase quicker and faster. 

After each purchase the digital receipt is installed in the 

phone making easy to keep track of purchase. Market 

analyst have analyzed that there is a significant increase in 

the use of NFC technology in the year 2016. Major payment 

companies have developed and continued to come up with 

the best ways to make the payment easy. 

 
Fig. 1: Mobile payment transaction flow using NFC. 

The figure 1 represents how Mobile payment 

transaction flow works. There are many classification in the 

Mobile payment. If we are not using the mobile as customer 

device then it is called mobile point of sale[6]. There are 

two ways where payment can be done. That is: through 

using phone and other is in cloud. If we are using phone as 

the Customer device to make payment then the secure 

element is in built in the phone. The idea here is that, within 

the phone itself there is a secure element that has a idea of 

taking the phone and tapping it against the terminal and that 

would complete the payment. If the payment mode is by 

cloud then there is two methods. If we are not buying goods 

or services then Mobile Banking is used. Mobile banking is 

particularly big in the world where we buy traditional bank 

accounts. Mobile phone is actually used to move money 

peer-to-peer. If we are buying goods or services mobile 

commerce is necessary. In mobile commerce, the customer 

account will be handled by one of these schemes: card 

payment, carrier billing, bank transfer, alternative payment 

or virtual currency. If the customer account is handled by 

the card payment schemes than that is a card payment. Next, 

if a account held by a mobile operator like Vodafone then 

that is called carrier billing and at this instance the charge 

goes to the mobile phone bills. Next, we have alternative 

payment, PayPal came under this. Payment is done in 

different accounts is a part of mobile commerce. Finally, 

virtual currencies something like bitcoin which is not 

actually tied with the bank or currency[2]. It is separate 

creation of currency which is used in order to purchase 

something. 

 
Fig. 2: Mobile Payment Landscape 

First at noble point of sale, best know player is 

Square, what they do is basically taken the card terminal, 

shrunk it down and allow you to associate it with your 

phone and remote to phone is computer. The main problem 

in mobile banking is many people do not have bank 

accounts.  

II. RELATED WORK 

Most of them are turning their mobile into payment device 

by installing Apple pay and PayPal. Research predicts 

mobile payment in US will reach $90Billion in 2017[1]. 

Millennial disruption index says 73% would be more 

excited about a new offering in financial services from 

Google, Amazon, Apple, PayPal or Square than From their 

own nationwide bank. The security in mobile payment is 

better, it also has the speed and for merchants it is cheaper 

than to use credit cards. Now coming to credit card 

payment. Credit card have magnetic strip on the back, that 
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strip is your PIN. When you buy something with your card, 

merchant swipes the magnetic stripe which contains PIN 

and they can buy anything and there is the problem vendors 

are storing the card information. Magnetic strip is an out 

dated technique to secure card information. 

Later, Apple pay is used. Apple Pay will change 

the way you pay. When you add a credit card or debit card 

with Apple Pay, the actual card numbers are not stored on 

the device nor on Apple server. Instead, a unique device 

Account number is assigned, encrypted and securely stored 

in the Secure Element on your iPhone or Apple Watch. Each 

transaction is authorized with a one-time unique number 

using your Device Account Number and instead of using the 

security code from the back of your card; Apple Pay creates 

a dynamic security code to securely validate each 

transaction. Here, credit cards are not handed over to 

anyone; it is not even used for payment. Hence nobody can 

get card information. Next, PayPal is one of the methods of 

mobile payment. Signing Up in PayPal is easy and PayPal 

will give reward Points. You don’t need a balance in your 

PayPal account. It will automatically deduct money from 

either debit or credit card. We can install PayPal in any of 

the devices like computers, Phone or Laptops. All you need 

is a email and password then you are set to pay with just 

your mobile number and pin. Now by using PayPal, you can 

send money to your friends, shop on the high street and keep 

track of all your transactions. Square is a mobile payment 

method where a card reader can be attached to smart 

phone[4]. This gives the possibility of accepting the credit 

card in small business.  

III. PROPOSED MODEL 

The proposed system uses chip in any of the devices like 

bracelets or watch etc., to make the payment. Here PUF 

method and Near Field Communication (NFC) technique is 

used. This method is encrypted using both symmetric and 

asymmetric method. The chip consists of key generator and 

made up of technology called as PUF.   

 
Fig. 3: MSOP Architecture 

The concept behind Physical unclonable function 

technology, the circuits which are manufactured, they had 

minute variations. These are unavoidable variations, 

completely random variations and very difficult to control. 

Physical unclonable functions can exploit these variations 

and they provide chip with unique characteristic. This is 

kind of biometric technology like finger printing or DNA. 

They are physically tiny hence can be applied for places 

where security and authentication is need more. The 

securities which are provided by MSOP are: 

A. Authentication 

Here two factor authentications is given. This adds another 

layer of security, by making you type in second temporary 

password. Example: When you log into any website, u have 

to type in a password by adding a second factor for 

authentication. This make it secure and if the attacker knows 

your first password he cannot access because attacker does 

not know the second password. The second password can 

come in several forms.  

B. Verification 

two steps verification is given. This new features help in 

giving more security. There a verification code and this 

helps in verifying the code. Example: after u sing in with 

user name and password, the device will ask for verification 

code which is sent to the mobile phone. Verification is a 

process which helps in verifying, that the data entered while 

making payment is true or not.  

C. Integrity 

this is ensured with the encryption of the chip. The chip is 

encrypted by the public key and the private key is not stored 

anywhere in the device, it is generated when needed by 

using PUF. Verification of the integrity can be done always. 

Integrity of each of the exchange between the customer and 

the vendor is provided well. 

D. Confidentiality 

Here the card information has to be protected. the data 

exchanged between the customer is main guarantee that it 

provided a secure payment. This also gives the offline 

payment facilities. 

E. Reliability 

the algorithm used will ensure that the device or system will 

work as it is required. Timing, protection and security 

everything will work perfectly as specified. The 

performance of the device is high. Data reliability is very 

important here. So, two factor authentications is used to give 

the data protection.  

All these analysis will give protection against the 

attacks such as Man-in-the-Middle, emulation, Denial of 

service, Double spending, Postponed transaction, 

Information stealing, Replay, hardware modification, 

hardware Eavesdropping and Repudiation. All these attacks 

can be overcome by using two-factor authentication and also 

physical unclonable function 

IV. CONCLUSIONS 

In this paper I explain about MSOP that is, to the best of our 

knowledge, which gives the secure offline micropayment 

approach. The assumptions of security analysis show that 

MSOP gives trustworthiness. Further, the MSOP gives 

solution in the literature where no user device data attacks 

can be exploited to compromise the system. Our analysis 

shows that MSOP is one of the solutions which gives all the 

properties required to secure micropayment. Finally, some 

of  issues have been left as future work.  
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