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Abstract— In this project entitled objective is to download 

confidential file in a secure manner. Authentication is the 

first measure of defense against compromising 

confidentiality and integrity of data. Traditional download 

schemes are easy to implement, but they have been 

subjected to several attacks. As an alternative, tokens and 

biometric-based authentication systems were introduced. 

However, they have not improved to justify the investment. 

Thus, a change in downloading a file, several security 

methods was introduced. But it also suffered due to shoulder 

surfing and screen dump attacks. In this project, we 

introduce a framework of our Privacy Protection through 

“Secure confirmation of sensitive transaction”, which is 

immune to the common attacks suffered by other 

authentication schemes. A key is generated during 

registration phase of the project. When the registered user 

tries to download a file then a onetime password is 

generated which is matched with the key. The file is 

downloaded only when the key and the onetime password 

are matched otherwise downloading process is denied. Thus 

the file is downloaded in a secure manner. 
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I. INTRODUCTION 

Cloud computing is a general term for providing hosted 

services through internet. Cloud is used to store and retrieve 

the data. It provides resources and data to computer or other 

devices when there is a demand. Simply cloud can be 

defined as online database. There are several services 

provided by cloud. Our proposal comes under software as a 

service. Here, a new authentication method has been 

proposed to download confidential files in a secure manner 

from cloud storage. A key is generated during registration 

phase. In the retrieval phase an OTP is generated. Both OTP 

and key is verified using a count based authentication. Once 

the authentication process is successfully completed the 

document can be retrieved from cloud storage system. 

Through our proposal of two factor authentication 

provides great supremacy, meanwhile also concerns about 

reliability and privacy especially for cloud based 

application. 

II. TWO FACTOR DATA AUTHENTICATION 

Two factor authentication, also known two step verification 

or TFA, is a layer of security that is a type of multi factor 

authentication that requires a piece of information only the 

user should know or have. Using a username and password 

along with a secret information that only the user knows 

makes it harder for intruders to gain authority and steal their 

personal data or identity. Using a two factor authentication 

process helps us to reduce the number of identity theft on 

the internet-based application. There are three types of 

factors available that can be used for authentication. They 

are knowledge factor, possession factor and inherence 

factor. 

III. SIMULTANEOUS HARDCORE BITS AND CRYPTOGRAPHY 

AGAINST MEMORY ATTACK 

A. Cryptography against Memory Attack 

Recently, a devastating side-channel attack against 

cryptosystem called memory attack was proposed. In this 

technique, a significant fragment of bits of secret key can be 

measured by a nemesis, if the secret key is in the reach, 

which can be accessed even after the power has been turned 

off. Such attack is totally compromising for much 

cryptography systems such as RSA and AES. This paper 

shows the concepts of public-key encryption scheme and 

identity-based encryption scheme. These schemes can 

compute an arbitrary function of secret-key with limited 

output length. This can be possibly done without change in 

size of secret key. 

B. Simultaneous Hardcore Bits 

In this paper, a block of bits of y are simultaneously hard-

core bit for a single-way function f(y). If f(y) has been given 

to encryption, it is impossible to differentiate f(y) from a 

random string which is of same length. It is proposed that 

for a lattice-based trapdoor function, an N – o(N) number of 

input bits acts as a simultaneous hardcore bit. Here N can be 

defined as the total number of inputs that are given to the 

system. 

C. Abbreviations and Acronyms 

 RSA - Rivest Shamir Adleman 

 AES - Advanced Encryption Standard 

IV. CERTIFICATE LESS PUBLIC KEY CRYPTOGRAPHY 

This paper introduces and makes concrete for the concept of 

CL-PKC. In this proposal, a new model for usage of public 

key cryptosystem that eliminates the intrinsic escrow 

problems of identity-based cryptography. The absence of 

certificate and presence of adversaries necessitates the 

proper development of new security models.  

A. Solution 

In this paper, a CL-PKE was focused, intimating a concrete 

pairing-based CL-PKE scheme which secures the problem 

created by escrow attack. This solution is similar to that of 

the solution given for Bilinear Diffie-Hellman problem. 

B. Abbreviations and Acronyms 

 CL-PKC - Certificateless Public Key Cryptography 

 CL-PKE - Certificateless public Key Encryption 
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V. EFFECTIVE DATA ACCESS CONTROL FOR MULTI-

AUTHORITY CLOUD STORAGE SYSTEM 

In cloud storage system, data access control is an efficient 

way to warrant data security. Due to the presence of data 

outsourcing and untrusted cloud servers, the process of data 

access controlling has become challenging threat in cloud 

system. 

A. Problem and Solution 

The major problem in existing access control schemes are 

they either generate multiple encrypted copies of same 

content or require a fully trusted cloud server. The CP-ABE 

is an optimistic technique that can be used for access control 

of encrypted data. But, this CP-ABE scheme cannot be 

directly applied for data accessing.  

Hence this solution which was proposed was DAC-

MACS. 

It is an effective and secured manner for data access control 

which provides efficient revocation and decryption. It is 

possible to develop a new multi-authority CP-ABE scheme 

using DAC-MACS.   

B. Abbreviations and Acronyms 

 DAC-MACS - Data Access Control for Multi-Authority 

Cloud Storage  

 CP-ABE - Ciphertext- Policy Attribute-based 

Encryption 

VI. CERTIFICATE BASED RING SIGNATURE 

The certificate based authentication means providing digital 

signature to authenticate the user. It follows a traditional 

method to verify the identity of user by checking the 

username and password. Ring signature is also a type of 

certificate based authentication with group of users having 

secret keys. Each user has a unique key. The message which 

is signed with ring signature has to be endorsed by anyone 

in that group. The existing algorithm for this ring signature 

concept is LTRS. This LTRS schemes are only secured in 

ROM. This proposal is particularly applied for e-governance 

or e-commerce. 

 
Fig. 1: 

A. Abbreviations and Acronyms 

 LTRS - Linkable Threshold Ring Signature 

 ROM - Random Oracle Model 

VII. MALICIOUS KGC ATTACKS IN CERTIFICATELESS 

CRYPTOGRAPY 

Escrow issue is the most common ingrained concern in 

Identity-Based Cryptosystem. The Key Generation Center is 

well known about the secret key while sending it from 

sender to receiver. If the KGC is mischievous, it could 

insecure the messages of user. It is assumed that the 

mischievous KGC starts the strike only after the generation 

of master public or master secret key pairs. 

A. Solution 

It is suggested to use Certificateless Cryptography to solve 

this problem. Generally they are two types of problems in 

Certificateless Cryptography: Key Replacement Attack and 

Malicious KGC Attack. There are key generation algorithms 

have been used with polynomial time and randomization. 

They are, MasterKeyGen, PartialKeyGen and UserKeyGen. 

B. Algorithms 

Certificateless Signature Scheme: 

1) Two polynomial-time algorithms under certificateless 

signature scheme are CL-Sign and CL-Ver. 

2) Randomization algorithms under certificateless 

encryption scheme are CL-Encrypt and CL-Decrypt. 

C. Abbreviations and Acronyms 

 KGC - Key Generation Center 

 MasterKeyGen - Master Key Generation 

 PartialKeyGen – User Partial Key Generation 

 UserKeyGen. – User Key Generation 

 CL-Sign – Certificateless Signature Generation 

 CL-Ver – Certificateless Signature Verification 

VIII. IDENTITY-BASED ENCRYPTION WITH EFFICIENT 

REVOCATION 

In this paper, Identity-Based Encryption is proposed as a 

replacement technique for public-key encryption.  If any 

backdrop occurs, IBE removes the demand for a PKI.  

Public-key infrastructure must produce a mean to abolish 

the rights of user from the system. A work is made on 

studying the revocation mechanisms. 

A. Problems on Solution 

The most practical solution for the problem is, the sender 

can use their time period while encrypting the message and 

the receiver can update their private keys using the trusted 

third- party authorizer. But, when the number of receivers 

increases, there will be a bottleneck while updating the 

private key. 

B. Abbreviations and Acronyms 

 IBE - Identity-based Encryption 

 PKI - Public Key Infrastructure 

IX. IDENTITY-BASED ENCRYPTION FROM THE WEIL PAIRING 

In this paper, Identity-Based Encryption scheme with full 

functionality has been suggested. This scheme has chosen 

ciphertext security in a random oracle model. It assumes an 

elliptic curve variant for the computation of Diffie-Hellman 

problem. IBE system is based on  Weil Pairing concept. 

A. Algorithm Used 

This IBE scheme is framed using four unmethodical 

algorithms: Setup, Extract, Decrypt and Encrypt. 
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B. Abbreviations and Acronyms 

 IBE - Identity-Based Encryption 

X. KEY-AGGREGATE CRYPTOSYSTEM FOR SCALABLE DATA 

SHARING IN CLOUD STORAGE 

One of the important functionality of cloud storage system is 

Data sharing. Key-Aggregate Cryptosystem shows how data 

is shared securely, effectively, flexibly in cloud system. In 

this paper, a new public key cryptosystem was fabricated 

with the persistent size ciphertext. So, an efficient transfer of 

decryption authority for any set of ciphertext can be made. 

The modernity is that one can combine a set of security keys 

and compress them into a single key. Additionally, the 

confidentiality of secret keys is composed in the single key. 

A. Algorithm Used 

1) Public-Key Patient-Controlled Encryption: 

The inducement for the concept of Patient-Controlled 

Encryption is from the nationwide effort to computerize 

America’s medical records. In PCE, the health records are 

fragmented into a hierarchical representation. The secret 

keys are generated by patients. If there is a need for a 

healthcare provider to ingress a part of record, the patient 

will release the secret key for corresponding fragment of 

record. There are two types of hierarchy; they are fixed 

hierarchy and flexible hierarchy. 

 
Fig. 2: 

B. Solution 

In the study, three solutions have been proposed. The 

solutions provided for lack of security are symmetric-key 

PCE for flexible hierarchy, symmetric-key PCE for fixed 

hierarchy, public-key PCE for fixed hierarchy. 

C. Demerits 

Usually, the number of ciphertext varies or extends rapidly. 

So, it is impossible to limit the bound for number of 

ciphertext classes. 

In this work, the algorithm has to be altered for 

different ciphertext size. 

D. Abbreviations and Acronyms 

 PCE - Patient-Controlled Encryption 

XI. CONCLUSION 

In this paper, we introduce a traditional two factor data 

security authentication mechanism for cloud storage system. 

The framework of our Privacy Protection mechanism is 

through “Secure confirmation of sensitive transaction”, 

which acts as an immune to the common attacks suffered by 

other authentication schemes. . When the registered user 

tries to download a file then a onetime password is 

generated which is matched with the key. The file is 

downloaded only when the key and the onetime password 

are matched otherwise downloading process is denied. 
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