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Abstract— Phishing is a new type of network attack where 

the attacker creates a replica of an existing web page to fool 

users in to submitting personal, financial, or password data 

to what they think is their service provider’s website.  The 

concept is an end-host based anti-phishing algorithm, called 

the Link Guard, by utilizing the generic characteristics of 

the hyperlinks in phishing attacks.  The link Guard 

algorithm is the concept for finding the phishing emails sent 

by the phisher to grasp the information of the end user.  Link 

Guard is based on the careful analysis of the characteristics 

of phishing hyperlinks.  Each end user is implemented with 

Link Guard algorithm.  After doing so the end user 

recognizes the phishing emails and can avoid responding to 

such mails.  Since Link Guard is characteristics based it can 

detect and prevent not only known phishing attacks but also 

unknown ones.  The project uses the PHP as Front-End and 

WAMP Server as Back-End. 

Key words: Phishing Website Detection, System Design, E-

Banking/E-Commerce 

I. INTRODUCTION 

Phishing is a new word produced from 'fishing', it refers to 

the act that the attacker allure users to visit a faked Web site 

by sending them faked e-mails (or instant messages), and 

stealthily get victim's personal information such as user 

name, password, and national security ID, etc. 

This information then can be used for future target 

advertisements or even identity theft attacks (e.g., transfer 

money from victims' bank account).  The frequently used 

attack method is to send e-mails to potential victims, which 

seemed to be sent by banks, online organizations, or ISPs.   

In these e-mails, they will make up some causes, e.g., the 

Password of your credit card had been miss-entered 

for many times, or they are providing upgrading services, to 

allure you visit their Web site to conform or modify your 

account number and password through the hyperlink 

provided in the e-mail. 

If you input the account number and password, the 

attackers then successfully collect the information at the 

server side, and is able to perform their next step actions 

with that information (e.g., withdraw money out from your 

account).  Phishing itself is not a new concept, but it's 

increasingly used by phishers to steal user information and 

perform business crime in recent years.  Within one to two 

years, the number of phishing attacks increased 

dramatically. 

 
Fig. 1: Database Detail 

II. PROPOSED SYSTEM 

There are number of users who purchase products online 

and make payment through e- banking. 

There are e- banking websites who ask user to 

provide sensitive data such as username, password or credit 

card details etc.  often for malicious reasons. 

This type of e-banking websites is known as 

phishing website. 

In order to detect and predict e-banking phishing 

website, an intelligent, flexible and effective system that is 

based on using classification Data mining algorithm is 

proposed. 

Classification algorithm is implemented and 

techniques to extract the phishing data set criteria to classify 

their legitimacy. 

The e-banking phishing website can be detected 

based on some important characteristics like URL and 

Domain Identity, and security and encryption criteria in the 

final phishing detection rate. 

Once user makes transaction through online when 

he makes payment through e-banking website our system 

will use data mining algorithm to detect whether the e-

banking website is phishing website or not. 

This application can be used by many E-commerce 

enterprises in order to make the whole transaction process 

secure. 

Data mining algorithm used in this system provides 

better performance as compared to other traditional 

classifications algorithms. 

With the help of this system user can also purchase 

products online without any hesitation. 

III. HOW IT WORKS? 

 This system uses effective classification data mining 

algorithm to detect the e-banking phishing websites. 

 The e-banking phishing website can be detected based 

on some important characteristics like URL and 

Domain Identity, and security and encryption criteria in 

the final phishing detection rate. 

 This application can be used by many E-commerce 

enterprises in order to make the whole transaction 

process secure. 

 Data mining algorithm used in this system provides 

better performance as compared to other traditional 

classifications algorithms. 

 By using this system user can make purchase products 

online securely.  
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Fig. 2: E-R Diagram 

 
Fig. 3: Use-Case Diagram (User) 

 
Fig. 4: Use-Case Diagram (Admin) 

 
Fig. 5: System Architecture 
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IV. ADVANTAGES 

a) This system can be used by many E-commerce 

Websites in order to have good customer relationship. 

b) User can make online payment securely. 

c) Data mining algorithm used in this system provides 

better performance as compared to other traditional 

classification algorithms. 

d) With the help of this system user can also purchase 

products online without any hesitation. 

V. FEATURES 

A. Load Balancing 

Since the system will be available only the    admin logs in 

the amount of load on server will be limited to time period 

of admin access. 

B. Easy Accessibility: 

Records can be easily accessed and store and other 

information respectively. 

C. User Friendly: 

The Website will be giving a very user friendly approach for 

all users. 

D. Efficient and Reliable: 

Maintaining the all secured and database on the server 

which will be accessible according the use requirement 

without any maintenance cost will be a very efficient as 

compared to storing all the customer data on the spreadsheet 

or in physically in the record books. 

E. Easy Maintenance: 

E-Banking Phishing Website is design as easy way.    So 

maintenance is also easy. 

CONCLUSION 

Phishing has becoming a serious network security problem, 

causing finical loss of billions of dollars to both consumers 

and e-commerce companies. And perhaps more 

fundamentally, phishing has made e-commerce distrusted 

and less attractive to normal consumers.  In this paper, we 

have studied the characteristics of the hyperlinks that were 

embedded in phishing e-mails. 

We then designed an anti-phishing algorithm, 

based on the derived characteristics. Since E Banking 

Phishing Website is characteristic based, it can not only 

detect known attacks, but also is effective to the unknown 

ones. We have implemented Link Guard for Windows XP.  

Our experiment showed that Link Guard is light-weighted 

and can detect up to 96% unknown phishing attacks in real-

time.  We believe that Link Guard is not only useful for 

detecting phishing attacks, but also can shield users from 

malicious or unsolicited links in Web pages and Instant 

messages. 
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