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Abstract— Now days, the medical domain adopted 

Electronic Health Record (EHR) for digitalizing patient 

records and also computerizing medical core processes to get 

instant access of the patient health information. The EHR 

promises the ability of exchanging health information for 

betterment of social life. Since the EHR goal involves fully 

inter accessible, patient centric and easy to use the systems, it 

demand security while storing, accessing and transmitting 

health information from one to another. This paper presents a 

secure cryptography framework for Health Information 

Exchange (HIE) and Health Information Record (HIR). In 

this paper, the proposed secure cryptography framework uses 

Secure Hash Algorithm-3 (SHA-3) as security technique. 

The SHA function is constructed using linear equation and 

modulo exponentiation techniques. Finally, the secure 

framework implemented for few medical transcripts and 

benchmark medical images. 
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I. INTRODUCTION 

The cryptography is a technique that twists intelligibility 

information into unintelligibility information. The 

encryption technique provides a capability of sending 

valuable information between authorized participants while 

avoiding unauthorized participants from identifying it [5] 

[14]. The cryptography initially started with techniques like 

microdots, flipping words and merging words with other 

words or images to hide secret information for storage or 

transits. The cryptography is a process that scramble the 

plaintext into cipher text called encryption and convert back 

to plaintext called decryption. Nowadays, the modern 

cryptography systems are developing to support rapid 

growth of internet technology and digital consumer product. 

The modern cryptography techniques need to be 

concentrated on the following parameters.    

 Confidentiality: It is process of protecting the 

information or information systems from unauthorized 

access and disruption.  

 Integrity: It is process of protecting information from 

alteration or modification while storage or during 

transit between the authorized parties.  

 Authentication: Authentication is a procedure, which 

balance the information control to the endorsed users 

in the database of information system or authentication 

server. 

The cryptography is a mathematical and logical 

process that creates robust encryption and decryption 

standards [17] to tolerate people to remain assured with 

electronic world. In real world most of electronic 

interactions like e-mails, e-commerce, e-medical records 

and multimedia information interchange, need to happen 

through secure cryptographic network. This paper presents a 

secure cryptographic framework for Electronic Health 

Record (EHR) to support Health Information Exchange 

(HIE) and Health Information Record (HIR). 

A. Security and privacy of health record  

Patient health information needs to be highly secured and so 

the confidentiality has become important to the healthcare 

record system. Securing the medical records is very 

important because of the patient life depend on their health 

information. The idea of HIE is to access health data when 

needed. Authorization and access control are necessary in 

electronic health system for sharing health information with 

external parties. Accessing the information virtually 

anywhere is an essential and it expands the complications of 

design and implementation of a secure system [2]. Extensive 

research has been carried out on security issues of HIE and 

many have suggested solutions for secure information 

exchange among distributed health information systems.  

B. Benefits of HIE 

 Safety - Healthcare need keeping health information 

and current medications safe when new treatments are 

ordered. Emergency care is possible when safe health 

information exchange exist.  

 Timeliness - Patient health analysis can take less time 

only is consultant or emergency room physician have 

access to the primary recorded patient information 

rather than gathering this information from scratch. 

 Cost reduction - Cost of the healthcare could minimize 

only when duplicate tests avoided by accessing patient 

health information records.  

Therefore, patient’s health information is very 

sensitive from the perspective of safety, privacy and 

confidentiality. Thus this paper is presented a secure 

framework for HIE.  

The paper is organized as the literature review of 

cryptography algorithms and security frameworks in the 

section 2, proposed methodology of high secure framework 

for EHR using Secure Hash Aalgorithm-3 is presented in the 

section 3, experimental analysis in the section 4 and finally 

the secure framework is concluded in the section 5. 

II. LITERATURE SURVEY 

This section presents the literature survey of cryptography 

techniques and security frameworks.  

A. Cryptography techniques 

The widely used popular cryptographic techniques described 

as follows. 
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1) Secret Key Cryptography (SKC) 

SKC is a security technique that use same key for the 

information encryption and decryption. The major risk of 

SKC is with distribution of key between the both transmitter 

and receiver end. The Data Encryption Standard (DES) is a 

popular SKC technique used for many cryptography 

frameworks [16] but the DES provides less security for most 

of security applications due to its too small 56-bit key size. 

Advanced Encryption Standard (AES) is another popular 

SKC technique holds different keys for encryption and 

decryption of fixed block size information. The AES uses 

128-bit, 192-bit or 256-bit key sizes for encryption and 

decryption of 128 bit fixed information block size [11].  

2) Public Key Cryptography 

Public Key Cryptography (PKC) is also a security technique 

[8] that holds asymmetric key for information encryption 

and decryption. In PKC, key for encrypt information is 

different from the key for decrypt information. Due to the 

complexity of asymmetric keys, the PKC is typically has 

application like transfer of short messages i.e. symmetric 

encryption key. 

3) Hash Function 

Hash function [17] is a security technique used to encrypt 

and map variable size information to fixed size information. 

The fixed size information returned by a hash function 

called hashes, or hash codes. The hash functions generate 

hashes of the information through iterative mathematical 

transformations. The iterative mathematical computations 

make the retrieval of information from the hashes practically 

difficult [15]. The hash functions must have the following 

characteristics. 

 Computation time of hashes for any given size 

information must be same. 

 Generation of original information from its hash 

becomes infeasible.  

 Modification of information without changing the hash 

becomes infeasible. 

 Impossible to generate multiple information form a 

hash. 

National Institute of Standards and Technology 

(NIST) presented the Secure Hash Algorithm (SHA) as 

cryptography hash function. Initially SHA-0 has released, as 

160-bit hash function, which does not withstand for 

longtime due to its undisclosed significant flaw. SHA-1 has 

published after rectifying weaknesses of SHA-0. The SHA-1 

finds its presence in digital signature algorithm but it has 

failed in providing high security for some real life 

applications because of its short hash length. The SHA-2 has 

released with different block sizes i.e. 256 bits called SHA-

256 and SHA-512. A new version of SHA called SHA-3 

hash function is release recently that supports hash length of 

SHA-2 but its architecture provides high speed as compared 

to rest SHA family. The SHA-3 cryptographic technique 

uses sponge construction that reduces number of iterations 

required for providing high security among the earlier 

cryptographic techniques proposed so far [1] [9] [17].  

B. Security Framework 

The high-level security of SHA-3 enables the usage of the 

cryptographic technique to design high secure frameworks 

for information exchange. In [2], a security framework has 

been proposed and implemented for safe health information 

transmission across boundaries of Malaysia and other 

countries. Authors in [3] proposed a new secure algorithm 

with variable-exponent and variable-base for modular 

exponentiation in two un-trusted program model. In [4], a 

secure outsourcing framework proposed for large-scale 

systems using linear equations. The framework in [4] is 

utilized the sparse matrix to propose a new secure 

outsourcing algorithm of large-scale linear equations in the 

fully malicious model. 

III. PROPOSED METHODOLOGY 

This section demonstrates the architecture of proposed 

security framework and the behavior and construction of 

SHA-3 cryptography technique. 

A. Proposed Secure Cryptography Framework 

The security framework proposed in this paper can apply for 

both text and multimedia information. The block diagram of 

security framework for health information interchange has 

described in figure 1. In figure 1, the customer can digitize 

the patient health information. The patient information is 

either text or images and the information can be digitalized 

using standard methods. The digitalized patient health 

information needs security while storage or transmission 

through a medium. 

 
Fig. 1: High Speed Security framework 

Therefore, the encryption decides the level of 

security and speed of data processing. In this paper, 

extensive literature review been conducted to select SHA-3 

as cryptographic techniques that provides high level of 

security at high speed. The encrypted health information can 

update in the cloud server and made available to the patient 

and the authorized health practitioners of the patient. The 

SHA-3 cryptography algorithm data flow model and its 

architecture is specified in next subsection.    

B. Secure Hash Algorithm - 3 

The SHA-3 is a high secure cryptographic technique 

characterized by sponge function with two parameters called 

bit rate 𝑟 and capacity C. The sum of 𝑟 and C provides the 

hash width of sponge construction and the SHA-3 hash 

width is restricted to maximum of 1600 bits. The size of 

hash output decides the size of bit size 𝑟 and capacity C, i.e. 

for 256-bit hash, 𝑟 is 1088 bits and C is 512 bits whereas the 

512-bit hash output requires r is 576 bits and C is 1024 bits. 

The state matrix ‘A’ of SHA-3 with size 5x5 and each 

element of size 64-bit is shown in Figure 2.  

 
Fig. 2: 1600 bit State Matrix ‘A’ of SHA-3 
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The data flow diagram of SHA-3 cryptographic 

technique has described in figure 3. Initially the state matrix 

’A’ is initialized with zeros. The buffer function takes 

information which to be encrypted and state matrix as input 

and generates hash value based on sponge construction. The 

sponge construction brings provable security against generic 

attacks. 

 
Fig. 3:  Block diagram of SHA - 3 

The Round Constant (RC) function consists of 24 

permutation values of each size 64 bit. In this research, the 

RC values are considered from [1] to produce input data to 

KECCACK function. The operation of Keccak hash 

function consists of initialization stage and sponge 

construction.  The sponge construction helps to map the 

variable size input information to a fixed length hash. The 

sponge function is a fixed-length transformation ‘f’ that 

operates on input information b bits of fixed size and the size 

of information b = r + C bits. The sponge function has two 

phases called absorbed and squeezed as shown in figure 4. 

Wherein figure 4, the M is the message and Z is the hash 

output.  

 
Fig. 4: Sponge construction 

 Absorbing phase: It performs XOR operation on r-bit 

information and first r bits of the state function f.  

 Squeezing phase: It returns the first r bits of the 

absorbing state as output of the function f. 

The KECCACK-f (1600) could function perform 

24 permutation rounds Round[b](A,RC) on given 

information and each round has five sequential phases called 

𝜃, 𝜌, 𝜋, 𝜒 𝑎𝑛𝑑 𝜏. In each round, the Kccack takes state 

matrix A and round constant as inputs, and produce hashes 

of size b = c + r bits as output for next round. The dataflow 

of five phases of KECCACK-f is as follows.  

 

1) Theta 

Theta phase of KECCACK-f is shown in first three 

equations with simple XOR and bitwise cyclic shift 

operations. The dataflow of θ phase is shown in figure 5.  

 
Fig. 5: Architecture of theta phase 

The equation (1) performs XOR operation on lanes 

of the A that results. Equation (2) perform right circular shift 

on five output lanes. The equation (3) performs XOR 

operation on the input state matrix and output lanes obtained 

in equation (2).  

2) Rho and Pi 

The phases ρ and π are described jointly in equation (4) that 

produces an intermediate matrix B of size 5x5.   

 
Fig. 6:  Architecture of Rho and Pi phases 

The architecture of the phases ρ and π is shown in 

figure 6. The operation of ρ perform circular rotation on 25 

lanes of ‘A’ by fixed number of times as stated in cyclic 

offsets r[x, y] in [1].  

3) Chi (χ) 

The χ phase computes the lanes in B array and resultant 

lanes can be stored back to the state array A. The 

architecture of χ is shown in figure 7. 
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Fig. 7:  Architecture of Chi phase 

4) Iota 

The Iota in Keccack function computes XOR operation on 

‘A’ and Round Constants [1].  

 
Fig. 8: Architecture of Iota phase 

These sequential phases Theta, Rho, Chi, Pi and 

Iota phases brings high level of security SHA-3 than 

contemporary security algorithms.  

IV. EXPERIMENTAL ANALYSIS 

This section presents the implementation method and 

experimental results and analysis. 

A. Implementation Method 

The architecture of proposed cryptography framework for 

EHR and HIE has been demonstrated in subsection 3.1. This 

paper presented a software model that describes the 

architecture of proposed cryptographic framework and 

verified. The software model consists of SHA-3 

cryptographic technique described using C language. The 

input to the software model is a text file that consists of 

patient health information either text or image in the form of 

hexadecimal data. The outcome of the software model is 

encrypted patient information in the form of text file. 

B. Experimental Results 

This section describes the simulation methods adopted to 

evaluate the performance of proposed cryptographic 

framework.  

 Simulation setup: The simulation of the software 

model has been carried out on the system having Intel 

Celeron 64-bit processor with 2GB RAM. The 

simulation model could compile using the default 

settings in visual studio C++ environment for windows 

64-bit operating system.  

 Input of security framework: The input to the software 

model of cryptographic framework is the patient health 

information in the form of hexadecimal data. In this 

paper, the experimental results were obtained for the 

information having length 16, 64, 128, 512, 1024 and 

2048 words.   

 Performance Evaluation: This section presents the 

experimental evaluation of proposed security 

framework. The programming language used was C 

and the framework has been evaluated for both small 

and large Known Answer Test (KAT). Since the SHA-

3 generates constant length hashes irrespective of input 

length, the execution time of the algorithm is constant 

and measured as 4µs.  

V. CONCLUSION 

This paper presented architecture for security framework 

based on SHA-3 cryptography algorithm runs at optimum 

speed and provides high level of security for Health 

Information Exchange (EIH) due to its parallelism nature 

and number of permutations. Thus, the proposed 

cryptographic framework brings optimum performance in 

terms of speed and security for variable length information 

interchange. The real-time analysis of the proposed 

framework is considered as future research.    
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