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Abstract— Steganography comes from a Greek word, which 

means secret writing or covered. The goal of steganography 

is to hide messages in such a way that no one apart from the 

intend recipient even knows that a message has been sent. 

Steganography is used in various mediums such as text, 

audio, images etc. watermarking is considered as an 

important technique in steganography where one image is 

embedded in another and the two images are related to each 

other in some way. Today’s world is almost considered as a 

digital world. Almost every field in this world are digitalized 

and there is enormous use of digital contents. Information 

contained in internet and multimedia systems is also in 

digital form. The copy of contents is not so difficult without 

quality loss. Digital water marking is the most effective 

solution to this problem. Digital watermarks are of different 

type such as robust, fragile, visible and invisible. There are 

some requirements such as integrity, robustness and 

complexity. 
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I. INTRODUCTION 

The beginning of the Internet has resulted in many new 

opportunities for the creation and delivery of content in 

digital form. Applications of may include electronic 

advertising, real-time video and audio delivery, digital 

sources and libraries, and   Web publishing. An important 

problem that arises applications is the protection of the 

rights in these of all participants. It has been recognized that 

the current copyright laws are insufficient   for dealing with 

digital data for quite some time. This has led to a way 

towards developing new copy deterrence and protection 

mechanisms to protect the digitised information. One such 

effort that has been attracting and increasing interest is based 

on techniques of digital watermarking. Digital watermarking 

is the process in which embedding information into digital 

multimedia content such that the information (which we call 

the watermark) can be extracted or perceived for a variety of 

purposes including copy deterrence and control. Digital 

watermarking has become an active and most important area 

of research, development and commercialization of 

watermarking techniques is being considered essential to 

help address of some of the challenges faced by the rapid 

proliferation of digital content. The other major area of 

steganography is copyright marking, where the message to 

be inserted is used to proclaim copyright over a document. 

This can be further divided into two types watermarking and 

fingerprinting [1]. 

The existence of a message is hidden by 

steganography that is secret and in the perfect case nobody 

can see that both party’s secret communication [4]. Task of 

encryption not a copyright marking which is made by 

steganography. The specific part of steganography is to 

communicate securely in a completely untraceable manner 

and to avoid portrayal misgiving. It is also used to keep 

others from thinking that even the information exists. 

 
Fig. 1: Types of steganography 

The process in which encoding the hidden secret 

copyright information in an image by making slight 

modifications in its pixel content is known as digital 

marking. Watermarking doesn’t restrict the retrieving image 

information. The main function of watermarking is to 

remain present in data as a proof of ownership. The use of 

digital watermarking is not limited up to copyright [2]. 

There are two types of steganography namely: 

 Robust 

 Fragile 

A. Fragile 

Embedding information of a file which is destroyed, if the 

file is modified by fragile steganography. This system is 

inappropriate for recording the copyright holder of the file 

since it can be so easily removed, but is useful in situations 

to prove that the file has not been tampered with, such as 

using a file as evidence in a court of law, since any 

interfering would have removed the watermark. Techniques 

tend to be easier to implement than robust methods.   

B. Robust 

Aims to embed information into a file which cannot easily 

be destroyed is achieved by robust marking. A system can 

be considered robust if the amount of changes required to 

remove the mark would render the file useless.  

There are two main types of robust marking: 

 Fingerprinting: It involves hiding a unique identifier 

for the customer who originally acquired the file and 

therefore is allowed to use it. 

 Watermarks: Unlike fingerprints, watermarks identify 

the copyright owner of the file, not the consumer. 

Whereas fingerprints are used to identify people who 

disrupt the license agreement watermarks help with 

impeaching those who have an illegal copy. Ideally 

fingerprinting is used for mass production of CDs, 

DVDs, etc. it is not feasible to give each disk a 

separate fingerprint [7].   

Watermarks are hidden to prevent detection and 

removal; they are known as imperceptible watermarks. 

However, this need not always be true. Visible watermarks 
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can be used and take the form of a visual pattern often, 

which overlaid on an image. The use of visible watermarks 

is same as the use of watermarks in non-digital formats 

(such as the watermark on British money). 

II. DIGITAL WATERMARKING AND THEIR TYPES 

“Digital watermarking is similar to watermarking of 

physical objects, instead of physical objects the 

watermarking technique is used for digital contents”. In 

digital watermarking a low-energy signal will be embedded 

into another signal invisibly. The low-energy signal is called 

watermark. The main signal in which the watermark is 

embedded is called to as cover signal because it covers the 

watermark.  An entity called watermark key is used for both 

embedding and detecting watermark signal. Watermark key 

is should always be private. A digital watermark is a set of 

bits inserted into a digital image, audio or video file in 

pattern form that identifies the files copyright information 

(author, rights, etc.). 

The various types of Digital Watermarking are: 

 Robust &Fragile watermarking 

 Perceptible & Imperceptible Watermarking 

 Public & private watermarking 

 Asymmetric & symmetric watermarking 

 Steganographic & Non-Steganographic watermarking. 

A. Robust Watermarks and Fragile Watermarks 

Robust or fragile is nothing but the degree to which 

watermarks can endure any modifications of any types 

caused owing to the transmission or loss compression. 

Perceptible watermarks are additional robust in nature than 

imperceptible one. But sense of this is not that imperceptible 

watermarks are fragile one. Robust watermarks are those 

watermarks which are very difficult to remove from the 

object in which they are embedded. Fragile watermarks are 

those watermarks which can be easily devastated by any 

attempt to alter with them. Fragile watermarks are destroyed 

by data manipulation [3]. 

B. Perceptible Watermarks and Imperceptible Watermarks 

Perceptible watermarks are visible to human eye whereas 

imperceptible watermarks are invisible. The perceptible 

watermarks are useful for primary applications i.e. for 

statement ownership or for authorship. So for this cause it 

should be visible to human eye. On the other hand, 

imperceptible watermarks are very useful for complex 

applications such as document identification. In 

documentation application content being watermarked must 

appear in unaffected form. Examples of visible perceptible 

watermarks are TV logos, IBM’s watermark and invisible 

imperceptible watermarks are ATT, NEC/MIT, UU etc. 

Perceptible watermarks that are visible are applicable to 

images only. These watermarks are embedded into another 

image. They are appropriate in maps, software user interface 

and graphics. Imperceptible watermarks, the invisible one 

that remains hidden in the content. They can be detected 

only by authorized agency. These imperceptible watermarks 

are beneficial for detecting unauthorized copier and for 

content or author authentication. 

C. Private Watermarks and Public Watermarks 

Private watermarks require original data to recover 

watermark information whereas Public watermarks require 

either original data or embedded watermarks to recover 

watermark information. Private watermarks can also be 

called as secure watermarks. To read or retrieve private 

watermark, it is essential to have secret key. Public 

watermark can be read or retrieved by anyone using 

specialized algorithms. In this logic public watermarks are 

not secure. Public watermarks are useful for carrying IPR 

(Intellectual Property Rights) information. They are good 

alternatives to these tags [5]. 

D. Asymmetric and Symmetric Watermarking 

In asymmetric watermarking different keys are used for 

embedding and detecting watermark. In symmetric 

watermarking same keys is used for both embedding and 

detecting watermark. 

E. Steganographic & Non-Steganographic Watermarking 

In steganographic watermarking user is mostly unaware of 

the presence of a watermark. Example this is mostly used in 

finger printing applications. In non-steganographic 

watermarking user is aware of the presence of watermark. 

Example user can use this to detect piracy. 

III. APPLICATION OF DIGITAL WATERMARKING 

Digital watermarking technologies have been anticipated 

and implemented in many applications. Instead of compiling 

a thorough list of digital watermarking application; 

Following are some of the common applications of 

watermarking [6]: 

A. Copyright Protection 

Copyright protection is the most important application of 

digital watermarking. It permits the identity of the copyright 

holder and thus protects his or her right in the content 

distribution. Watermarking will be embedded into an image 

to protect the rights of the owner. It should be possible to 

detect the watermarks in spite of common image processing, 

geometrical distortions, image compression and other types 

of image manipulations. 

B. Authentication 

In order to be able to authenticate the content, any change to 

or manipulation with the content should be detected. This 

can be achieved through the use of “fragile or semi-fragile 

watermark” which has the low robustness of the host image 

to the modifications. The semi-fragile watermarking can 

also serve for the purpose of quality measurement. The haul 

out watermark can not only notify the possible intrusive 

with the host image, but also provide some more 

information about the deprivation of the host image, such as 

Peak Signal to Noise Ratio (PSNR) of the tainted host 

image. This can be very useful for distribution or network 

transmission, since sometimes the original reference is not 

available at the receiver side [8]. 

C. Temper Detection and Localization 

Temper detection is used to reveal alterations made into an 

image. It is closely associated to authentication. If tempering 

is detected in an image, then the will image will be 

considered as unauthentic. Temper localization allows 
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further investigation on the act of tempering by identifying 

the tempered region within the image. This information can 

assist in media forensics. 

D. Media Forensics 

Media forensics involves in the investigation of digital data 

in order to disclose scientifically valid information for court 

evidence. The deleted and hidden data are usually exposed 

using digital tool. The applications of digital watermarks in 

media forensics include the trustworthy digital camera, 

conspirator tracing, transaction tracking and content 

recovery [6]. 

E. Data Monitoring 

Data monitoring is a way to save data of what is transmitted 

from. For example, in 1997 it was discovered that some TV 

stations in Japan where over booking their air time for 

commercials. They got paid by advertisers for hours of 

commercials that were never telecasted. Watermarking can 

be used as part of an automatic monitoring system that 

stores information about what have been aired by the TV 

stations. Data monitoring can also be used for statistical data 

collection and analysis [9]. 

F. Time Stamping 

Time stamping with the use of watermarking will make it 

possible for media objects that contain information about 

when they were created or last used. The time stamp can be 

used for copyright protection but also in other cases when it 

is important that the media has a time mark. For example, 

security cameras should have an exact time for the images 

being recorded. 

G. Copy and Usage Control 

Users can have different source of pride (play/copy control) 

on the object due to different payment for that object. It is 

probable in some systems to have a copy and usage of 

control mechanism to check illegal copying of the contents 

or limit the times of copying. A watermark can be used for 

this purpose. 

H. System Enhancement 

This type of applications, where a device is intended to react 

to watermark for the benefit of the user, is also referred to as 

device control applications. More recently for example 

Philips and Microsoft have demonstrated an audio 

watermarking system for music. Basically, as music is 

played, a microphone on a PDA can capture and digitize the 

signal, extract the embedded watermark and based on 

information encoded in it, identify the song. If a PDA is 

network connected, the system can link to a database and 

provide some additional information about the song, 

including information about how to purchase it. 

IV. ATTACKS 

Due to some reasons, there is need of adding, altering or 

removing false watermarks. Attacks on watermarks may be 

accidental or intentional. Accidental attacks may cause due 

to the standard image processing or due to the compression 

procedures. Intentional attacks include cryptanalysis, 

steganalysis, image processing techniques or other attempts 

to overwrite or remove existing watermarks. Following are 

the various types of methods of attacks that vary according 

to robustness and Perceptibility [5]. 

A. Mosaic Attack 

Mosaic attack is the method in which pictures are displayed 

to confuse watermark-searching program, known as “Web 

Crawler”. Mosaic is created by subdividing the original 

image into arbitrarily sized small images and displaying the 

resulting image on webpage. 

1) Geometric Attack 

Geometric attack is related to geometric properties of data. 

It is concerned with images, documents and audio files. This 

attack is further classified as-  

a) Subtractive Attack 

It involves the attacker in the area of located watermark if 

imperceptible and then removing the mark by cropping or 

digital editing. 

b) Distortive Attack 

In this attack, attacker attempts to make some unvarying 

distortive changes in the images such that mark becomes 

unrecognizable. These two watermark attacks are usually 

performed on robust watermark. 

2) Stirmark Attack 

Stirmark is general tool developed for simple robustness 

techniques of image marking algorithms and steganographic 

techniques. In its simplest version, stirmark pretends 

resampling process in which it presents same kind of errors 

into an image to print it on high quality printer and scanning 

it again with high quality scanner. It includes minor 

geometric distortion.  This testing tool is an effective 

program to remove fairly robust watermarks in images and 

become a form of attack on its own [10].  

3) Forgery Attack 

Forgery attack is also known as ‘Additive attack’ in some 

cases. Forgery attack includes the attacker who can add his 

or her own watermark overlaying the original image and 

marking the content as their own.  

4) Inversion Attack 

Inversion watermark render the watermark information 

ambiguous. The idea behind the inversion attack is that the 

attacker who receives watermarked data can prerogative that 

data contains his own watermark also by declaring in apart 

of data as his watermark. The attacker can easily generate 

the original data by subtracting the claimed watermark. 

5) Cryptanalysis 

It is mostly associated with cryptography. It is a method in 

which the attacker attempts to find the decryption key for an 

encrypted piece of information so that it can be made useful 

again. Attacker can remove licensing watermark that 

decrypts the data, attacker would use cryptanalysis to find 

decryption key so that data can use in decrypted form free 

from its watermark.   

V. CONCLUSION 

The need for copyright protection is created for large 

enormous necessity of networked multimedia system. The 

intellectual properties of digital media are too protected 

appropriately. The effective solution to this copyright 

problem is given by digital watermarking. Digital 

watermarking is used for the protection of legal rights of 

digital content owner and customer. It is an effective system 
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to handle secret communication by using digital 

watermarking. 
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