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Abstract— This paper present a survey on Montgomery 

modular multiplication algorithm used in public key 

cryptography [1] system. It is a very important algorithm in 

which the efficiency of cryptosystem depends on the speed of 

modular multiplication. This survey provides the comparison 

between different modifications done in Montgomery 

modular multiplication.  
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I. INTRODUCTION 

In 1976, diffie and hellman introduced public key 

cryptography [1] to eliminate the need for a secure channel to 

exchange important information.  Public key cryptosystem 

are importance as they provide confidentiality authentication 

and data integrity. Hence the public key cryptosystem has to 

do the complex operations, for example modular 

exponentiation [2] [1] etc. Modular exponentiation can be 

accomplished by repeating modular multiplication. 

It is crucial to optimize the modular multiplication 

to improve the performance of the overall public key 

cryptosystem .one of the method to optimize the modular 

multiplication is the Montgomery modular multiplication[2] 

[4]. In this, the need of division operation is eliminated at the 

cost of additional multiplication. Since the cost of 

multiplication is much lower than the division operation. 

II. MONTGOMERY MODULAR MULTIPLICATION 

Modular multiplication of two integers can be done by 

performing, 

Z = A* B * mod N 

Here A and B and N are k bit number and the value 

of N should be greater than A and B. In Montgomery modular 

multiplication this can be computed by ,  

Z’ =  MONT (A, B, N) = A*B*R-1mod N 

In which the value of  R-1 can be computed by, 

R * R-1 mod N = 1 

Where R = 2k , k is the word size of modulus N. 

MONT represent the Montgomery product.  

The important factor is the value of A and B should be 

converted to Montgomery domain. The conversion can be 

done by, 

A’ = A*R mod N 

B’ = B*R mod N 

Here the B’ and A’ are the Montgomery form of A 

and B. Also Z can be converted back by, 

Z = Z’*1*R-1 mod N 

III. RELATED WORKS 

Several modifications are done in the Montgomery modular 

multiplication to get more efficient, low cost and high 

performance design. The modification done in different 

papers are discussed below. First we go through the need of 

Montgomery modular multiplication in the cryptography 

system. 

Encryption/decryption [1] is one of the important 

step in the cryptography system. This process required 

modular exponentiation algorithm. The modular 

exponentiation is done by the repeated modular 

multiplication. Hence the performance of the cryptosystem is 

depends on the through put rate of modular multiplication and 

the number of required modular multiplication. Montgomery 

modular multiplication is one of the algorithm which can 

carry out fast modular multiplication. It eliminate the need for 

division operation by using additional multiplication 

operation. The cost of  multiplication operation is much lower 

than the division operation. It is addition multiplication and 

shift operation to perform the modular multiplication.  

R.L Rivest , Ashamir , L Adleman ,[1] they 

proposed a method for implementation a public key 

cryptosystem. In this, it provide a secure communication 

without the use of key exchange. Here they break the long 

message into a series of blocks and represent each block as 

such an integer. It is used to convert message into numeric 

form. Then the encryption and decryption process take place. 

It required modular multiplication. The challenging issue in 

the Montgomery modular multiplication is the time 

consuming carry propagation for very large modulus. Several 

approaches are proposed to avoid the time consuming carry 

propagation.  

To solve the carry propagation again several 

modifications are done. One of the method is to use the carry 

save adder. In this the carry is saved without propagating it to 

the next bit. S R Kuang, J P Wage, K C Chang, H W Hsu [6] 

proposed energy efficient high through put Montgomery 

modular multiplication for RSA cryptosystem. In this each 

input as well as the intermediate result are also stored in the 

carry save format in expense of multiple cycle overhead and 

the number of operands for the carry save adder is increased. 

Again efficient carry save adder architecture for 

Montgomery modular multiplication is proposed by Y Y 

Zhang, Z Li, L Yang and S W Zhang [4]. In this each input 

and output operands are represented in binary. The 

intermediate result in carry save format to avoid carry 

propagation. But the format conversion from carry save 

format [4] [5] of the final modular product into its binary 

representation is needed at the end of each Montgomery 

modular multiplication. This conversion can be accomplished  

by extra clock carry propagation adder. Hence it required 

extra clock cycle for the format conversion and it also 

increases the hardware complexity. 

To enhance the efficiency of Montgomery modular 

multiplication, combination of carry save adder with other 

technique such as high radix [8] is used. The high radix means 

the number of multiplier bits are inspected per clock cycle. It 

enhances the efficiency of carry save adder in the expense of 
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critical path delay and increased number of clock cycle for 

performing high radix multiplication. 

IV. CONCLUSION 

In this paper, we have given an introduction of Montgomery 

modular multiplication which is used in the cryptography 

system. And also compared different modification done in 

Montgomery modular multiplication. From the above 

discussion it is clear that, we can further improve the 

performance of the Montgomery modular multiplication. 
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