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Abstract— A MANET is an infrastructure less network, 

which consists of number of mobile nodes with wireless 

network interfaces. In MANET the communication among 

the nodes will be in such a way that the nodes dynamically 

establish path among one another. The popularity of these 

kinds of networks created security challenges as an important 

issue. The nature and structure of such networks makes it 

attractive to various types of attackers. This paper focuses on 

the spoofing attack which takes the largest probability of 

occurrence in the ad-hoc networks. We have tried to resolve 

this issue using Diffie -Hellman technique and also the time 

and power is shown efficiently by implementing Elliptical 

Cryptography Curve (ECC) method. The protocol used in this 

paper for resolving the above issues is Dynamic Source 

Routing (DSR) based routing mechanism. The simulation 

results are provided which indicates the packet delivery ratio, 

routing overhead, throughput, energy and delay. 
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I. INTRODUCTION 

MANET stands for Mobile Ad hoc Network in which there is 

no fixed location. In MANET each node is independent to 

move around and each node acts as a router. Fig 1 indicates 

the overall architecture of MANET. MANET is one of the 

innovative technology which is widely used in the 

networking field. MANET is used mostly for applications 

such as disaster relief, military service, and so on. Routing 

attacks are most commonly detected in MANETs[2]. The 

security issues are high in MANETs 

 
Fig. 1: Architecture for MANET 

A. Various Types in MANET:  

    MANET can be classified in the following ways  

1) Vehicular Ad-Hoc Networks: 

VANETs are used for communication among vehicles and 

between vehicles and roadside equipment. These are 

acclimated for advice a part of cars and amid cars and 

roadside equipment. Vehicular Ad-hoc networks are 

affectionate of bogus intelligence that helps cars to behave in 

an able address during vehicle-to-vehicle collisions, 

accidents bashed active etc. 

2)    Smart Phone Ad-Hoc Networks: 

SPANs implements the existing hardware in commercially 

available smart phones to create peer-to-peer networks 

without relying on cellular carrier networks, wireless access 

points, or traditional network infrastructure. 

3) Internet Based Mobile Ad-Hoc Networks: 

iMANETs are Ad-hoc Networks that link mobile nodes and 

fixed Internet-gateway nodes. In such type of networks 

normal ad-hoc routing algorithms don't apply directly. These 

networks support self-organizing, mobile networking 

infrastructures. 

4) Intelligent Vehicular Ad-Hoc networks: 

InVANETs are a kind of artificial intelligence that helps 

vehicles to behave in intelligent manners during vehicle-to-

vehicle collisions, accidents, drunken driving etc. 

B. Characteristics of MANET: 

 In MANET, each node act asboth host and router. 

 High user density and largelevel of user mobility. 

 Nodal connectivity is intermittent. 

 Distributed nature of operation for security, routing and 

host configuration. A centralized firewall is absent here. 

C. Challenges in MANET: 

 Packet loss -Higher packet loss is due to factors that 

results in collisions, interference, frequent breakage in 

paths, increased collisions due to the presence of hidden 

terminals and uni-directional links. 

 Battery constraints –Devices have restrictions on the 

power source to maintain size, portability and weight of 

the device. 

 Changes in route due to mobility -The dynamic nature of 

network topology results in frequent path breaks and the 

route is changed due to the presence of mobile nodes in 

the network.   

 Security threats -The wireless medium is vulnerable to 

eavesdropping. Mobile Ad -hoc Networks are exposed to 

numerous security attacks. 

 Poor Transmission Quality- This is an inherent problem 

of wireless communication caused by several error 

sources that result in degradation of the received signal. 

D. Attacks in MANET: 

MANET security Layer and the[2] corresponding attacks  

 Application Layer- Maliciouscode, Repudiation.  

 Transport Layer- Sessionhijacking, SYN Flooding.  

 Network Layer - Flooding,Black Hole, Grey Hole,   

Worm Hole,Spoofing. 
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 Data Link Layer – Trafficanalysis and monitoring.  

 Physical Layer –TrafficJamming, Eavesdropping. 

 
Fig. 2: Routing in MANETs 

II. RELATED WORKS 

A. Blackhole Attack specification: 

The data forwarding between source and destination will not 

be proper in occurrence of black hole attack due to malicious 

nodes present in the network. The malicious nodes 

themselves acts a legitimate node[3] in the route of source 

and destination initially and it causes the data dropping. 

1) Types of Black Hole Attack: 

 Internal black hole attack 

The malicious node acts as an internal node it will start the 

attack only at the time of data transmission and becomes the 

active node in the route of source and destination and can 

make any changes in the data using the success of its attack. 

 External black hole attack 

The malicious node acts as an external node which identifies 

the active route and takes the details of destination address. 

The malicious node sets the destination address field as 

spoofed destination address and broadcasts routing request 

and updates in routing cache where source starts sending the 

data and data dropping occurs.     

B. Detection and Removable of Black Hole Attacks: 

The source node wants to transmit data then initially it sends 

request to the nearest backbone node for a restricted IP(RIP). 

Both destination and RIP gets the RREQ from the source 

node. If the destination node only sends the RREP to the 

source and not from RIP then the network is free from black 

hole attack. So further the data transmissions will continue 

reusing the same RIP for certain amount of time. If source 

node gets RREP from RIP[5] then it means occurrence of 

black hole in the network and source node alerts its 

neighboring node for the detection and sends dummy files to 

destination. All the neighboring nodes monitors and if the 

packet loss is greater than the expected level it detects the 

malicious node and mark it as black hole thereby no nodes 

will communicate with that node.  

C. DSR Based On Routing Scheme: 

Collaborative black hole attack is prevented using bait DSR 

scheme. This scheme comprises of both the merits of  

proactive and reactive protocols. In this method initially the 

source node sends the bait RREQ packet before the route 

discovery phase and to avoid the traffic jam problem[8] DSR 

protocol allows it to survive only for particular period of time. 

The bait RREQ able to identify the false RREP from the 

malicious node and marked it as black hole node in the list. 

The packet delivery ratio is high comparatively by using DSR 

based routing scheme in detecting the collaborative black 

hole attack. 

D. Cooperative Bait Detection Scheme (CBDS): 

Cooperative Bait Detection Scheme[1] minimizes the 

duplicate path  information of malicious node and the 

legitimate node will send RREP to all the request without 

checking it as a malicious node and will lead to data dropping 

Using CBDS technique discard the nodes which will cause 

more data dropping and listed as a black hole node in the list 

Initially the black hole attack is detected using proactive 

protocol and later it is turned the work of reactive protocol. 

After the detection of the attack alarm packets are added 

thereby no other node will communicate with that detected 

malicious node in the list. 

III. PROPOSED SYSTEM 

In this paper we have focused on the security issues which is 

major in MANET. According to the survey, several 

algorithms are proposed to detect and prevent the 

collaborative attacks that occur in MANET. In this paper we 

have considered the detection of spoofing attack which is 

most vulnerable in the ad hoc networks. To resolve this issue 

we have used the Diffie-Hellman method for sharing the 

secret key among the parties so that the spoofing attack can 

be prevented. In the worst case if the attackers try to hack the 

secret key, then it can be solved using Elliptical Curve 

Cryptography mechanism which is also focused in this paper. 

So that the attack may be prevented efficiently and also the 

simulation results are provided which indicates the packet 

delivery ratio, delay and the control overhead. 

A. Spoofing Attack: 

A Spoofing Attack an malicious impersonates node A and 

node B communicating on a network and to launch attacks 

against network hosts. This attack both node calculate the 

shared key. There are three types Spoofing Attack .They are 

IP Address Spoofing attacks, DNS server Spoofing attacks, 

ARP Spoofing attacks. 

1) IP Address Spoofing Attacks: 

It is most commonly used in Spoofing attacks.DOS attacks 

frequently use IP Spoofing. An attacker sends the information 

to the destination. But attacker does not bother the receiving 

responses to the affected packets. IP spoofing of attack on 

remote system is effortful, the attacker node can contact the 

target easily. 

2) DNS Server Spoofing Attacks: 

Domain Name Server (DNS) is a computer hacking attack. It 

is used to translates the user readable into the machine 

readable(IP address) is used to communication between 

nodes  by using route. It has received the wrong transaction 

and it is the consider as false. It is used to frequently spread 

the computer viruses. 

3) ARP Spoofing Attacks: 

Address Resolution Protocol(ARP) is used the IP to MAC 

address for castling the data. In ARP  a affected nodes sends 

spoofed ARP message in the local network and compare the 

MAC address with the IP address of the network. It works 

only in the local network. The methods of commercial 

protocols to authenticate DH exchange can be classified into 

four main groups: 
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4)  Certificate:  

The public DH public parameters and key of  source to 

destination in certificate. This types charge  the receiver to 

given the authentication through public key. The destination 

same result as the source then provide certificate. 

5) Signature on Exchange: 

 TLS/DTLS/IKEv2 it all exchanged message 

together with the related nodes and are signed certificate and 

send to the other node with the corresponding certificate. In 

IPsec both nodes exchange the sign, ID and  Nonce. Signature 

on exchange and certificate: secure shell give the 

authentication by  sending hash of formerly exchanged 

message, and also DH public key. The Authentication of the 

key be verified by two ,they are (1) certificate (2) local 

database. 

The user authentication is carried out by 

 Client send public key in a message with signature and 

private key. 

 Client sending message which contains encryption 

password. 

 Host-based authentication, in which sender allows 

authentication on the host .If receiver authentication fail, 

the sender allows retry the authentication by receiver.  If 

the receiver does not prove the  authenticity the sender 

discard the key. 

B. Diffie Hellman Keyexchange (D-H): 

 

The Diffie-Hellman key agreementprotocol(1976) was 

introduced for sharing secret key over an unsecured 

communication channel. The point is to agree on a key that 

Today, D-H algorithms are used by protocols such as Internet 

Protocol Security (IPSec) ,Secure Shell (SSH) and Secure 

Sockets Layer (SSL).Diffie-Hellman Key exchange is the 

cryptographic protocol in which unknown parties share secret 

key among each other. Diffie-Hellman is not basically an 

encryption algorithm. It is a key exchange algorithm. Two 

parties can use for a symmetric encryption, in such a way that 

an eavesdropper cannot obtain a key. D-H is used to secure a 

variety of internet services. According to the research 

published earlier, it is analysed that D-H method is no strong 

enough to prevent security services of large governments. 

1) Steps in Algorithm:  

1) Sender and Receiver agree on a prime number ‘p’ and a 

base ‘g’ which is public. 

2) Sender chooses a secret number ‘a’, and sends Receiver 

the value of ‘A’ by computing A= (g^a mod p).  

3) Receiver chooses a secret number b, and sends Sender 

the value of ‘B’ by computing B= (g^b mod p).  

4) Sender computes K= (B^a mod p).  

5) Receiver computes K= (A^b mod p).  

6) Both Sender and Receiver can use the K-value as their 

key. 

2) Diffie-Hellman In Ipsec: 

Internet Protocol Security (IPSec) is established by the IETF. 

The protocols defined earlier (SSH,SSL) is specific for 

practical and also protect the traffics in their application. 

IPSec is also used to develop the IP traffic. IPSec use the D-

H and asymmetric cryptography is to design the identities, 

preferred algorithm and also a shared private. This algorithm 

uses the symmetric key to encryption of the bulk data is 

transferred. The encryption exchange of information that 

defines the encryption parameter for the original data. Add to 

the rfc, good, IPSec descriptions. 

3) Diffie-Hellman In SSH: 

Secure Shell (SSH) is consist of two methods. They are 

protocol and program is used  to encryption algorithm 

between two system. In the earlier tools do not encryption of 

their traffic, including the checking process. Secure Shell was 

introduced by tatu ylonn in 1995 and spread quickly through 

the UNIX world and also available for other platforms. The 

secure shell transport layer protocol is explained in the IETF 

draft document. This is commonly runs on tcp using port 22 

and the higher-level protocols. Hashing function shared the 

secret to an encryption key negotiated symmetric algorithm. 

C. Elliptical Curve Cryptography: 

Elliptical curve cryptography was introduced by Neal Koblitz  

and Victor Miller in 1985.It was standardized and started 

getting commercial acceptance only at late of 1990’s[4].ECC 

was specially designed to work in ad-hoc wireless networks 

and mobile networks. The common perception of public key 

cryptography is that it is complex, slow and power hungry, 

and as not at all suitable for use in ultra-low power 

environment like wireless Sensor Network. Elliptic curve 

Cryptography algorithm for light weighted . Here each node 

is limited to broadcast the message to only its neighbors. The 

two phases in the algorithm are specified below 

1) Before Deployment of The Sensor Nodes: 

The base station picks a base point G  whose order is a very 

large value S.  The base station select private value 

S1,S2…..SN for sensor nodes 1,2….n respectively, which is 

less than S for every station and for itself also. These are the 

private keys for each of the sensor nodes and base station. The 

public keys are generated by the base station for each of the 

sensor nodes  by following equation. 

P = S * G 

Where S and P are the private and public values of 

the nodes.  

2) After Deployment of Each Sensor Nodes: 

Every node in the network broadcast their public value P to 

its neighboring node with its id. Later, every node calculate 

its secret key (that will be different for each pair) by using 

following equation, let second node is the neighbor of the first 

node, so by using following equation 1 and 2 generate same 

key K( symmetric Key) at both the end.  

K=s1 * p2 ( at node 1) 

K= s2 * p1 ( at node 2 ) 

Now every node has a secret key to exchange the 

message to each other with its id. This show confidentiality, 

data integrity and authentication to each other. Then as first 

message every node sends a HELLO packet to its neighbors 

containing its id and a nonce starting with 1 and encrypted 

with respective Key. Now the receiving node receives and 

decrypts the HELLO packet and store the nonce with id. For 

any next message between them every packet contains the 

nonce with a increment of one with the data so that the 

receiver can verify that the current data is not a duplicate one 

using comparator. So it can prevent the replay attack.   
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Fig. 3: ECC D-H key exchange 

IV. SIMULATION RESULTS 

PARAMETERS VALUES 

Number of nodes 30 

Threshold 100 

Malicious Nodes 0% to 40% 

Routing Protocol DSR 

Initial Energy 100J 

Sleep power 0.1 

Transmission Range 250m 

Transmission Power 0.015 

 
Fig. 4: Identification of source, destination and malicious 

nodes 

Fig 4 represents the creation of nodes with 6th node 

as the source node and the 4th node as the destination node. 

The node 8,15 and 24 are detected as the malicious node . The 

screenshot indicates the occurrence of the attackers in the 

Mobile Ad hoc Networks which is resolved in his paper using 

two different approaches which is Diffie-Hellman(D-H) and 

Elliptical Curve Cryptography (ECC). The graphical 

representation for this project is specified below 

 
Fig. 5: Packet Delivery Ratio 

 
Fig. 6: Delay Ratio 

 
Fig. 7: Throughput Ratio 
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Fig. 8: Energy 

 
Fig. 9: Control Overhead 

V. CONCLUSION AND FUTURE WORKS 

We have discussed about the way to detect and prevent the 

spoofing attack efficiently using Diffie-Hellman and 

Elliptical Curve Cryptography method. It is a necessity that 

the energy should be maintained effectively which will be 

discussed in further projects. 
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