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Abstract— In computing, data deduplication is a specialized 

data compression technique for eliminating duplicate copies 

of repeating data. In this paper we use the data deduplication 

algorithm, in which unique parts of data, are identified and 

stored during a process of analysis. As the analysis 

continues, other parts… are compared to the stored copy and 

whenever a match occurs, the duplicate parts are replaced 

with a small reference that points to the stored parts of data. 

The same byte pattern in some part of complete file may 

occur thousands of times (the match frequency is dependent 

on the part (chunk) size), the amount of data that must be 

stored or transferred can be greatly reduced. Our techniques 

are provably accurate, yet run with very low memory 

requirements and avoid overheads associated with 

maintaining large deduplication tables. To remove the 

overhead associate with deduplication tables we examine the 

file metadata before calculating the hash values which are 

used to detect duplicate chunks in file.   
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I. INTRODUCTION 

Backing up the data from your cellphone to the cloud is 

fairly routine. The hard job is on the back end, where service 

providers and large companies need to move, protect and 

store the massive amounts of data they have within and 

between their datacenters. Here's where data deduplication 

comes useful. 

Data deduplication (often called "intelligent 

compression" or "single-instance storage") is a method of 

reducing storage needs by removing redundant data. Only 

one distinctive occurrence of the data is actually reserved on 

storage media, such as disk or tape. Redundant data is 

swapped with a pointer to the distinctive data copy. It has a 

number of benefits like Reduced hardware costs; Reduced 

backup costs; Reduced costs for business continuity / 

disaster recovery; Increased storage efficiency; and 

Increased network efficiency. 

Data deduplication can usually function at the file 

or block level. Block deduplication looks within a file and 

saves unique repetitions of each block. Each chunk of data is 

processed by a hash algorithm such as MD5 or SHA-1. This 

process produces a distinctive number for each part which is 

then kept in an index. If a file is updated, only the altered 

data is saved. That is, if only a few bytes of a document or 

presentation are altered, only the altered blocks are saved; 

the changes don't found an entirely new file. This activity 

makes block deduplication far more efficient. Yet, block 

deduplication takes further processing power and uses a 

much larger index to track the distinct pieces. 

In easy terms, data deduplication compares objects 

(usually files or blocks) and removes objects (copies) that 

already exist in the data set. The deduplication process 

removes block that are not unique.   

Simply, the process consists of four steps: 

1) Divide the input data into blocks or “chunks.” 

2) Calculate a hash value (fingerprints) for each block of 

data. 

3) Use these values to determine if another block of the 

same data has already been stored. 

4) Replace the duplicate data with a reference to the object 

already in the database. 

II. BACKGROUND AND MOTIVATION 

IDC reports that there are about 75% redundant data across 

the world. The data is growing at very faster speed and it is 

doubling in short span of time. Managing this data is hard 

and intelligent task.  Storage-based data deduplication 

decreases the amount of storage required for a given files. It 

is most effective in applications where many copies of very 

similar or even identical data are stored on a single disk a 

remarkably common situation. In the case of data backups, 

which regularly are achieved to defend against data loss, 

most data in a given backup remain unaffected from the 

earlier backup. 

III. DESIGN AND IMPLEMENTATION 

In this section, we will first describe the architecture 

overview of our Data deduplication process. Then we give 

detailed description of its design and implementation 

algorithms. At the end of this section, we discuss the overall 

workflow of Data deduplication. 

Deduplication is the method of five stages: Chunking, 

Fingerprinting, Duplicate detection and Updating databases 

and storing distinctive data. Time consumed by a file for 

processing these phases is –  

T𝐷 = T𝑐 + T𝑓𝑝 + T𝑑𝑑 + Td -(1) 

Where, TD is Deduplication time.  

Tc, Tfp, Tdd, and Td - time required for several stages.  

At any occurrence of backup procedure, user can 

give a single file or group of files for backup. If there are 

multiple files; sequential processing of these files with sub-

tasks can disturb the throughput of deduplication. For n files 

total time spent for deduplication is:  

TD = ∑ Tc +  Tfp +  Tdd +  T𝑑 𝑛
𝑖=0  - (2) 

For several files, we can succeed the throughput more 

resourcefully by parallel execution of Chunking, 

Fingerprinting, and hash calculation requires more time. In 

order to preserve data integrity, we can synchronize the 

updates and writes on the database. 

A. System Architecture Overview 

Our data deduplication architecture consists of three key 

functional components, namely, file daemon (FD), 
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deduplication server (DS), and storage Node (SN), which 

are deployed in the data storage systems. DS and SN can be 

at any remote location whereas FD is installed on each client 

machine that requires data storage services. 

File Daemon is a program providing a functional 

user interface to the users. It is used to upload and download 

the file from the storage node. The processes of chunking, 

fingerprinting, and storing in temporary storage are done by 

FD at primary stage of deduplication process. FD also 

responsible to communicate with DS and SN to store and 

retrieve data over network. 

Deduplication server stores fingerprints and lookup 

when new chunk comes. It communicates with FD and SN 

to allow FD to store identical data to SN. DS is also 

responsible to take its own backup on the SN.  

Storage Server is the repository for data uploaded 

by users. SN manages multiple Storage Agents for 

scalability and provides reliable and fast services. It contains 

storage node. Incoming file is handled by the storage agent 

and stored on the disk. After storing the file, it sends the 

conformation to the deduplication server that file is stored. 

 
Fig. 1: System Architecture 

B. Chunk Formation 

Chunk formation is done at the file demon. A complete file 

is breaks into number of parts called as chunks. Chunking 

algorithm is mainly divided into two categories: Fix-Size 

Chunking (FSC) and Variable-Size Chunking (VSC). FSC 

create chunks of file into defined fix-size chunks, so it is fast 

and efficient. But FSC is exposed to any modification in a 

file, which would lead to new restrictions, and FSC cannot 

recognize original repetitive chunks. The VSC method tend 

to need much more computation capability and are more 

inefficient compared with FSC. VSC is not exposed to the 

changes in a file and can recognize the redundant chunks by 

reducing the time and computation.  

C. Fingerprint Calculation  

After chunking the file, hash values are assigned to each 

chunk using various hashing algorithms. Hash values 

(fingerprints) are unique to each chunk. There are two major 

types of hashing algorithms: Weak hashing algorithms like 

Rabinhash, MD5 and Stronger hashing algorithms like 

SHA-1, SHA-2, and tiger hash. Weak hashing algorithms 

are fast to compute but may lead to hash collisions; which 

may affect the performance of deduplication process. Strong 

hash algorithms are slow to compute but chances of hash 

collisions are very low comparative to weak hash 

algorithms. We are using SHA-1 algorithm to calculate hash 

values. SHA-1 generates 160-bit hash value. 

D. Similarity Detection using File Metadata 

We improve deduplication index scalability by combined 

exploitation of similarity and locality. It exploits similarity 

by grouping strongly similar files. Similarity if detected by 

using the file metadata. We indexed files by checking its 

type by its extension. Similar file chunks have more 

probability of data deduplication rather than different file 

type. We stored fingerprints of similar file chunk in different 

database. It improves the indexing performance by reducing 

lookup time of new chunks as shown in figure 2. Similarity 

algorithm is implemented in file daemon which detect and 

send fingerprints with metadata to the dedupe server. 

 
Fig. 2: Chunk Similarity detection 

E. System Workflow 

Input: File to be stored.  

Output: Identical / Non-identical File  

foreach file from user do  

h ← Hashing (h); 

if h == storedhash 

File is duplicate 

passReferencePointer 

else  

Chunks ← GenarateChunks(f); 

ch ← Hashing (Chunks); 

foreach  ch do  

if ch = stored ch;  

Chunk is duplicate. 

passReferencePointer; 

else  

Chunk is unique. 

storeChunk 
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Fig. 3: 

IV. CONCLUSION 

We also make groups of fingerprints that are of same type of 

file. This will increase the access rate of stored chunks. It 

removes the bottleneck created at the searching of the 

fingerprints. Reduced Storage Allocation – Deduplication 

can reduce storage needs by up to 90%-95% for files such 

VMDKs and backups. It is beneficial where users store large 

number of redundant data. Efficient Volume Replication - 

Since only unique data is written disk, only those blocks 

need to be replicated. This can reduce traffic for replicating 

data by 90%-95% depending on the application. When data 

deduplication is applied, the integrity of the data is 

maintained. Data Deduplication uses identity validation 

checksum, and consistency to ensure the integrity of data. At 

the event of data loss or corruption redundancy in data 

deduplication ensure data recovery.  
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