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Abstract— The mobile ad-hoc network is the self configuring 

type of network in which mobile nodes can its location any 

time. Due to its decentralized nature, much type of active and 

passive attacks is possible in the network. Jamming is the 

active type of attack which degrades network performance in 

terms of throughput, Packetloss, Retransmission attempts, 

Energy and PDR.  In this work, novel technique is been 

proposed which will detect and isolate malicious nodes from 

the network. The proposed technique will be based on 

monitor mode and threshold. The simulation is been 

performed in NS2 and it is been analyzed that proposed 

technique performs well in terms of throughput, Packetloss, 

Retransmission attempts, Energy and PDR. 
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I. INTRODUCTION 

The communication between computers with the help of 

standard network protocols is known as wireless networking 

technology. The communication is done without using any 

external cables in the network and the transmission is done 

through radio waves at the physical level. This network is 

also known as Wi-Fi or WLAN. The communication 

between two devices in this network can be done through 

radio frequency. The IEEE standard for wireless network is 

802.11. There are two types of Wireless Operating modes: 

A. Infrastructure Mode 

B. Ad-hoc Mode or Infrastructure less Mode 

Here, the communication in the infrastructure based network 

takes place between the wireless nodes and the access points 

and no direct communication is done between the wireless 

nodes. The medium access is handled by the access point 

and this access point acts as a bridge in between the wireless 

and wired networks. Fixed numbers of base stations are used 

in this network and if any node goes out of range of a 

particular base station, another base station comes in the 

range. Cellular networks are an example of the infrastructure 

based networks. In this network the infrastructure is 

centralized based and the controlling activity is done by the 

controller such as a router. On the contrary, the 

infrastructure less network does not require ant parameters 

for design and working. The communication with other 

nodes in this network can be done directly and there is no 

access point needed for controlling the medium access. All 

the nodes available in this network act as routers and are 

capable of moving. These nodes can also be connected 

dynamically in an arbitrary manner [6].  

MANET (mobile ad hoc network) is a robust 

infrastructure less wireless network which is formed either 

by all mobile nodes or by both fixed as well as mobile 

nodes. Arbitrary topology is formed by connecting nodes 

randomly amongst each other. The nodes can act either as 

routers or as hosts. The nodes have the property of self-

configuration which can be helpful in providing 

communication in areas where it is difficult to communicate. 

These are areas mainly which are disaster prone or 

emergency search and rescue operations in which the 

network connection is needed on urgent basis. There is need 

of both static as well as dynamic routing protocols in 

MANET. In an ad hoc network there is no centralized 

infrastructure available which results in imposing great 

challenge to the functionality of the network. To avoid this, 

MANETs are proposed which have the property of 

accepting and routing traffic from the intermediate nodes 

towards the destination. The nodes cannot act both as the 

routers as well as hosts. Energy constraint occurs in the 

network if there is frequent breakage of connection and re-

connecting found in the network. Due to the limited 

bandwidth and node mobility found in MANETs, the energy 

efficiency, the topological changes as well as the unreliable 

communication in design are taken care of. The routing 

protocols that are used for communication play a very 

important role in this network. This is due to the fact that 

there is a huge impact on the complete network due to these 

routing protocols. 

II. REVIEW OF LITERATURE 

In paper [1] Caimu Tang et.al proposed efficient 

authentication mechanisms for low-power devices. In the 

proposed scheme the mobile station only need to pass one 

packet for mutual authentication. They used the elliptic-

curve-crypto system based trust delegation Mechanism to 

generated group pass code for mobile station authentication. 

The authentication mechanism is helpful in preventing 

networks from various active and passive attacks. The 

authentication of devices is done through the exchange of 

one packet while visiting the base station. When compared 

to the other authentication methods proposed, this method 

involves less computations and message exchange.  

In paper [2] Jacek Cicho et.al discussed the 

problem of efficient alarm protocol for ad-hoc radio 

networks. These networks consist of devices that try to gain 

access through a shared radio communication channel which 

is used for transmission purpose. At any instance, there 

might be a sudden requirement of alerting the target user 

regarding any dangerous radiations of any type. For this 

purpose, a protocol which uses O (log n) time slots is used. 

This protocols shows that (log n= log n) is a lower limit for 

the time slots involved.  

In paper [3] Priyanka Goyal et.al discussed about 

the Mobile ad-hoc networks which are now used in various 

fields for evolving the research and development of wireless 

networks. There are various challenges faced by MANET 
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which are to be resolved by enhancing the special properties 

of MANET. In this paper, the features, categories as well as 

vulnerabilities of MANET are mentioned for getting 

detailed view about these networks. Towards the end, the 

emerging applications as well as the future enhancements to 

be proposed in MANET are also mentioned.  

In paper [4] Liu et al. proposed a novel two-phase 

jamming detection method for sensor networks. In first 

phase, some signs of jamming are identified speedily. When 

signs are found then second phase of detection is applied. In 

this technique we don’t requires any extra communication or 

hardware. 

III. ATTACKS IN MANET 

Providing better security solutions to the wireless ad-hoc 

network is a major challenge in MANETs. For this purpose, 

it is important to study all the attacks that are possible to 

occur while there is data transmission occurring in the 

network. Numerous types of attacks are found in MANET. 

Basically the classification of attacks is done in two parts:  

A. Active attack 

Active attacks are of two types, internal attacks and external 

attacks. These types of attacks affect the performance of the 

network. The tasks performed are also affected as the 

modified data could also be sent which might be a false 

message.  

1) Internal attacks 

These types of attacks are found within the network. The 

attacker nodes are found within the network and these nodes 

take unauthorized access. They behave as normal nodes and 

thus disrupt the network on authentication base. The traffic 

in between the other nodes is also analyzed by these nodes 

and they begin to involve in various other activities of the 

network.  

2) External attacks 

These types of attacks are made by the attacker nodes found 

outside the network. These nodes are not present within the 

network and create authentication issues from the outside. 

The examples of these types of attacks are: jamming, 

modification and message reply. 

B. Passive attacks 

Passive attacks are attacks that are difficult to find on the 

network and does not disturb the network task, performance 

and actions. The most common example of passive attacks 

is traffic analysis and traffic monitoring. 

 
Fig. 1: Security attacks for different layers 

Fig 1 describes the security attacks, there are two 

types of security attacks one is active attack and other is the 

passive attack. The common passive attack is the snooping. 

Active- attacks are five types such as attack on MAC layer, 

network layer, transport layer, application layer and other 

attacks. The attack on MAC layer is Jamming attack. The 

attacks on network layer are black-hole, wormhole and 

Gray-hole attack. The attack on Transport layer is Session 

hijacking. The attack on Application layer is Repudiation. 

The other attacks are DoS attack and Device tempering. 

1) Jamming attack 

The jammer is an entity with the aim of attempting to 

involve in the sending and receiving of data within the 

wireless communications of network. For blocking the legal 

traffic of the wireless channel, the jammer continuously 

emits RF signals. The jamming attacks have common 

properties which involve the usage of MAC protocols for 

their interactions [2]. A ratio of the number of packets sent 

out by any justifiable traffic source to the number of packets 

to be sent by the MAC layer is taken. This attack has a 

number of sources instead of just one source. These sources 

send the rough packets to the transmission channels and to 

the jammed channels as well. This results in packet loss 

which further decreases the efficiency and reliability of the 

system. The problems such as the unavailability of free 

channel, delay in transmission and new packet drops due to 

the absence of buffer space are seen. 

a) Physical Jamming (Physical Layer) 

Another simple however, disruptive form of DoS attack is 

the Physical or Radio jamming found in the wireless 

networks. The reasons behind such attacks are the 

continuous emission of radio signals or the sending of 

random bits to other channels. The monopolizing of the 

wireless medium can be done for causing such attacks by 

the jammers which can result in denying a complete access 

to the channel. The channel is to be made idle and the carrier 

sensing time required is usually large. The nodes enter into a 

large exponential back-off period, so this results in affecting 

the adverse propagating affect. 

b) Virtual Jamming (MAC Layer) 

The virtual carrier sensing is utilized in IEEE 802.11 for 

checking the availability of the wireless medium. The 

attacks on RTS/CTS frames or the DATA frames can be 

used for introducing jamming at the MAC layer. The MAC 

layer provides a benefit of providing the adversary node to 

consume less power while it targets these attacks. The 

consumed power is less as compared to the physical radio 

jamming. In this paper, the DoS attacks made at the MAC 

layer are discussed. These attacks result in collision of 

RTS/CTS control frames or DATA frames. 

IV. PROPOSED METHODOLOGY 

A partial DoS attack which is triggered by the malicious 

nodes in the network is known as jamming packet. To 

remove the jamming attacks from the network, various 

techniques have been proposed. The affects of jamming 

attack are that the throughput of the network gets reduced as 

well as the delay is increased at a steady rate. In this work, 

the jamming attack of AODV protocol is detected and 

isolated. The route is established between source and 

destination on the basis of hop counts and sequence 

numbers. The malicious node exists in the route which is act 

as source or multiple sources. The proposed methodology 

will detect the malicious node and isolate, it from the 
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network. The throughput of the network is of great concern 

in this methodology. The nodes go to the monitor mode 

once the threshold of the network degrades to certain 

threshold value. From the source side, the ICMP packets 

that are generated flood in the network. These packets 

further act as the monitor nodes. The monitoring nodes 

detect the malicious node which is not further sent to the 

destination. When the malicious node is detected by the 

nodes, the reply is sent to the source node. The path is 

isolated to the source which stops forwarding more packets 

further. 

 
Fig. 1: Flowchart of proposed technique 

A. Experimental Results 

 
Fig. 2: Energy Graph 

As shown in figure 2, Energy graph is represented. Red line 

shows AODV energy, green lines shows previous energy 

and blue lines shows proposed energy. New proposed 

system takes less energy as compared to the existing system. 

So the new technique is more efficient. 

 
Fig. 3: Packet losses Graph 

As shown in figure 3, packet loss is less in new 

proposed than the existing system. Blue lines shows less 

packet loss of new system and Green lines shows more 

packet loss in existing system. 

 
Fig. 4 Throughput Graph 

As illustrated in figure 4, the throughput of the 

AODV, proposed and existing algorithms is compared. It is 

been analyzed that network throughput is high when the 

attack is isolated from the network.  

 
Fig. 5: PDR Graph 
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As shown in figure 5, the PDR of the proposed and 

existing algorithms are compared to analyze network 

performance. It is been analyzed that PDR of the proposed 

algorithm is increased at steady rate after attack isolation in 

the network. 

 
Fig. 6: Retransmission attempts Graph\ 

As shown in figure 6, the retransmission attempts 

of the AODV, proposed and existing algorithms are 

compared to analyze network performance. It is been 

analyzed that retransmission attempts of the proposed 

algorithm is decreased at steady rate after attack isolation in 

the network.  

Parameter 
AODV  

Jamming 

Old 

algorithm 

New 

Algorithm 

Energy 42 joule 28 joule 24 joule 

Packetloss 25 packet 9 packet 6 packet 

Throughput 29 packet 37 packet 53 packet 

PDR 
0.85 

packet 

0.88 

packet 

0.96  

packet 

Retransmission 

attempts 

100 

packet 
44 packet 

33  

packet 

Table 1 Comparison of technique 

From the Table 1 it is represented that the 

performance computed in the case of the purposed algorithm 

is better as compared to old algorithm. While using the same 

parameters, the throughput in proposed approach is better 

than the existing approach. 

V. CONCLUSION 

In this paper, it is concluded that the demand of monitoring 
nodes prevent the various inside and outside attacks. We 
evaluate the ICMP protocol for authentication. In our work, 
we propose a new technique to isolate attack between the 
mobile nodes. We implement new proposed technique and 
compare the results with the previous techniques. 
Experimental Result shows that proposed technique is better 
than existing technique. 
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