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Abstract— In the world of Internet we can see the different 

use of Internet for various purpose like in business, 

entertainment, education etc. In day to day life there is excess 

use of Internet. But there is always two sides of every coins 

similarly Internet has some advantages and disadvantages. 

The disadvantage of Internet can be term as cybercrime 

which is the illegal use of Internet. 
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I. INTRODUCTION 

As our world is transformed by the revolution in information 

technology that is now underway, cyber crooks work to 

exploit every opportunity they find. While cybercrime 

threats may come from anywhere – from lone individuals to 

nation states – the greatest challenge takes place where 

technology enables once-isolated criminals to join forces 

with one another, often anonymously. The Internet is a 

factor for economic growth that has emerged as a major 

communication, creation and distribution channel. However, 

it has also facilitated illegitimate commerce and allowed the 

sale of counterfeit goods and the piracy of works on a much 

wider scale, to the detriment of consumers and legitimate 

business. 

II. CYBER CRIMES 

There are may kinds of Cyber crimes which are taking place 

on Internet some of which are Hacking, Denial of Service 

Attack, Virus Dissemination, Computer Forgery, Credit card 

Fraud, Phising, Cyber Stalking, Internet Time theft, Salami 

attack, Financial crimes, Cyber pronography, Sale of illegal 

articles, Online gambling, Intellectual Property crime, Email 

spoofing, Forgery, Cyber Defamation.  

A. Hacking 

Hacking in simple terms means an illegal intrusion into a 

computer system and/or network. Every act committed 

towards breaking into a computer and/or network is hacking. 

Hackers write or use ready-made computer programs to 

attack the target computer. They possess the desire to 

destruct and they get the kick out of such destruction. Some 

hackers hack for personal monetary gains, such as to 

stealing the credit card information, transferring money 

from various bank accounts to their own account followed 

by withdrawal of money. They extort money from some 

corporate giant threatening him to publish the stolen 

information which is critical in nature.  

B. Denial of Service Attack 

This is an act by the criminal, who floods the bandwidth of 

the victims network or fills his e-mail box with spam mail 

depriving him of the services he is entitled to access or 

provide Short for denial-of-service attack, a type of attack 

on a network that is designed to bring the network to its 

knees by flooding it with useless traffic. Many DoS attacks, 

such as the Ping of Death and Teardrop attacks, exploit 

limitations in the TCP/IP protocols. For all known DoS 

attacks, there are software fixes that system administrators 

can install to limit the damage caused by the attacks. But, 

like Virus, new DoS attacks are constantly being dreamed 

up by Hacker. 

C. Virus Dissemination 

Malicious software that attaches itself to other software. 

(virus, worms, Trojan Horse, Time bomb, Logic Bomb, 

Rabbit and Bacterium are the malicious 

D. Computer Forgery 

When a perpetrator alters documents stored in computerized 

form, the crime committed may be forgery. In this instance, 

computer systems are the target of criminal activity. The 

authenticity of electronic documents hence needs to be 

safeguarded by making forgery with the help of computers 

abs explicit offence punishable by law. Computers, 

however, can also be used as instruments with which to 

commit forgery. A new generation of fraudulent alteration 

or counterfeiting emerged when computerized color laser 

copiers became available. These copiers are capable of high-

resolution copying, modification of documents, and even the 

creation of false documents without benefit of an original, 

and they produce documents whose quality is 

indistinguishable from that of authentic documents except 

by an expert. These schemes take very little computer 

knowledge to perpetrate. Counterfeit checks, invoices and 

stationery can be produced using scanners, color printers, 

and graphics software. Such forgeries are difficult to detect 

for the untrained eye. It is relatively easy to scan a logo into 

a computer system and go from there.  

E. Credit card Fraud 

The unauthorized and illegal use of a credit card information 

on Internet to purchase property. The authorized user have 

no idea about the transaction taking on his account and the 

amount is being deducted from his account. 

F. Phishing 

The act of sending an e-mail to a user falsely claiming to be 

an established legitimate enterprise in an attempt to scam the 

user into surrendering private information that will be used 

for identity theft. The e-mail directs the user to visit a Web 

site where they are asked to update personal information, 

such as passwords and credit card, social security, and bank 

account numbers, that the legitimate organization already 

has. The Web site, however, is bogus and set up only to steal 

the users information. By spamming large groups of people, 

the phisher counted on the e-mail being read by a percentage 

of people who actually had listed credit card numbers with 

legitimately. Phishing, also referred to as brand spoofing or 

carding, is a variation on fishing, the idea being that bait is 
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thrown out with the hopes that while most will ignore the 

bait, some will be tempted into biting.  

G. Cyber Stalking 

Cyber Stalking can be defined as the repeated acts 

harassment or threatening behavior of the cyber criminal 

towards the victim by using Internet services. Stalking in 

General terms can be referred to as the repeated acts of 

harassment targeting the victim such as following the 

victim, making harassing phone calls, killing the victims pet, 

vandalizing victims property, leaving written messages or 

objects. Stalking may be followed by serious violent acts 

such as physical harm to the victim and the same has to be 

treated and viewed seriously. It all depends on the course of 

conduct of the stalker. 

H. Internet Time theft 

It is a part of hacking in which an unauthorized person use 

Internet without knowing to that person by hacking the ISP 

user id and password. The user can find the time of using 

Internet get reduce without using it and he is not able to 

access complete time for which he paid money. 

I. Salami Attack 

Secrete execution of an unauthorized program that cause the 

unnoticed or immaterial debiting of small amount of assets 

from large number of source. 

J. Financial Crimes 

Closely connected to cybercrime, financial crimes are often 

committed via the Internet and have a major impact on the 

international banking and financial sectors – both official 

and alternative. Financial crimes affect individuals, 

companies, organizations and even nations, and have a 

negative impact on the entire economic and social system 

through the considerable loss of money incurred. 

K. Cyber Pornography 

The Internet is being highly used by its abusers to reach and 

abuse children sexually, worldwide. The Internet is very fast 

becoming a household commodity in India . Its explosion 

has made the children a viable victim to the cyber crime. As 

more homes have access to Internet, more children would be 

using the Internet and more are the chances of falling victim 

to the aggression of pedophiles. 

L. Sale of Illegal Articles 

It is becoming increasingly common to find cases where sale 

of illegal articles such as narcotics drugs, weapons, wildlife 

etc. is being facilitated by the Internet. Information about the 

availability of the products for sale is being posted on 

auction websites, bulletin boards etc. It is practically 

impossible to control or prevent a criminal from setting up a 

website to transact in illegal articles 

M. Online Gambling 

Federal law prohibits individuals from betting on sports or 

gambling contests using a "wire communication facility," 

which includes the Internet. Yet the Internet allows 

immediate and anonymous communication that makes it 

difficult to trace gambling activity. Internet sites can be 

altered or removed in a matter of minutes. For these reasons 

organized crime operates Internet gambling sites. Operators 

alter gambling software to be in their favor so the customer 

always loses. Unlike real casinos that are highly regulated, 

Internet gambling is unregulated and dangerous. Individuals 

gambling on the Internet risk providing credit card numbers 

and money to criminal gambling operators. Further, minors 

can gamble on the sites since the Internet is unaware of the 

age of its users. All a minor needs is access to a credit card 

number. Internet gambling also lures compulsive gamblers 

who may suffer devastating financial losses. 

N. Intellectual Property Crime 

Intellectual property theft involves robbing people or 

companies of their ideas, inventions, and creative 

expressions—known as “intellectual property”—which can 

include everything from trade secrets and proprietary 

products and parts to movies, music, and software. It is a 

growing threat—especially with the rise of digital 

technologies and Internet file sharing networks. And much 

of the theft takes place overseas, where laws are often lax 

and enforcement is more difficult. 

O. Email Spoofing 

Attacker forgery the user email address and use uer email 

address and send email as legitimate user. The user is shock 

by knowing the wrong emails which is not send by him. 

P. Cyber Defamation 

Adding wrong messages or pictures or vedio regarding the 

genual person on internet due to which a person got 

thewrong image in society. 

III. CYBER CRIMINALS 

Kids, Organized hacktivists, Disgruntled employees, 

professional hackers. 

 Kids (9-16 Years): The kids of the age from 9 to16 

years are very pron to use the  Internet in wrong way. 

 Organized hacktivists: These are the people whore are 

always trying to hack something or trying to break the 

code or password for illegal purpose. 

 Disgruntled employees: Some people in organization 

are not loyal with organization and trying to leak 

secure information and misused the authority they 

have. 

 Professional hackers: These are the professional 

hackers whose work is hacking the system. 

IV. CONCLUSIONS 

The cyber crime is the serious issue on Internet causing 

harassment of different resources, harassment of intellectual 

property, sexual, racial, religious, emotional harassment, 

financial asset destroy etc. Within the law enforcement 

agencies, a set of rules must be developed to address the 

various categories of computer crime. 
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