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Abstract— Wireless technology is evolving enormously and 

WSN have progressive applications in the area of 

surveillance and monitoring. A WSN is a system of sensor 

nodes for sensing, grouping and processing information. 

Data aggregation in WSN is employed to fuse data to form 

representative of whole data. In-network aggregation is 

supportive in conserving battery power and reducing 

communication overhead thus enhancing network lifetime. 

Tree-based aggregation is susceptible to error when looses 

sub-tree of readings because of node failure. Synopsis 

diffusion is a framework that avoids problems of tree based 

approach by incorporating multi-path routing and also avoids 

problem of double counting which is moderate in multiple 

routing. This is done by representing sensed value by a 

synopsis which is a bit vector of integers as zero or one and 

any particular reading is counted once. Synopsis diffusion 

has no stipulation of security and compromised node attack 

can’t be prevented using cryptography when security is such 

an important aspect in wireless sensor networks. This paper 

reviews the attack resilient computation algorithm which 

computes the true aggregate in presence of compromised 

nodes by filtering their false contributions. In specific 

concern, the algorithm allows the base station to compute the 

sum or count unharmed in presence of such an attack. 
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I. INTRODUCTION 

Wireless technology is evolving enormously in dealing with 

the security attacks that are often in applications involving 

surveillance, monitoring and data logging. Wireless sensor 

networks are ad hoc networks coordinated by pack of low 

cost, low power, resource-constrained multi- functioning 

sensor nodes. In most cases, the sensor nodes in the wireless 

sensor network form a multi-hop network while the base 

station acts as the central point of control [1]. The sensor 

nodes are interlinked or connected to one another to 

collectively or cooperatively perform some function for the 

sake of assessment of the environmental factors. Basically 

they are used for monitoring the physical conditions such as 

temperature, pressure, humidity, etc, motion sensing, 

monitoring buildings integrity during earthquakes, etc. One 

example of such small sensor devices are the motes under 

development at UC Berkeley [4]. These sensor nodes vary 

in size to efficiently perform calculations and accommodate 

in different fields. A sensor node have a microcontroller that 

controls the monitoring, a radio transceiver that connects the 

node to the network, sensors that can sense simple readings 

to more important and sensitive measures, an energy source 

such as batteries or solar cells, and a memory for storing 

application associated data. 

These sensor nodes have inadequacy in terms of 

computation and battery power. The information from each 

individual sensor can be sent directly to the base station 

which is a more powerful device responsible for collecting 

the information and this leads to increased communication 

overhead and large battery power consumption. One 

common sensor feature is the disproportionally high cost of 

Transmitting information as compared to performing local 

computation. [7]. for this reason, we need a technique that 

reduces amount of information forwarded so that the 

network’s lifetime can be extended. 

 
Fig. 1: Wireless Sensor Network Architecture 

II. AGGREGATION 

Aggregation is a process of reducing amount of data from 

various sensor nodes. The redundant or irrelevant data is 

omitted in the process of aggregation. Basically the process 

combines and summarizes the data. Centralized, De-

Centralized, Cluster-Based, Tree-Based And In-Network 

Aggregation are some of the aggregation processes. 

A. Centralized Approach 

This approach has one aggregator node generally designated 

as Base Station or sink and all the nodes in the network send 

their data to this node. This approach consumes lots of 

node’s battery power because each node individually sends 

its data through the network to central node of control.

B. De-Centralized Approach 

In this approach there is no single node responsible for 

aggregating the data. In fact, all the nodes interlinked with 

the neighbor node in the network perform function of 

aggregating the data at their localization. In the case with 

moderate node failures this approach has advantage.

C. Tree-Based Approach 

The aggregation is performed over an aggregation tree 

where each node has a parent node to forward its data. The 

aggregation is performed by the parent nodes. This approach 

is infeasible when the node and link failures are moderate 

because losing a parent node will disconnect all its children 

from the network.

D. Cluster-Based Approach 

The network is divided into several clusters and each cluster 

has head referred as cluster-head that aggregates the data 

within that cluster and is sent to the sink.
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E. In- Network Aggregation Approach 

In this approach, one or more nodes in the network perform 

the function of aggregation. This approach significantly 

improves the network lifespan meanwhile reducing the 

amount of irrelevant data from different nodes.

Since wireless sensor networks are energy and 

resource constrained aggregating the information from 

various nodes reduces the amount of data communicated 

and conserves the battery power and thus enhances network 

life span. Through the years the researchers have developed 

various aggregation algorithms that somehow prove one to 

be better than the other. 

III. SECURITY NEEDS IN WIRELESS SENSOR NETWORK 

Wireless sensor networks are commonly deployed in fields 

to monitor behavior of ecosystem regularly moment in time. 

Due to hostile environments and unique properties of 

wireless sensor networks, it is a challenging task to protect 

sensitive information transmitted by wireless sensor 

networks [1]. Wireless sensor networks are exceptionally 

prone to attacks caused by adversary during data 

communication involved in the network. The network 

involves transmission, aggregation and reception of data 

through the network; therefore there is a high possibility for 

the data to get trapped. 

Jamming, spoofing, tampering, collision, Sybil 

attack, sink holes, wormholes, flooding, black holes, or 

selective forwarding, node replication, data integrity attack, 

energy drain attack are the familiar attacks in wireless 

sensor networks. 

It is very easy to compromise a node and exploit it 

for number of reason. The attacker slyly obtains the control 

over a node connecting through wired connection. 

IV. LITERATURE SURVEY 

 S. Madden, M. J. Franklin, J. Hellerstein, and W. 

Hong, “TAG, A tiny aggregation service for ad hoc 

sensor networks,” [4] TAG is an aggregation service 

based on tree structure. The queries for the data to get 

aggregated are distributed into the network and the 

results are sent back to the querying node. This service 

proved to be engaging in conserving battery power but 

is not effective in presence of node and link failures. 

Node failures cause readings to be unaccounted in the 

final contributions. 

 S. Nath, P. B. Gibbons, S. Seshan, and Z. Anderson, 

“Synopsis diffusion for robust aggregation in sensor 

networks,” [8] Synopsis Diffusion is an aggregation 

framework that overcomes the double counting 

problem. The double counting problem is common in 

multipath routing where data is sent through more than 

one path. Synopsis diffusion decouples the aggregation 

procedure with the routing protocol, and sensed value 

is represented by a synopsis which is a bitmap vector 

where any particular reading is accounted for only 

once. 

 D. Wagner, “Resilient aggregation in sensor 

networks,”[16] Resilient Aggregation in Sensor 

Networks is a theoretical framework for evaluating 

Data aggregation in sensor networks and its security 

against attack and considers base station as the only 

aggregator node. 

 L.Buttyan, P. Schaffer, and I. Vajda, “Resilient 

aggregation with attack detection in sensor networks,” 

[17] This is a secure aggregation algorithm in which 

the aggregator analyzes the received sensor reading 

and tries to detect unexpected deviations before the 

aggregation function is called. The base station 

aggregates the received data. 

 Anitha S Sastry, Shazia Sulthana, Dr. S Vagdevi 

“Security threats in wireless sensor networks in each 

layer” [15] This paper discusses the possibilities how 

the security is vulnerable to the threats in wireless 

sensor networks at each layer of OSI model. 

 B. Przydatek, D. Song, and A. Perrig, “SIA: Secure 

information aggregation in sensor networks,” [20] It 

mainly focuses on the security issue of the algorithms. 

It assumes aggregation over a tree, and does not 

address the duplicate insensitive properties of the 

algorithms. 

 S. Roy, S. Setia, and S. Jajodia, “Attack-resilient 

hierarchical data aggregation in sensor networks,” [2]. 

In this approach a subset of the total number of nodes 

in the network include a message authentication code 

(MAC) along with their results to the query. By 

verifying these MACs, the Base Station can 

guesstimate the final aggregate value it computes, and 

can filter out the effect of any false sub-aggregates 

contributed by compromised nodes. 

 H. Chan, A. Perrig, and D. Song, “Secure hierarchical 

in-network aggregation in sensor networks,” [16]The 

algorithm is based on performing the sum aggregation 

securely by first forcing the adversary to commit to its 
choice of intermediate aggregation results, and then 

having the sensor nodes independently verify that their 

contributions to the aggregate are correctly included. 

 S. Roy, M. Conti, S. Setia, and S. Jajodia, “Secure data 

aggregation in wireless sensor networks,” [1]. This 

paper make the synopsis diffusion approach secure 

against attacks in which compromised nodes contribute 

false sub-aggregate values. It is a verification 

algorithm with which the base station can determine if 

the computed aggregate (predicate Count or Sum) 

includes any false contribution. 

 B. Chen and H. Yu, “Secure aggregation with 

malicious node revocation in sensor networks,” [17] It 

proposes to pinpoint and revoke the malicious nodes 

using symmetric key cryptography. The adversaries 

have a short period of time to attack before they are 

completely revoked. 

 Carl Hartung, James Balasalle, Richard Han” Node 

Compromise in Sensor Networks: The Need for Secure 

Systems” [10]. This paper focuses on the secure 

systems and show the ease with which nodes can be 

compromised and reveal what information can be 

obtained to affect the network. It proposes mechanism 

to detect intrusion on sensor nodes. 
 Geoffrey Werner-Allen, Jeff Johnson, Mario Ruiz, 

Jonathan Lees, and Matt Welsh “Monitoring Volcanic 

Eruptions with a Wireless Sensor Network” [22] This 

paper discusses the experiences of deploying wireless 
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sensor networks in volcanic studies that involve 

monitoring location of an earthquake or explosion 

interior structure of the volcano, and differentiate true 

eruptions from noise or other signals (e.g., mining 

activity) not of volcanic interest. 

V. ATTACK-RESILIENT COMPUTATION ALGORITHM 

Data aggregation using traditional tree based approach 

entails loosing sensor readings due to moderate node and 

link failures. Sending data through number of path prevents 

data loss temperately. This is attained by means of multipath 

routing technique. Data sent via multiple path causes double 

counting problem for summary aggregates such as count and 

sum and which is completely in converse with exemplary 

aggregates such as max and min. 

Synopsis diffusion framework avoids double 

counting problem by separating aggregation and routing. In 

this approach, each sensed value is represented by synopsis 

such that any particular reading is accounted for only once 

[8]. Authentication and encryption protocols are used to 

prevent unauthorized nodes from interfering in 

communication among true nodes. But it is difficult to 

prohibit compromised nodes using cryptographic keys as it’s 

easy for them to get these keys. These compromised nodes 

might attempt to spoil the aggregate computation in multiple 

ways. 

The paper reviews the attack resilient computation 

that securely computes the aggregate after filtering the 

attacker’s contributions. In this algorithm, the base station 

analyses the aggregate on the basis of lowest order bit z i.e. 

zero in the synopsis. So, generally a compromised node only 

needs to falsify the synopsis such that z would be affected. 

For this, it inserts one or more 1’s at some higher order bits 

position. 

Particularly, a compromised node can cause 

following attacks related to synopsis computation- 

1) Falsified local value attack: The compromised node 

falsifies its local synopsis by inserting false1’s in 

higher order bit position of its local synopsis. 

2) Falsified sub-aggregate attack: The compromised node 

falsifies its fused synopsis by inserting false1’s in 

higher order bit positions. 

 
Fig. 2: Falsified Sub-Aggregate Attack: Compromised Node 

inserts False 1’s In Its Fused Synopsis. 

MACs can be used to guard against these attacks. 

The nodes while sensing response to the query includes 

associated MACs authenticating each 1 bits. The number of 

MACs is in proportion to the total number of nodes 

contributing to the bit. For instance, if three nodes contribute 

to first bit of synopsis, all the three nodes send MAC 

authenticating that bit. 

Attack-resilient algorithm lessens the total number 

of MACs by restricting the aggregator to accept only one 

MAC for any of the 1 bit in the synopsis. One valid MAC 

for each 1 bit can uncover the correctness of synopsis and 

Base Station can compute the true synopsis. 

The compromised node C falsely injects a few 1’s 

in its final synopsis and sends a false MAC for each of these 

false 1 bit. With some probability, these false MACs has 

chances of getting selected in random selection procedure. 

The algorithm computes the true synopsis in two 

phases: 

 Phase 1: In Phase one, nodes forward one randomly 

selected MAC received from its child for each 1 bit in 

its fused synopsis. After receiving these MACs, the BS 

verifies them. For the bits whose valid MAC does not 

reach BS are reset to 0. This filtering process removes 

the false contributions of compromised nodes but may 

also cause the true 1’s to convert into 0 for receiving 

false MAC contributed by compromised node. This is 

because the valid MAC of the bit looses the race with 

the false MAC. So in the first phase analyzing the 

synopsis after filtering process, we get estimate r i.e., 

the length of consecutive one’s before z (lowest order 

bit i.e. 0). 

 Phase 2: In this phase, the nodes which contribute to 

bit r or to its right sends MAC to BS. All the MACs in 

this phase are allowed to reach BS and random 

selection is prohibited. 

VI. CONCLUSION 

This paper gives a brief discussion over data aggregation 

and security in wireless sensor network. Paper reviews the 

attack-resilient computation algorithm which computes the 

correct aggregate in presence of compromised nodes. The 

algorithm filter’s the compromised nodes contribution and 

uncover the true estimate meanwhile reducing number of 

MACs. 
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