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Abstract— Database system is the prerequisite for day-to-day 

business that hold a lot many sensitive Information. From 

this time database management and its security becomes 

essential as the measure of database is growing. A suggested 

approach for protecting information which is access control 

policies based on subject and object and their characteristics. 

Access control models that limit the activities of legitimate 

users. Access control model outlines which who can perform 

which operations on which data. Mandatory, Discretionary, 

and Role based access control model and there alternative 

help to maintain the database security that include 

confidentiality, Integrity, availability. 
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I. INTRODUCTION 

The application of security policies for computer systems 

into mechanisms of access control is a huge field within 

computer security. All applications that deal with financial, 

privacy, safety, or defense include some form of access 

control. Access control is the process of mediating every 

request to resources and data maintained by a system and 

determining whether the request should be granted or 

denied. The access control decision is enforced by a 

mechanism implementing regulations established by a 

security policy.  The fundamental goal of any access control 

mechanism is to provide a verifiable system that assuring 

the protection of information from unauthorized and 

inappropriate access as outlined in one or more security 

policies. An important requirement of any information 

management system is to protect data and resources against 

unauthorized disclosure (secrecy) and unauthorized or 

improper modifications (integrity), while at the same time 

ensuring their availability to authentic users (no denials-of-

service).Security access control is the act of ensuring that an 

authenticated user accesses only what they are authorized to 

and no more. So, Authorization (permitted level of access 

rights to authorized) is followed by Authentication 

(verification) of User. The wide array of policies, usage 

patterns, and protectable objects make it difficult to develop 

an umbrella definition of “unauthorized and inappropriate 

access” to guide development of a comprehensive access 

control model. The CIA trio stands for Confidentiality, 

Integrity, Availability if data.  It is created to provide a 

baseline standard for evaluating and implementing 

information security. The three core goals have distinct 

requirements and processes within each other. [2] 

A. Confidentiality 

Protection of data from unauthorized expose. Ensures that 

data or an information system is accessed by only an 

authorized person. [2] User Id’s and passwords, access 

control lists (ACL) and policy based security are some of 

the methods through which confidentiality is achieved. 

Encryption technique is used for the confidentiality in 

distributed systems. 

B. Integrity 

Assurance of the accuracy and consistency of data. Integrity 

assures that the data or information system can be trusted 

[3]. Ensures that it is edited by only authorized persons and 

remains in its original state when at rest. Data encryption 

and hashing algorithms are key processes in providing 

integrity. Digital signature, or access control prevent from 

the unauthorized user.  

C. Availability 

Data and information systems are available when required. 

Hardware maintenance, software patching/upgrading and 

network optimization ensures availability. Identification and 

recovery from hardware and software errors or malicious 

activity resulting in the denial of data availability. The 

availability are that data that are available on the web, can 

be further strengthened by the use of techniques protecting 

against denial-of-service (DoS) attacks, such as the ones 

based on machine learning techniques[3] 

II. DISCRETIONARY ACCESS CONTROL (DAC) 

DAC policies are determined by the “user with permission”. 

That means DAC leaves a certain amount of access control 

to the decision of the object's owner or anyone else who is 

authorized to control the object's access. For example, it is 

generally used to limit a user's access to a file: it is the 

owner of the file who controls other users' accesses to the 

file. Only those users specified by the owner may have some 

combination of read, write, execute, and other permissions 

to the file. DAC policy tends to be very flexible and is 

widely used in the commercial and government sectors. In 

this model, user is given access rights (privileges) to access 

database object to data items such as table or view. It 

consider Main two aspects while granting the access rights 

to the other user first is file and ownership, second is access 

rights and permission.    As per policy in DAC, a single user 

can have different rights on different data items, as well as 

different user can have different rights on the same data 

item. SQL support discretionary access control through the 

GRANT and REVOKE commands. 

 GRANT: allow user to access data Item. 

 Syntax: ‐ GRANT privilege ON object TO user [WITH 

GRANT option] 

 REVOKE: restrict user to access data Item by tacking 

back all the rights. 

 Syntax: ‐ REVOKE privilege ON object FROM user 

{RESTRICT/CASCADE} 

Here, Privileges are various operations that we will 

perform on table or view like INSERT, UPDATE, 

DELETE, SELECT etc. Object is table or view or any data 

item, User is the name of user. 
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Access matrix holds the authorization state at a 

given time in the system. It provides the abstract 

representation of protection systems/data. Access to 

information based on authentication according to access 

control list (ACL). In which Data owner can transfer 

ownership to other user and also decide type of access. 

 File 1 File 2 File 3 Program 1 

Jack 

Own 

Read 

Write 

Read 

write 
 Execute 

Tom read  
Read 

Write 
 

Kate   read 
read 

Execute 

Fig. 1: An example of access matrix 

Access matrix model is defined by a triple (S, O, 

A), where S is the set of subjects, who can have access 

liberties; O is the set of objects, on which access rights can 

be used; and A is the access matrix, In this rows represents 

the subjects, columns represents the objects, and entry A[s, 

o] reports the access rights of s on o. 

DAC is known to be characteristically weak for 

some reasons. First, Information flow: Information can be 

copied from one object to another; therefore, there is no real 

assurance on the flow of information in a system; for 

example, when Jack grants Tom read access to a file, 

nothing stops Tom from copying the contents of Jack’s file 

to an object that Tom controls. Tom may now grant any 

other user access to the copy of Jack’s file without Jack’s 

knowledge. Second, malicious software/programs: The 

execution of the malicious programs exploiting the 

permissions of a particular user on behalf of whom they are 

executing.so, DAC policy is defenseless to Trojan horse 

attacks. Tom may, for example, Tom may write a program 

for Jack that, on the surface, performs some useful function, 

while at the same time destroys the contents of Jack’s files. 

When investigating the problem, the audit files would 

indicate that Jack destroyed his own files. So, No 

restrictions apply to the usage of information when the user 

has received it. And third, lack of Global policy: The 

privileges for accessing objects are decided by the owner of 

the object, rather than through a system-wide or any global 

policy that satisfy the organization’s security desires. 

III. MANDATORY ACCESS CONTROL (MAC) 

It totally controlled centrally by the security policy 

administrator. The user’s roles are allotted according to the 

system administrator wishes. End users do not have 

authority to set any access control policies on files therefore 

it is the most restrictive access control method.MAC policy 

is recommended for protect network and file system, Block 

users from accessing without appropriate authorization, 

Secure the system where priority is confidentiality and in 

highly secured environment[7] like military or research 

centers. 

A. Main aspect of MAC 

1) Sensitivity Labels 

All subjects (users) and objects (resources, table, and view) 

must have labels. A subject’s sensitivity label is its level of 

trust. An object’s sensitivity label is trust required access. 

Hierarchical approach is used for deciding the 

security level. This hierarchical classification consists of the 

following: 

2) Top Secret (T) 

It is the highest level of information security, Leakage of 

such information will lead to grave damage of national 

security. 

3) Secret (S) 

Second higher level of information security that may cause 

exceptionally serious damage due to unauthorized access of 

information. 

4) Confidential (C) 

Disclosure of information could cause exceptionally damage 

to the national security. 

5) Unclassified (U) 

No security restriction  

Clearance and classification go together, in that, a 

user’s clearance is a bounds to the access of information 

based on the information’s classification. Classification 

relation is null < U < C < S < T. Each security level is said 

to dominate itself and all others below it in this hierarchy. 

Following must be considered in MAC System: 

Only Administrator, not data owners, makes 

changes to a resource’s security label. 

 All data must assigned to security lever classification 

 All users can read to a lower level classification. 

 All users can write to a higher level classification. 

 All users are given read/write access to object only of 

same classification. 

Usually a labeling mechanism and a set of 

interfaces are used to determine access based on the MAC 

policy; for example, a user who is running a process at the 

Secret classification label of Top Secret does not allow to 

read a file with a label of Top Secret. This is known as the 

“simple security rule,” or “no read up.” Conversely, a user 

who is running a process with a label of Secret should not be 

allowed to write to a file with a label of Confidential. This 

rule is called the “*-property” (pronounced “star property”) 

or “no write down.” The *-property is for system security in 

an automated environment. A variation on this rule called 

the “strict *-property” requires that information can be 

written at, but not above, the subject’s clearance level. 

IV. ROLE BASED MODEL 

Role based model creates different authorities permissions 

by assigning access rights to specific ‘roles’ or ‘jobs’ within 

the company. It is well executed in an organization because 

files and resources are assigned according to the Predefined 

roles. Roles are assigned by the system administrator. 

Separation of duty is the key to permit of access rights for 

resources. 

 
Fig. 2: Role Based Model 
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With Role-Based Access Control (RBAC), access 

decisions are based on the roles that individual users have as 

a part of an organization. Roles are closely related to the 

concept of user groups in access controls. In concept of a 

role and permission, Permissions are assigned to roles & 

Users are assigned to roles.Access Control policy is 

embodied in various components of RBAC such as Role-

Permission relationships, User-Role relationships. 

 MAC DAC RBAC(role) 

Type 

Strictest model of all levels of 

control. 

More flexible environment than 

MAC. 

Non-discretionary access 

control. 

Most secure access control 

environment. 

DAC is typically the default 

access control mechanism for 

most desktop operating systems. 

More of a real world 

approach. 

Use 
Government, military or research 

centers. 

Windows file system &UNIX 

system. 
Individual organization. 

Approach 

Method 

MAC makes decisions based upon 

labeling and then permissions. 

(hierarchical approach) 

DAC makes decisions based 

upon permissions only/personal 

permissions. 

RBAC makes decisions 

based upon "group"-level 

permissions- roles. 

Access Control 

Owner 
System Admin Data Owners 

Administrator as per 

centrally as per roles are. 

Policy Enforced 

By 
security label 

DAC based system has 

an access control list (ACL) 
roles/ functional position 

Table 1: comparative study of DAC, MAC &RBAC

V. CONCLUSION 

Anticipation of web resources and data from unauthorized 

access motivate access control mechanisms and security 

models that ensure the data confidentiality, integrity and 

availability. Several challenges occurred in effectiveness of 

security models that evacuate day by day. Although only the 

most commonly used access mechanisms are discussed here, 

many extensions, combinations, and different mechanisms 

are possible. Trade-offs and limitations are involved with all 

mechanisms and access control designs, so it is the user’s 

responsibility to determine the best-fit access control 

mechanisms that work for their business functions and 

requirements. In this paper we have studied MAC, DAC and 

RBAC access control models and RBAC is more efficient 

compare to traditional MAC and DAC. Developing a new 

model such as, Rule-based Access Control (ABAC), 

History-Based Access Control (HBAC), Dynamic Typed 

Access Control (DTAC), Identity-Based Access Control 

(IBAC) and Attribute- Based Access Control (ABAC) to 

overcome the problem of RBAC and can be more efficient 

to assure the security aspects. In future integration of the 

two models RBAC & ABAC can work in such a way that 

can be more appropriate to deal real time problems. 
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