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Abstract— An operating system (OS) is generally containing 

of software that operates computer hardware resources and 

provides some basic services for computer programs. The 

operating system is a vital component of the system software 

in a computer system. In simple word operating system acts 

as an intermediate between the user and hardware. Now –a-

days operating system plays an important role for processing 

the system. It is the first thing that is freighted in to memory. 

It takes a main role to release the burden from application 

programmers during the process of different application. It 

also behaves as an interface as an host for computing 

paradigms. Operating system offers multiple numbers of 

services to different application programmes and users. This 

paper aims to provide a brief idea about different challenges 

and security issues of operating system and also discusses 

how to optimize the work of operating system which will be 

helpful for enhancing the performance of the system. 
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I. INTRODUCTION 

An operating system is a bunch of programs that monitors 

the hardware and software resources of a computer. In the 

absence of operating system it is impossible to display text 

and graphics on the monitor. The first objective of operating 

system is to control the hardware of the system. The second 

objective is to provide an interactive interface to the user 

and interpret commands due to which it can communicate 

with the hardware [1] . These hardware resources include 

processor memory and disk space and so on. Operating 

system is also responsible for error handling procedure and 

display an error notification while communicating with the 

hardware.  

 
Fig. 1: Operating System Position 

The above figure[1] describe the position of 

operating system in the computers as the paper has already 

discussed operating system is generally act as an 

intermediate between computer hardware and user utilities. 

The operating system is generally responsible for 

following essential activities or task. 

A. Processor Management 

The operating system responsible for managing the work 

flow of processor and monitors different task of processor. 

B. Memory Management 

The operating also takes the responsibilities to manage the 

memory of the system. It assigned the memory to different 

task and also takes care for properly utilizing the memory of 

the system. 

C. Storage Management 

It also used to monitor storage networks and devices. Some 

other major responsibility of operating system is Storage 

Management, Application Interface, User Interface etc. 

 
Fig. 2: Role of an   operating System 

The above figure [2] describes some basic role of 

an operating system inside the computer. Out of number of 

responsibilities the paper has described some of the task that 

has been carried out by the operating system. 

The rest of the paper has been summed up in the 

following manner. The section II gives a basic idea about 

different type of operating systems that are used in different 

domains. Similarly section III describes about Main memory 

management after that section IV gives an idea about 

different security issues and challenges of operating system. 

Finally section V concludes the paper. 

II. TYPES OF OPERATING SYSTEM 

An operating system may execute its task either in serial 

manner or in concurrent manner on the basis of this the 

operating system has been classified in to following types: 
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Fig. 3: Types of operating System 

A. Batch Operating System 

In batch operating system the users are not directly interact 

with the computers. In this type of operating first user have 

prepared their jobs or task by punch cards and after that they 

will submit it [2]  to the computer for processing. Batch 

processing is particularly useful for operations that are 

generally required by the peripheral device. The major 

disadvantages in this operating system are there will be no 

interaction is possible with the user while the programme is 

executed. To setup different job is also a biggest challenge 

in this operating system. 

B. Time Sharing Operating System 

Time sharing is an essential feature   of the operating system 

and it allows multiple users to concurrently running the task 

either in one processor or many processors by providing a 

terminal to the user [3]. Time sharing can be defined as the 

processor’s time which is shared among different users. 

The major advantages of this type of operating system are it 

gives quick response in comparison to the other operating 

system and also minimizes the CPU idle time [4]. 

C. Distributed Operating System 

In this type of operating system a large central computer 

with number of remote terminals are connected with each 

other for sharing their resources. Data processing jobs are 

divided accordingly. By using various communication lines 

the processor can communicate with each other which are 

known as loosely coupled system or distributed system. The 

major advantages of this type of operating system are it can 

reduce the burden on host computer and also reduce the 

delay in data processing [5]. 

D. Real–Time Operating System 

A real-time system is defined as a data processing system in 

which the time interval required to process and respond to 

inputs is so small that it controls the environment. Real time 

operating system generally follows a time period for the 

execution of task known as deadline. It can be classified in 

to two types  

 Hard real time operating system: In this type of 

operating system the job must be executed before reach 

to the deadline, otherwise a huge loss will occur. 

 Soft   real time operating system: In this type of 

operating system if the job meets the deadline then not 

a huge loss will occur. 

Now-a-days real time operating system widely 

used in different application such as launching of satellite, 

Broadcast of television etc. 

Real time operating system is error free in 

comparison to the other operating system and memory 

allocation is best managed in this type of operating system. 

In the above section of the paper some basic types 

of operating systems has been described rather than this 

number of operating systems are present which are used in 

different application domains. 

III. OPERATING SYSTEM MEMORY MANAGEMENT 

The major service of the operating system is memory 

management. Basically this is needed for the following 

reason: 

 To ensure protection of multiple processes from each 

other due to which they will not interrupt each others 

operation. 

 Proper placement of programme in memory so that 

they can be execute frequently. 

 For proper assignment of memory to different 

resources during execution. 
Memory management is the functionality of an 

operating system which handles or manages primary 
memory and moves processes back and forth between main 
memory and disk during execution [6]. It keeps tracks of 
each and every memory location whether it is occupied or 
free in nature. It also keep track how much memory 
allocated to different resources for their execution and also 
take the decision when the memory will allocate to different 
resources. It checks at which time some memory gets 
released or unallocated and according to it it updates the 
status. 

IV. SECURITY AND CHALLENGES 

A. Security 

Till now security has been a major concern for developers of 

operating system. Generally protection of operating system 

involves protection of operating system against the 

unauthorized users and protection of file system. If 

computer systems has no of users and grants the parallel 

execution of multiple processes, then the various processes 

must be protected from each other. In other word protection 

refers to mechanism for controlling the access of 

programmes, Hence the security system prohibits 

unauthorized access to the system and confirming venomous 

destruction of data. It also refers the authentication the users 

of the system to save the purity of the information stored in 

the system [7]. 

When consider the operating system security, 

authentication attacks will make the bottom of priority list. 

The major problems are attacks like, Trojan Horses, Login 

spoofing and Buggy Software [8] . Program Threats is also a 

security issue. Operating system's processes and kernel 

perform the assigned task as instructed previously. If a user 

program prepared these process do malicious tasks, then it is 

known as Program Threats. 

B. Challenges 

Considering the above discussion the following gives a brief 

idea about the challenges that need to be improved for 

enhancing the performance of the operating system.  

 To develop a convenient and secure operating system 

that should provide an interface to write secure 

applications [9]. 
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 Construct an adaptable permission model .The existing 

models are too simple and limited in nature. 

 There will always be buggy code, but the trick is  to 

construct an application and an operating system  that 

will basically hamper attacks and will save  the 

principal assets of the system.  

 To make the operating system reliable and fault 

tolerance in nature is also an biggest challenge and 

different techniques and approaches are developed to 

overcome from this challenges. 

V. CONCLUSION 

Although operating systems have advanced a lot, yet still 

there is a lot of things to cover in this domain. Operating 

systems research is a very broad field and due to the the 

reason for this is mostly because the hardware is becoming 

powerful and become more complex day by day and hence 

there is a  race for the operating systems to proceed. The key 

issue of this paper is to describe the challenges and security 

issues of different operating system [10]. Optimization the 

performance of operating system is a major concern in 

today’s date.   This paper has also described about different 

types of operating systems and their application. Different 

researches are going on to overcome from this challenge and 

enhance the performance of the operating system. 
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