
IJSRD - International Journal for Scientific Research & Development| Vol. 4, Issue 01, 2016 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 1178 

 Smartphone Enabled Secure Access to Multiple Entities 
Sayali Teke1 Yoshita Mahajan2 Pritee Thanage3 Prof. Atul Shintre4  

1,2,3B.E Student 4Assistant Professor 
1,2,3,4Department of Computer Engineering 

1,2,3,4PVPPCOE Sion, Mumbai.
Abstract— Smartphone enabled secure access to multiple 

entities is abbreviated as SESAME which deals with 

providing privacy and security to user. SESAME stores 

complex credentials of web services such as Facebook, 

Gmail, twitter etc. conveniently in an encrypted form. User 

credentials are encrypted and stored at the server database. In 

the traditional authentication system of textual password, 

hackers can get password easily if the user uses a weak 

password which is easy to crack. SESAME overcomes all the 

drawbacks of traditional authentication technique. In 

SESAME application, the user need not require to remember 

the password. User can set strong password which include 

characters, symbols and numbers. SESAME application can 

authenticate user within seconds and open web services 

securely without typing a single word on the keyboard. 

SESAME contains security feature like One Time Password 

verification (OTP) to verify valid user. 
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I. INTRODUCTION 

Username and password based authentication mechanism is 

used by most web services like banking, email and social 

networking sites to give control access to websites. Different 

types of new classes of password such as Graphical, Visual 

and Haptic have been proposed to replace textual password 

by most internet services. Textual password is mostly used 

authentication mechanism. With the help of brute force 

attack, there is a possibility of gaining knowledge of user’s 

password. Security for user’s credentials will be provided by 

the users in order to have strong authentication mechanism. It 

is also used for providing strong authentication. The concept 

of One Time Password (OTP) can be used. For information 

security password based authentication are most important. 

By asking the user for name and password combination user 

authentication is frequently performed. Various techniques 

are used to remember multiple passwords through related 

passwords (linking their password via some common 

password elements) by some users. So, authenticating users 

in networking and internet based environments has been a 

challenge for network administrators and end users. Hence, 

we are going to develop an application to solve all this 

questions and manage secure transaction between PC and 

Mobile. 

II. LITERATURE SURVEY 

In the previous chapter we have given the aim of the project 

for developing an android application named “Smartphone 

enabled secure access to multiple entities”.In this chapter 

literature survey on the existing secured systems is 

highlighted in reference to the performance and approach of 

the current Applications. Cyber security or IT security also 

known as computer security is security applied to computing 

devices such as computers and smartphones, as well as 

computer networks such as private and public networks, 

including the whole Internet. Information securities the 

practice of defending information from unauthorized access, 

disruption, modification, inspection, recording or destruction. 

There are three security risks which could occur and they are 

confidentiality, integrity and accessibility or availability of 

information. Confidentiality of information means protecting 

the information from disclosure to unauthorized parties. An 

account number or routing number when banking online is a 

good example of method to ensure confidentiality. Integrity 

of information means that unauthorized parties should not 

modify the protected information. File permissions and user 

access controls are the measures that are included in integrity. 

Availability of information ensures that authorized parties are 

able to access the information when needed. Problems in the 

information system could make it impossible to access 

information, thereby making the information unavailable.  

A. Human Error in Information Security: 

95 percent of information security incidents happens due to 

human errors per the “IBM Security Services 2014 Cyber 

Security Intelligence Index”. The most important factor 

affecting security is human error. Human action that 

unintentionally results in an entity gaining unauthorized 

knowledge of sensitive data means human error. They are 

defined as circumstances in which planned actions, decisions 

or behaviors reduce or have the potential to reduce quality, 

safety and security. Disclosure of information via an incorrect 

email address, system configuration not done properly, use of 

default usernames and passwords, easy-to-guess passwords, 

devices are lost, double-clicking on an unsafe URL or 

attachment, sharing passwords with other people, leaving 

computers unattended when outside the workplace are the 

examples of human error. IT community stressing the 

importance of using secure passwords, not writing passwords 

on paper, changing passwords often, and using different 

passwords for all systems are the things that are suggested by 

the survey. Increasing password length to a minimum of 6 to 

8 characters reduces crack ability and hence increases 

password strength in terms of security is suggested by another 

survey. Maintaining passwords for different systems are the 

challenges faced by the individuals. Due to human 

information processing limitation person may compromise 

strength of their password. 

B. Use of Bluetooth: 

Bluetooth is used as the medium of connection between 

Smartphone and personal computer (PC). The range of the 

Bluetooth is limited up to 10 meters. So it could create a 

problem for connection. When using Bluetooth, the 

connection can sometimes run very slow. So Bluetooth is not 

highly suggested. It can only connect to two devices at once. 

It can be hacked. It can lose connection in certain conditions. 
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C. Short-Term Memory:  

Humans can retain five to nine pieces of information in their 

short term memory. This was stated by George Miller’s 

article. When placed in chunks, the amount of information 

increases which allows short term memory to store about four 

"chunks”. For about twenty to thirty seconds the short term 

memory processes and stores information. And then after 

this, the information is either committed to long term 

memory, or lost all together. Chunking is a way to increase 

the capacity of short term memory. When developing a model 

for password guidelines Miller’s Chunking Theory and 

Cowan’s research is useful. It indicates that the capacity of 

working memory is 7±2 chunks of information. Chunking is 

also a process by which a person organizes material into 

meaningful groups. In recalling a phone number, the person 

could chunk the digits into three groups: first, the area code 

(such as 123), then a three-digit chunk (456), and, last, a four-

digit chunk (7890). This is the example of chunking. Rather 

than making an attempt to remember a string of 10 digits, this 

method of remembering phone numbers is far more effective. 

The ideal size for chunking of letters and numbers, whether 

meaningful or not, is three is shown by experiments by 

Herbert Simon.  

D. Integrating Biometric Using Smart Devices: 

Not only for communications but also for entertainment, 

working activities, or social relationships mobile devices are 

playing a significant role in daily life. The amount of sensitive 

data that these devices store is also increasing along with the 

high increase of the use of smartphones and, mobile devices 

in daily life. The examples are bank accounts, personal e-

mails, photographs, etc. This leads to the need of protecting 

the access to sensitive data, biometrics offers as an alternative 

mechanisms for such protection. The possibility to use 

biometrics to manage and protect sensitive data arouses the 

interest of users and researchers. The mobile devices present 

security concerns related to how the operating system 

controls the way that installed applications access memory 

data and communication buffer is the major drawback. A lack 

of a strict control compromises the integration of biometrics 

as sensitive data may be endangered. The problem of 

usability and accessibility problem can appear also. For 

example, the use of inadequate interfaces or the adaptation to 

different user disabilities has to be addressed from scratch in 

order to offer universality: .The users will reject its use if 

technology is not easy to use or hard to understand. All the 

biometric modalities does not fit perfectly in mobile 

environments or the migration. Capturing the fingerprint and 

then an extra sensor is needed is not allowed nowadays in 

smartphone. Scanning and analysis based authentication 

happen.  

E. Graphical Passwords: 

The graphical identification and authentication provides 

secure authentication and interactive logon services. An 

authentication system that works by having the user select 

from images, in a specific order, presented in a graphical user 

interface is a graphical password. The graphical-password 

approach is sometimes called graphical user authentication. 

To remember a graphical password is easier for most people 

than a text-based password. As many people in an attempt to 

memorize text-based passwords, use plain words rather than 

the recommended jumble of characters so graphical 

passwords may offer better security. The hacker can gain an 

entry into a system in seconds with the help of a dictionary 

search that can often hit on a password. A hacker must try 

every possible combination at random if a series of selectable 

images is used on successive screen pages, and if there are 

many images on each page. There are 1008or 10 quadrillion 

(10,000,000,000,000,000) possible combinations that could 

form the graphical password if there are 100 images on each 

of the 8 pages in an 8-image password. It would take millions 

of years on average to break into the system by hitting it with 

random image sequences if the system has a built-in delay of 

only 0.1 second following the selection of each image until 

the presentation of the next page. 

III. EXISTING SYSTEM 

An overview of SESAME which includes the user accessing 

web services from the host machine via smartphone. A strong 

password is choose by the user for the registering purpose of 

web service. By manually entering this information, it stores 

credentials for the service on smart device. It securely 

transfers the credentials from smart device to a host terminal 

or cloud storage via Bluetooth whenever it has access to the 

web services. And then it will forward the credentials to the 

appropriate service providers. So in this way the 

authentication is done by the Service Provider for the user and 

then he delivers the service to the Host Terminal. 

 
Fig. 1: Overview of SESAME using Bluetooth 

IV. PROBLEMS IN EXISTING SYSTEM 

 Remembering complex password. 

 More cost. 

 Shoulder surfing, reuse of same password 

 Existence of key loggers. 

V. PROPOSED SYSTEM 

To overcome the drawbacks of existing system we have 

developed the Smartphone enabled secure access to multiple 

entities application. In this application the password of the 

web services is stored in the android Smartphone. Whenever 

a user wants to log into the system, he clicks on the login 

button in the android application. In return the android 

application establishes a connection with the computer and 

on successful authentication transmits the password and the 

website. The computer then opens the website in the web 

browser and logs the user automatically into it. 
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A. Modules: 

1) Login and Registration: 

To use this application user has to register into the application 

by giving specific details such as         name, contact number, 

email id, username for login into app and password for login 

into app. This information is gets stored at server side. For 

login in into app, the user has to give username and password 

which he specified at the time of registration. 

 
Fig. 2: DFD of Registration and Login 

2) Manage Accounts: 

After registering into the application, the user has to store his 

credentials for different web services like Facebook, Gmail, 

twitter etc. This credentials will store in account of user which 

he created in application. 

3) Sign In: 

Now to get access to any web services on pc without 

manually typing the web service credentials, the user has to 

login in app and has to select the desire web service provided 

that he/she already stored the web service credential in app. 

4) Providing IP Address: 

Once user selects the desire web service, he/she has to give 

the IP address of pc on which user wants to open his account. 

5) One-Time Password Verification Using SMS: 

A one-time random password is generated by the java 

application and it is sent to the user on his mobile phone. The 

user needs to enter this password received on his android 

Smartphone to proceed with the process of login in the 

website. 

6) Opening Account On Pc: 

After verifying the one time password, the desire web service 

credentials which stored in app database is send to the web 

service through app and get authenticate by web service and 

account will automatically open on the pc whose IP address 

is mentioned by user. 

 
Fig. 3: DFD of opening account on PC 

B. Flow of Proposed System: 

Steps: 

1) User will register into android application with username 

and password. 

2) These details will be stored into centralized application 

and also collect Personal identification      data, which is 

very useful. 

3) User will login into android application using given 

username and password in android Application. 

4) These will be authenticated using centralized application 

5) After successful authentication, user will be requested 

for web services credentials. These credentials will be 

stored in a centralized application. 

6) Now user will select an option to open web services and 

select PC for Wi-Fi connectivity 

7) Java Application will request centralized application to 

generate one-time password 

8) The centralized application generates one-time password 

and delivers it to user via SMS 

9) This password requested by android app to user 

10) The entered one-time password is transmitted to the Java 

Application by the android app for validation. 

11) The web services credentials are delivered to the android 

app and web services is opened on the browser using the 

specified credentials. 

 
Fig. 4: Flowchart of SESAME 

VI. CONCLUSION 

In existing paper we have identified some problems related to 

cost for Biometric system and problem of range for Bluetooth 

system. This application will overcome this problems. In 

addition to this including the concept related to OTP will 

provide two way authentications for user. Service provider 

having guaranty that actual user is accessing the service. It is 

encourage to the user set their password as a complex one. 

Also there is no need to put same password for different 

services. 
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