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Abstract— The paper we present is an e-voting system that 

uses the Homomorphic encryption to ensure anonymity, 

privacy, and security in the voting. It is able to perform 

calculations on the encrypted data itself and also encrypting 

the output of the operation automatically. For this reason, it 

is being used in applications that include secure multi-party 

computation, encryption of data, electronic voting, etc. 

Homomorphic encryption comes under privacy 

homomorphism. In this paper, we implement the 

homomorphic encryption mechanism to design an electronic 

voting system that has the feature or ability to keep 

separated the privileges among voters, candidates, and 

announcers. The experimental results show the application 

ensures anonymity in voting and also prevents cheating 

during the counting process, this also reduces the overhead 

of continuous encryption and decryption of the data which is 

present in the current encryption scenario thereby reducing 

the time-complexity of the algorithm. The application will 

use Two-Factor Authentication for validating the 

authenticity of the users, the application developed can be 

migrated easily between different DBMS and the application 

developed will be responsive and will offer rich User 

Experience while accessing the application on mobile and 

tablet devices. 
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I. INTRODUCTION 

This paper features Paillier’s cryptosystem as it incorporates 

Homomorphic encryption. The paper focuses on the 

counting part and encryption of the data of the election 

process. 

Electronic voting, as an alternative to the traditional voting 

schemes, has emerged as a popular topic of research in the 

recent years. Most of the existing electronic voting protocols 

or systems make use of either mix-net or homomorphic 

encryption. The homomorphic encryption schemes can be 

further categorized as additive homomorphic or 

multiplicative homomorphic. Existing voting systems often 

require an overseer to watch the entire voting procedure. 

Because the overseer has the global privileges, it can easily 

become a single point of failure and thus compromise the 

security and fairness of the voting. 

We have designed an electronic voting system with 

special consideration to separate privileges among voting 

participants, candidates and announcers and to ensure 

privacy, anonymity, and reliability. Due to the separation of 

privileges, our system is more scalable, flexible, and 

convenient to use than the monolithic voting system. Voters 

cast their ballots individually with no involvement in 

counting votes and announcing the results. Neither should 

they be able to change votes or figure out who voted for 

whom, nor do they have the authorization to announce the 

voting results. The announcers are the designated publishers 

of the voting results. 

Anonymous Voting System (AVS) is a Web based 

voting system which is focused on providing anonymity and 

easy access to the voting portal, highly customized views for 

various devices like PC’s, Mobiles and Tablets. We are 

implementing an online voting system based on 

Homomorphic encryption. 

It will ensure that the voters have a good access to 

the candidate profile and ideology, and make his choice 

accordingly. The application will be implemented to be 

accessed from all devices that can be connected to the 

internet in a secure manner. 

We are also realizing Two Factor Authentication in 

our system. It will help in securing the voting process and 

also in validating the voting participants and authenticating 

them during voting.  

II. LITERATURE SURVEY 

A. Homomorphic Encryption:  

Homomorphic encryption is a form of encryption. It allows 

users to perform specific algebraic operations on cipher text 

and still get cipher text as the result, which is as if the same 

operations are carried out on the clear text, since the two 

results would be the same.  

The definition of Homomorphic encryption can be 

described as: Let m be the plaintext, and e be the 

corresponding cipher text, and E be the encryption operation 

i.e. e = E (m), then m = E-1(e). Given there is an operation f 

for plaintext, if we can construct a corresponding function F 

for E such that F (e) = E (f (m)), then E is a homomorphic 

encryption algorithm over f. An encryption algorithm may 

have the following attributes: Additive homomorphism, it 

exists if E(x+y) can be obtained by adding E(x) and E(y) 

without knowing the values of x and y. 

B. Paillier Cryptography: 

The Paillier Cryptosystem is a type of asymmetric key 

algorithm, in which a key is used to encrypt a message and 

this key is not the same as the key used to decrypt it. There 

are two cryptographic keys — the public key and the private 

key. The private key is always kept secret, and the public 

key may be widely distributed. Messages are encrypted with 

the public key and are decrypted with the private key.  

Below are some notations used in explanation : 

ℤn   - set of integers n  

ℤn*   - set of integers coprime to n2 contains Ø(𝑛) number 

of integers 

ℤ𝑛2
∗ - set of integers coprime to n2 contains 𝑛Ø(𝑛) 

number of integers. This quantity is referred to as Ø(𝑛) and 

is called the totient function. It is a number less than n 

relatively prime to n. 

1) Key generation 

1) Take two large prime numbers p and q randomly such 

that   . 

2) Calculate   and . 
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3) Select any random integer  where  

4) Make sure  divides the order of  by checking the 

following modular multiplicative inverse: - 

, where function  is 

defined as .  

The public key is . The private key is  

2) Encryption 

1) Let  be the message to be encrypted where  

2) Select a random  where  

3) Calculate cipher text as:  

3) Decryption 

1) Let  be the cipher text to be decrypted, where  

2) Calculate the plaintext message as: 

                       

C.  Proposed System 

We first describe a simple voting model and then the 

improved model that overcomes the drawbacks of the 

simple one. 

1) Simple Voting System 

Assume a company plans to hold an election and requires all 

shareholders to vote. To carry out the election, the company 

decides to use an online electronic voting system with a 

system model as shown in Fig. 1. 

 
Fig. 1: A simple voting system model 

2) Improved Voting System 

Once the system is compromised or taken advantage of by a 

few people, they could change voting results, which is not in 

the interests of shareholders (voters). The improved model 

separates privileges in the voting system and strikes a 

tripartite balance among voters, candidates, and announcers. 

Voters have the privilege to cast ballots. Candidates have 

the privilege to contest elections. Announcers have the 

privilege to supervise the vote process and announce the 

final results. In this manner privileges are separated making 

the whole voting process more manageable, increasing the 

fairness in voting, and resulting in higher credibility in 

voting results. We have defined user roles so that each 

participant, i.e. voter, candidate and announcer remain 

secure from each other’s interference.  

3) Two Factor Authentication:  

Two-factor authentication is a technology that is used for 

identification of users by considering the combination of 

two different components. These components could be 

something that the user knows like a password and 

something that the user owns like a computer or a mobile 

phone. A good example from everyday life is the 

withdrawing of money from a cash machine, OTPs in Net 

Banking. 

In our scheme we implement two factor either on mobile or 

email. Two factors helps in validating the user and also 

authenticating them during voting. This requires sending the 

user a One Time Password (OTP) on their mobile or email. 

With that OTP they are authenticated and verified. 

III. DESIGN DETAILS 

 
Fig. 2: Design Architecture 

In our system design, voters send the encrypted 

ballots along with an anti-forgery token which uniquely 

identifies a valid vote and prevents from cross-site scripting 

attacks, system utilizes the homomorphic attribute to add 

votes in cipher text format and store the encrypted results 

and announcers would decrypt the received results only after 

the end of election and distribute them to the public. 

Announcers do not know the details of each individual 

ballot so that voting anonymity is achieved. Ballot 

information is encrypted so the system effectively prevents 

from learning who voted for whom. 

After the voter signs in with username and 

password, the voter is entitled to authenticate himself as a 

genuine voter by using the Two Factor Authentication, then 

the platform sends the parameters required in Homomorphic 

encryption and a unique serial number (OTP) to the voter 

via the same secure connection. Upon receiving the 

information, the voter encrypts the filled ballot using 

Homomorphic encryption, digitally signs the ballot using 

another pair of paillier keys agreed between the voter and a 

system, and sends the ballot, and the serial number to the 

system. 

A. Vote authentication:  

The system verifies the integrity of the votes according to 

the anti-forgery token. The system also checks the 

uniqueness of the token to ensure the vote is not a duplicate 

or resubmission of the same vote. 

 
Fig. 3: Encrypted Votes 
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IV. PERFORMANCE EVALUATION 

We have implemented the system using C sharp and 

ASP.Net technology. To evaluate the performance of the 

system, we have conducted the following experiment to 

examine the key features of our system. 

In this experiment, voters are required to cast their 

ballots to elect the Chief Executive Officer and Chief 

Marketing Officer of the board. There are four candidates: 

David, Louis, Mike, Harvey to run for these two positions. 

When the election time begins the voter logs in and browses 

through the participating candidates, if a voter votes in 

favour of a candidate, the voting value for that candidate 

would be one on his ballot; otherwise the voting value 

would be zero if he votes against this candidate. 

The vote is stored in the database as a byte array of 

128-bytes this vote is then decrypted by the announcer at the 

end of the election. The decrypted data provides results in 

the form of graphs to the announcer for effective analysis of 

the election and then publishes the election results for public 

viewing.  

 
Fig 4: Statistical Pie Chart of voting results 

The process of adding the votes is performed 

asynchronously using multiple threads in a server in the 

form of transactions thereby increasing the performance and 

providing rollback options in case of database failures. The 

queries in the application will be LINQ (Language 

Integrated Queries) queries hence will be independent of the 

database used and hence can provide better performance 

when combined with Hadoop architecture. 

The application had good responsiveness to 

different mobile devices and multiple screen-sizes without 

any performance compromise. 

V. CONCLUSION 

In this paper, we designed and implemented an electronic 

voting system from a new perspective using the 

homomorphic encryption mechanism. We demonstrated 

how to leverage 

Homomorphic encryption and Paillier public key 

cryptography to ensure the security of voting process under 

the division of privileges among announcers, voters. Our 

system not only offers anonymity but also prevents cheating 

during counting votes.  
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