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Abstract— Now a days the importance Wireless Sensor 

Networks has been tremendously increasing because they 

can be remotely accessed without any human intervention. 

They are being used in various fields like environmental 

monitoring, military, agriculture and medical.  The fact that 

WSN has a large no. of nodes to get the reliable information, 

makes the WSNs prone to a failure. The WSN must be 

secure, reliable and robust. In order to achieve a good 

Quality of Service (QOS), it has to have a large no. of 

sensors in the network. But since a use of large no. of 

sensors might lead to the failure of WSN as some of the 

sensor nodes might stop working. This reduces the overall 

QOS of the system. Therefore to keep a good QOS, we 

should be able to detect those faulty nodes and replace those 

as soon as possible. In this paper we put forth the causes of 

sensor nodes failure, types of failures and a review of Round 

Trip Delay and Path protocols. 
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I. INTRODUCTION 

Wireless Sensor Network (WSN) has a large no. of 

applications in various fields said above in the abstract [1] 

[2] [3]. A WSN has many advantages of using it. Sensors 

are portable which come at low cost with better accuracy 

and efficiency thanks to the advancements in the electronic 

fabrication technology. This enables us to deploy a large no. 

of sensor nodes in a field to increase the QOS of the WSN 

The practice of using a large no. of sensor nodes increases 

the probability of some of the nodes being faulty over the 

time so the data coming from such WSNs may be faulty and 

unreliable causing the QOI of the system to reduce [4]. 

The sensor node in the WSNs may stop functioning 

due to various reasons such as environmental effects, 

hardware or software malfunctions and battery failure. One 

of the major reasons behind the sensor node failure is energy 

depletion. Better quality of service (QOS) is achieved by 

simply removing the data from such faulty sensor nodes in 

the analysis. This needs a perfect identification of a faulty 

node or nodes 

The faulty sensor nodes identification suggested in 

[5] is based on comparisons between neighbouring nodes 

and the dissemination of the decision made at each node. 

Algorithm discussed here is unable to detect the corrupted 

nodes. Cluster head failure recovery algorithm used in [6] to 

detect the Faulty node has data loss problem, occurring due 

to transfer of cluster head. Path redundancy technique to 

detect faulty sensor node is suggested in [7]    

The   method discussed in this paper to detect the 

compromised node is based on RTD time measurement of 

RTPs. RTD times of discrete RTPs are compared with 

threshold time to determine failed or malfunctioning sensor 

node.  This   method is tested and verified on six wireless 

sensor nodes. The system has been simulated and verified in 

the open source software NS2. 

II. Literature revieW 

This section includes the work already done on the protocols 

that are used to detect the faulty nodes system by various 

researchers. Following is the brief explanation of some of 

them,“Fault detection of wireless sensor networks,” 

In this paper M Lee and Y Choi have suggested to 

compare between neighbouring nodes and the dissemination 

of the decision made at each node. 

“Fault detection and recovery in wireless sensor 

network using clustering” in this paper the authors have 

suggested the Cluster head failure recovery algorithm. It is 

evident that the algorithm proposed has data loss problems, 

occurring due to the transfer of a cluster head. 

In [7] the authors have suggested the Path 

redundancy technique to detect faulty sensor  

III. TYPES OF FALUTS 

There are mainly two types of faults 

1) Soft Fault 

2) Hard Fault 

Soft Fault means failed sensor nodes transmit wrong data 

but they keep on communicating with each other without 

any problem. Hard fault means the faulty nodes do not 

communicate at all. 

IV. ROUND TRIP PATHS AND DELAY 

A Round Trip Path is a path between sensors and RTD is the 

time taken to send the signal from one node to another node. 

The RTD of an RTP due to faulty node will either be greater 

than predetermined value i.e. threshold value or be infinity. 

This is how the faulty or compromised node is detected 

 
Fig. 1: Circular topology WSN with six sensor nodes 

Time required to detect the number of faulty sensor node 

depends upon the numbers of paths i.e. RTPs and RTD time. 

Therefore, RTD time measurement and evaluation of RTPs 

should be less to minimize the detection time. 
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V. THRESHOLD RTD TIME DETECTION  

To decide the threshold time first of all the sensor nodes are 

assumed to be well functioning.  WSNs are simulated in real 

time to determine the. 

RTD time of all linear RTP 

A. RTD Time Calculation 

The Round Trip Delay time is dependent on the number of 

sensor nodes are there in the particular RTP and the distance 

between them. The accuracy of this fault detection technique 

can be increased by reducing the RTD time of RTP and 

RTD can only be minimized by lowering the  number of  

sensor nodes in RTP because the distance between sensor 

nodes in WSNs can’t be decided using simple methods. 

Selecting the minimum numbers of sensor nodes in the RTP 

will reduce the RTD time. The round trip path (RTP) in 

WSNs is formed by grouping minimum three sensor nodes. 

The figure 1 shows a wireless sensor network containing 6 

sensors i.e. A, B, C, D, E and F in circular topology. The 

process of detecting the faulty node gets divided into 2 parts. 

In the first part we would have to assume that all the nodes 

are working properly in order to calculate the threshold 

time. The threshold time is decided by measuring RTD time 

of all the RTPs 

 
Fig. 2: Discrete RTP 

The second part is very important and critical, in 

that we select discrete RTPs and compare their RTD times 

with the threshold value. The discrete RTP means selecting 

an RTP which contains the concerned node. 

So in this protocol if there has been a faulty node 

then its RTD time of the RTP will change. As already stated 

it will be either infinity or greater than that of the threshold 

voltage. 

 
Fig. 3: WSNs implemented in hardware with six sensor 

nodes [8] 

Figure 3 shows the hardware implementation of a 

Wireless Sensor Network with six sensor network. Each 

sensor has cell batteries for power to the sensor and zigbee 

module to communicate with each other. 

VI. CONCLUSION   

In this paper we have discussed a lot of methods to identify 

the faulty nodes from various topologies of sensors. Most of 

them have some shortcomings which are not desirable if 

there are a large number of sensors deployed. In the first 

method neighbouring nodes were compared and this method 

has a lot of comparisons to be made. In the second method 

the cluster head was being changed to identify the faulty 

node but this method has some serious data loss problem. So 

reviewing the RTD and RTP protocol, we found these 

protocol to be energy efficient and accurate.  
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