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Abstract— With the rapid development of versatile cloud 

services, it becomes increasingly susceptible to use cloud 

services to share data in a friend circle in the cloud computing 

environment. Since it is not feasible to implement full 

lifecycle privacy security, access control becomes a 

challenging task, especially when we share sensitive data on 

cloud servers. In order to tackle this problem, we propose a 

key-policy attribute-based encryption with time-specified 

attributes (KP-TSABE), a novel secure data self-destructing 

scheme in cloud computing. In the KP-TSABE scheme, every 

ciphertext is labeled with a time interval while private key is 

associated with a time instant. The ciphertext can only be 

decrypted if both the time instant is in the allowed time 

interval and the attributes associated with the ciphertext 

satisfy the key’s access structure. The KP-TSABE is able to 

solve some important security problems by supporting user-

defined authorization period and by providing fine-grained 

access control during the period. The sensitive data will be 

securely self-destructed after a user-specified expiration time. 

The KP-TSABE scheme is proved to be secure under the 

decision l-bilinear Diffie-Hellman inversion (l-Expanded 

BDHI) assumption. Comprehensive comparisons of the 

security properties indicate that the KP-TSABE scheme 

proposed by us satisfies the security requirements and is 

superior to other existing schemes.  

Key words: Sensitive data, assured deletion, fine-grained 

access control, privacy-preserving, cloud computing 

I. INTRODUCTION 

CLOUD computing is considered as the next step in the 

evolution of on-demand information technology which 

combines a set of existing and new techniques from research 

areas such as service-oriented architectures (SOA) and 

virtualization. With the rapid development of versatile cloud 

computing technology and services, it is routine for users to 

leverage cloud storage services to share data with others in a 

friend circle, e.g., Dropbox, Google Drive and AliCloud. The 

shared data in cloud servers, however, usually contains users’ 

sensitive information (e.g., personal profile, financial data, 

health records, etc.) and needs to be well protected. As the 

ownership of the data is separated from the administration of 

them, the cloud servers may migrate users’ data to other cloud 

servers in outsourcing or share them in cloud searching. 

Therefore, it becomes a big challenge to protect the privacy 

of those shared data in cloud, especially in cross-cloud and 

big data environment. In order to meet this challenge, it is 

necessary to design a comprehensive solution to support user-

defined authorization period and to provide fine-grained 

access control during this period. The shared data should be 

self destroyed after the user-defined expiration time. One of 

the methods to alleviate the problems is to store data as a 

common encrypted form. The disadvantage of encrypting 

data is that the user cannot share his/her encrypted data at a 

fine-grained level. When a data owner wants to share 

someone his/her information, the owner must know exactly 

the one he/she wants to share with. In many applications, the 

data owner wants to share information with several users 

according to the security policy based on the users’ 

credentials. Attribute-based encryption (ABE) has significant 

advantages based on the tradition public key encryption 

instead of one-to-one encryption because it achieves flexible 

one-to-many encryption. ABE scheme provides a powerful 

method to achieve both data security and fine-grained access 

control. In the key-policy ABE (KP-ABE) scheme to be 

elaborated in this paper, the ciphertext is labeled with set of 

descriptive attributes. Only when the set of descriptive 

attributes satisfies the access structure in the key, the user can 

get the plaintext. In general, the owner has the right to specify 

that certain sensitive information is only valid for a limited 

period of time, or should not be released before a particular 

time. Timed-release encryption (TRE) provides an interesting 

encryption service where an encryption key is associated with 

a predefined release time, and a receiver can only construct 

the corresponding decryption key in this time instance. On 

this basis, Paterson and Quaglia proposed a time specific 

encryption (TSE) scheme, which is able to specify a suitable 

time interval such that the ciphertext can only be decrypted in 

this interval (decryption time interval, DTI). It can be used in 

many applications, e.g., Internet programming contest, 

electronic sealed-bid auction, etc. Electronic sealed-bid 

auction is a method to establish the price of goods through the 

Internet while keeping the bids secret during the bidding 

phase. That is, the bids (ciphertext) should be kept secret 

during the bidding phase (a specific time interval). However, 

applying the ABE to the shared data will introduce several 

problems with regard to time-specific constraint and self-

destruction, while applying the TSE will introduce problems 

with regard to fine-grained access control. Thus, in this paper, 

we attempt to solve these problems by using KP-ABE and 

adding a constraint of time interval to each attribute in the set 

of decryption attributes. 

II.  LITERATURE SURVEY 

Oruta: Preserving Public Auditing for Shared Data in the 

Cloud-B.Wang, B.li and H.li Year:2014 With cloud data 

services, it is commonplace for data to be not only stored in 

the cloud, but also shared across multiple users. 

Unfortunately, the integrity of cloud data is subject to 

skepticism due to the existence of hardware/software failures 

and human errors. Several mechanisms have been designed 

to allow both data owners and public verifiers to efficiently 

audit cloud data integrity without retrieving the entire data 

from the cloud server. However, public auditing on the 

integrity of shared data with these existing mechanisms will 

inevitably reveal confidential information—identity 

privacy—to public verifiers. we propose a novel privacy-

preserving mechanism that supports public auditing on shared 

data stored in the cloud. In particular, we exploit ring 

signatures to compute verification metadata needed to audit 

the correctness of shared data. With our mechanism, the 
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identity of the signer on each block in shared data is kept 

private from public verifiers, who are able to efficiently 

verify shared data integrity without retrieving the entire file. 

In addition, our mechanism is able to perform multiple 

auditing tasks simultaneously instead of verifying them one 

by one. 

Cloud migration research: A systematic review-

P.Bethencourt, A.salai and B.Waters  Year:2013.  

Background--By leveraging cloud services, organizations can 

deploy their software systems over a pool of resources. 

However, organizations heavily depend on their business-

critical systems, which have been developed over long 

periods. These legacy applications are usually deployed on-

premise. In recent years, research in cloud migration has been 

carried out. However, there is no secondary study to 

consolidate this research. Objective--This paper aims to 

identify, taxonomically classify, and systematically compare 

existing research on cloud migration. Method--We conducted 

a systematic literature review (SLR) of 23 selected studies, 

published from 2010 to 2013. We classified and compared the 

selected studies based on a characterization framework that 

we also introduce in this paper. Results--The research 

synthesis results in a knowledge base of current solutions for 

legacy-to-cloud migration. This review also identifies 

research gaps and directions for future research. Conclusion-

-This review reveals that cloud migration research is still in 

early stages of maturity, but is advancing. It identifies the 

needs for a migration framework to help improving the 

maturity level and consequently trust into cloud migration. 

This review shows a lack of tool support to automate 

migration tasks. This study also identifies needs for 

architectural adaptation and self-adaptive cloud-enabled 

systems. 

Toward efficient and privacy-preserving computing 

in big data era -R.lu, H.zhu, x.liuand J.shaoYear:2014.Big 

data, because it can mine new knowledge for economic 

growth and technical innovation, has recently received 

considerable attention, and many research efforts have been 

directed to big data processing due to its high volume, 

velocity, and variety (referred to as "3V") challenges. 

However, in addition to the 3V challenges, the flourishing of 

big data also hinges on fully understanding and managing 

newly arising security and privacy challenges. If data are not 

authentic, new mined knowledge will be unconvincing; while 

if privacy is not well addressed, people may be reluctant to 

share their data. Because security has been investigated as a 

new dimension, "veracity," in big data, in this article, we aim 

to exploit new challenges of big data in terms of privacy, and 

devote our attention toward efficient and privacy-preserving 

computing in the big data era. Specifically, we first formalize 

the general architecture of big data analytics, identify the 

corresponding privacy requirements, and introduce an 

efficient and privacy-preserving cosine similarity computing 

protocol as an example in response to data mining's efficiency 

and privacy requirements in the big data era. 

Ciphertext-policy attribute-based encryption-

J.Bethencourt,A.Salai and      B.Waters Year:2007              In 

several distributed systems a user should only be able to 

access data if a user posses a certain set of credentials or 

attributes. Currently, the only method for enforcing such 

policies is to employ a trusted server to store the data and 

mediate access control. However, if any server storing the 

data is compromised, then the confidentiality of the data will 

be compromised. In this paper we present a system for 

realizing complex access control on encrypted data that we 

call Ciphertext-Policy Attribute-Based Encryption. By using 

our techniques encrypted data can be kept confidential even 

if the storage server is untrusted; moreover, our methods are 

secure against collusion attacks. Previous Attribute Based 

Encryption systems used attributes to describe the encrypted 

data and built policies into user’s keys; while in our system 

attributes are used to describe a user’s credentials, and a party 

encrypting data determines a policy for who can decrypt. 

Thus, our methods are conceptually closer to traditional 

access control methods such as Role-Based Access Control 

(RBAC). In addition, we provide an implementation of our 

system and give performance measurements. 

III. EXISTING SYSTEM 

We believe that sharing data among users is perhaps one of 

the most engaging features that motivate’s cloud storage.  

Regarding availability of files, there are a series of 

cryptographic schemes which go as far as allowing a third-

party auditor to check the availability of files on behalf of the 

data owner without leaking anything about the data, or 

without compromising the data owner’s anonymity. The 

problem will arise when a file is shared to multiple users.  

IV. PROPOSED SYSTEM 

In this paper, we have proposed an key-policy attribute-based 

encryption with time-specified attributes (KP-TSABE), a 

novel secure data self-destructing scheme in cloud 

computing. In the KP-TSABE scheme, every ciphertext is 

labeled with a time interval while private key is associated 

with a time instant. The ciphertext can only be decrypted if 

both the time instant is in the allowed time interval and the 

attributes associated with the ciphertext satisfy the key’s 

access structure.  

A. Advantage: 

The main advantage of this paper is to analysis  Security issue 

will not be there Privacy issues are minimized cloud by time 

bounded self wreckable scheme in cloud and reducing the 

space required to store data in cloud. 

V. ARCHITECTURE DIAGRAM 
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VI. MODULE DESCRIPTION 

 Authentication and Authorization 

 File Encryption and Data storing to Cloud. 

 File Sharing 

 File Decryption and Download 

 Self Destruction of Data 

A. Authentication And Authorization: 

In this module the User have to register first, then only he/she 

has to access the data base. After registration the user can 

login to the site. The authorization and authentication process 

facilitates the system to protect itself and besides it protects 

the whole mechanism from unauthorized usage. The 

Registration involves in getting the details of the users who 

wants to use this application.   

 
Fig. 1: login page 

B. File Encryption and Data Storing To Cloud: 

In this module, User Upload the files which he wants to share. 

At first the uploaded files are stored in the Local System.  

Then the user upload the file to the real Cloud Storage (In this 

application, we use Dropbox). While uploading to the Cloud 

the file got encrypted by using AES (Advanced Encryption 

Standard) Algorithm and generates Private key. Again the 

Encrypted Data is Converted as Binary Data for Data security 

and Stored in Cloud. 

 
Fig. 2: File uploading in cloud 

C. File Sharing: 

In this module, the uploaded files are shared to the friends or 

users. In this, the Data Owner set the time to expire the data 

in Cloud. The Private key of the Shared Data will be send 

through Email. 

 
Fig. 3: File Sharing page 

D. File Decryption and Download 

In this Module, the user can download the data by decrypting 

by using AES (Advanced Encryption Standard) Algorithm. 

The user should give corresponding Private Keys to Decrypt 

the data. The data will be Deleted if the user enter the Wrong 

Private Key for Three times. If the file got deleted then the 

intimation email will be sent to the Data owner. The 

Downloaded Data will be stored in Local Drive.   

 
Fig. 4: File Decryption and Download 

E. Self Destruction Of Data: 

The Data will be automatically deleted if the User does not 

downloaded the file Successfully with in the time given by 

the data owner. If the user download the data, then the Self 

Destruction will be Disabled. If the File got deleted by self 

Destruction scheme, the intimation Email will be sent to Data 

Owner 
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Fig. 5: Self Destruction of data. 

VII. CONCLUSION 

With the rapid development of versatile cloud services, a lot 

of new challenges have emerged. One of the most important 

problems is how to securely delete the outsourced data stored 

in the cloud severs. In this paper, we proposed a novel KP-

TSABE scheme which is able to achieve the time-specified 

ciphertext in order to solve these problems by implementing 

flexible fine-grained access control during the authorization 

period and time-controllable self-destruction after expiration 

to the shared and outsourced data in cloud computing. We 

also gave a system model and a security model for the 

KPTSABE scheme. Furthermore, we proved that KPTSABE 

is secure under the standard model with the decision l-

Expanded BDHI assumption. The comprehensive analysis 

indicates that the proposed KP-TSABE scheme is superior to 

other existing schemes. 
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