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Abstract— Azure is a growing collection of integrated cloud 

services—analytics, computing, database, mobile, 

networking, storage and web for moving faster. Azure is a 

cloud computing platform and infrastructure created by 

Microsoft for building, deploying, and managing 

applications and services through a global network of 

datacenters [1]. Application health check is done in software 

industries to minimize the risk of issues arising in software 

applications and to ensure that the system is completely 

utilized to gain the maximum benefit. This is to ensure that 

software is running properly without any issues and to make 

sure that all potential issues are proactively identified and 

remedied, and that application is being used to its fullest 

potential value [2]. System health check will help in 

eliminating risk of system failure, advice on system usage, 

methods of recording recovery and expert recommendations 

for possible enhancements to avoid issues in the software 

system applications [2]. In the present investigation, an 

application module was developed using .Net technologies 

(C#, SQL Server, Visual Studio and Azure) to automate the 

process of heath check report generation for software 

applications and to send the mail to respective recipients 

along with the health check report. This is the MIS 

(Management Information System) report which provides 

information to the Management about health check of the 

applications, services running and databases of software 

application system. 
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I. INTRODUCTION 

A. Health Check Of The Software Systems 

This health check service will focus on what the customer 

needs and determine the operating condition (health) and 

current performance of the applications, database, or server 

system after a set of following analyses [3]:  

 Server Analysis: Examines and assesses the utilization 

of the hardware configuration including, for example, 

the CPU(s), memory and disks in relation to the usage 

of the software environment or application.  

 Environment Analysis: Reviews how well the software 

environment is being used to advantage, including its 

architecture, background processes, start-up parameters, 

application layouts and built-in functionality.  

 Application Analysis: Modern business applications 

include a layered architecture with distinct presentation, 

business logic and data access. So the health check 

should be done for running the application and its 

databases efficiently. 

 Database Condition: Determines how well or poorly the 

data is structured and segmented in the database and the 

implications for system performance. It also tells about 

the usage of database systems so that corrective actions 

can be taken if the database performance is slow or it is 

full.  

 Disaster Recovery: Evaluates the status and potential 

effectiveness of your disaster recovery plan, backup 

strategy and redundancy. 

The health check service provides the following benefits: „   

 Finds improvement opportunities by precisely 

measuring and evaluating current application 

performance  

 Minimizes or eliminates costly surprises like 

performance degradation, bottlenecks disaster 

preparation and memory/size related issues. 

 Prolongs the life of current hardware „  

 Provides guidance on how the system is likely to 

perform in the future and the impact on the plans  

B. Health Check Output 

The output of health check service for software applications 

includes a detailed and specific report on the condition of 

software at any recommendations for improvements in:  

 Server hardware  

 Software environment  

 Database  

 Disaster Recovery plans  

 Reduced risk of surprise problems in the near future 

 A standard report format you can compare with future 

health checks to identify changes 

II. OVERVIEW  

In order to make the process of generating the health check 

report automated, there has been a plan to write a computer 

program which reads the status of each resource available in 

Azure Platform. This can be achieved with the help of 

following technologies: 

 PowerShell Cmdlets 

 SQL Queries  

 Azure Resource management APIs. 

III. SOLUTION IMPLEMENTATION PROCEDURE  

Health Check report developed for system application will 

provide the information on the following aspects:  

 Health check of applications and services. 

This provides the following information.  

 Statuses: This will provide the status of each application 

and services. The status of application shown are: 

 Stopped (represented by Red color) 

 Running (Green) 

 New services (Blue) 

 Queues that are having any concerns (Yellow) 

 Environment (either production or development) 

 Solution Name present in code repository (like Git Hub) 

 Description of the application/services.  

 Any remarks provided (ex: for stopping the services)  
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 CPU usage of the system 

 Scaling and Instance status 

 Queue Status: This provides the information on the 

following queues 

 Provides information on status, current size, max size, 

queue length and last accessed time of the queues. 

 SQL Database status 

 Live databases and its consumption: Like DB Name, 

available size, used size and percentage used. 

 Tables and its consumption/usage 

 Read the status of all available resources in the Azure 

and send Health Check Report to the email id’s of the 

recipients that are configured in the system. 

 Get statuses of following 

 Cloud Services using Powershell Cmdlets. 

 Databases using queries. 

 Queues using Azure Management APIs 

IV. SPECIFICATIONS 

 Execute Powershell Cmdlets to start/stop resources. 

 In this case, track remarks for each user action 

(start/stop) on cloud services. If user doesn’t want to 

track it, then avoid using the Powershell Cmdlets to 

control the Cloud Services.  

 For tracking the database properties use queries.  

 Queues status properties will be tracked using Azure 

Management API’s. 

V. MILESTONE PROCEDURES  

 Automated notifications to the team for Azure 

Resources Health Check 

 Read status of each cloud services, queues, databases 

and create the report with separate sheets for each kind 

of health check sheets programmatically.   

 Remarks for each resource are not possible in 

automated process. So get remarks from the user upon 

either starting or stopping the cloud service. 

 Provide Control Panel by which the user can control the 

Cloud Services with remarks. With last remarks 

provided by the user and based on status of azure 

resources, system will generate the Health Check 

Report and send this report to respective recipients 

(email ids configured in the system). 

 Resource Management using APIs and Powershell 

Control Azure Resources from the Control Panel 

connected to the Resources available in Azure. 

VI. ARCHITECTURE/FUNCTIONAL FLOW 

The Architecture for automating the health check report is as 

shown below. 

 
Fig. 1: Architecture/Functional Flow 

VII. SOLUTION IMPLEMENTATION DETAILS 

The Windows service will check availability of resources 

like (Cloud Services, Databases, Queues) in azure before 

checking health of each resource in Azure.  

Windows Service will also read status of Cloud 

Services and Queues using Azure Management APIs. These 

APIs are provided by Azure. Then it will read the database 

status properties using database queries. 

For entering remarks for the actions on Cloud 

Services like stop/start, provide a Web interface page which 

lists all Cloud Services with the status, remarks, actions 

(start/stop). If the users want to start/stop the Cloud Service, 

they should provide remarks providing reasons. These 

remarks will be saved in the database table along with the 

cloud service status information.  
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After processing all above steps, windows service 

will send an email with Azure Health Check Report to 

recipients configured. 

VIII. USER INTERFACE PROVIDED 

The user interface developed is shown in the below 

mentioned figure for control panel. 

 
Fig. 2: Custom Azure Control Panel,V1

IX. RESULTS 

A. Health Check Report Of The Application/Services 

 
Fig. 3: Helth Check Deshboard

B. Health Check Report for Queues Status 
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Fig. 4: 

C. Health Check Report For Databases And Tables 

 
Fig. 5: 

X. CONCLUSIONS 

An automated health check report was developed using .Net 

technologies (C# and SQL server using Azure platform) in 

order to determine the size and performance of queues, 

tables and databases.  

This report can be used to take the decision to 

improve the performance of the systems.  

Automated the process of reading statuses of Azure 

resources and send Azure Health Check report along with 

the email to the respective recipients configured in the 

system.  

Tracked remarks for actions being taken to 

start/stop cloud service was be done through the web page 

(user interface developed, shown in section:8) 
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