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Abstract— Technological evolution has   made the life of 

human with ease, also in contrast with it there are some 

issues that are to be maintained to attain safety and security 

which is a major concern in the modern world.  In this paper 

we have introduced a product which has an integrated system 

of fire detection, theft or unauthorized access protection, Gas 

leakage detection, water level indication and home 

automation. Altogether, works based on the concept of 

Internet of things. ATMEGA328p microcontroller is used for 

the control over the entire process.   ESP8266 Wi-Fi module 

is used which can be communicated via the serial 

communication, which provides the internet setup to the 

device.  This module can be operated in three modes. Mode1 

- station mode, Mode 2 - access point mode, Mode 3 -

combination mode. An android application is created in 

which the user will have a user name and password for their 

account, logging into it will display them the above features 

like fire detection, gas leakage detection, unauthorized 

access, water level indication and home automation as icons 

and the user can have their own control over the features.  In 

case of any emergency is detected immediately the relevant 

emergency message is sent to the user’s mobile through 

internet where protective action is enabled immediately. In 

case of leakage of LPG above a particular threshold value, 

the intimation is sent to the user.  The exhaust fan to suck out 

the harmful air outside is switched on automatically. If there 

is a sign of smoke or fire inside, immediately the relevant 

emergency message is sent to the users mobile and 

automatically switches on the special water supply system 

fitted to put off the fire. In case if someone try to enter the 

place of the locker intimation is send to the user, unless the 

user allows the access no one can't access it.  If they try to 

open the locker or break it up one more emergency message 

will be sent.  Here if the user switch on the shock button, a 

high voltage low current will pass through the locker which 

will never harm the person instead it makes them faint or 

keeps them away for some time. A feature named essentials 

is provided in the app where the user can have the control 

over their home accessories like switching on and off the fan, 

light and other devices from the app.  If there is an overflow 

or scarcity of water in the water tank the message will be sent 

and the user can switch on or off the system.  This product 

serves for various users of residence, apartments, hotels, 

malls etc.  This paper empathize an integrated system that 

serves for multipurpose use that facilitates the life style of a 

person by providing safety and security it has a tremendous 

market value in the society. 

Key words: Smart Security System, IoT 

I. EXISTING SYSTEM 

The existing system has implemented Home automation by 

making the use of a Microcontroller called PIC18F2550 

used for serial & USB features.  The sensor used is HSM-

20G for humidity and temperature sense. The 

communication with the appliances is done through 

Bluetooth module called Citron Blue Bee Bluetooth.  There 

are 2 types of connections used via primary and secondary 

connections. After the Smartphone's BT connection is 

connected to personal computer the window GUI will act as 

a server to forward any data from/to the smart phone and 

main control unit. The disadvantages are more as compared 

to the advantages.  For instance, the effective area under 

control from a Bluetooth module is 100 meters in diameter.  

The primary and secondary connections which were 

supposed to be the backbone and the saving – face of the 

system intruded it physically.  Moreover, the limitation of 7 

devices in a “Piconet” is far less than what is to be 

implemented practically. 

II. PROPOSED SYSTEM 

This system is very useful compared to the existing system.  

In this project we are using a user friendly android 

application with a Wi-Fi module (ESP8266) for the purpose 

of serving the internet.  Immediate actions and updating 

through the android application in all emergency situations 

makes the user connected and protected. 

III. BLOCK DIAGRAM 

 
Fig. 1: Block Diagram 

IV. THE ARDUINO 

Arduino makes several different boards, each with different 

capabilities. In addition, part of being open source hardware 

means that others can modify and produce derivatives of 

Arduino boards that provide even more form factors and 

functionality. 
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Fig. 2: Arduino Board 

Another important thing is no requirement of a 

physical press of reset button because it can be reset by 

software running on a connected computer.  Arduino Uno is 

the most suitable controller in automation industries because 

of its simple yet effective features. ATMEGA328p 

microcontroller is used for the control over the entire 

process. 

 
Fig. 3: ATMEGA328p Microcontroller 

 
Fig. 4: Pin Diagram of ATMEGA328p 

V. HOME AUTOMATION 

Here a feature named essentials is provided in the app where 

the user can have the control over their home accessories 

like switching on and off the fan, light and other devices 

from the app.  When the user clicks the light on button in the 

app, the status is updated to Thing speak account where 

separate field is provided for each device, the WIFI module 

fetches the status and provides the information to the 

microcontroller which switches on the light. InFig.7. port_1, 

Port_2 indicates any device that the user wish to connect.     

VI. WI-FI MODULE 

ESP8266Wi-Fi module is used which can be communicated 

via the serial communication, which provides the internet 

setup to the device. 

 
Fig. 5: WIFI MODULE 

 
Table 1: Specifications of WIFI module  

ESP8266Wi-Fi module can be operated in three modes. 

Mode1 - station mode 

Mode2 - access point mode 

Mode 3 - combination mode 

 
Fig. 6: VOLTAGE REGULATOR 

VII. ANDROID APPLICATION 

An android application is created in which the user will have 

a user name and password for their account, logging into it 

will display them the above features like fire detection , gas 

leakage detection, unauthorized access, water level 

indication and home automation as icons and the user can 

have their own control over the features.  In case of any 

emergency is detected immediately the relevant emergency 

message is sent to the user’s mobile through internet with 

immediate automatic preventive action.  

 
Fig. 7. Android APP 
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Thingspeak.com is the platform used for the 

purpose of serving Internet of things.  The data and actions 

that we provide from the app is taken over by Thingspeak 

from which the information is communicated to the WIFI 

module and that to the Controller.  

 
Fig. 8: Thingspeak Website

 

 

 
Fig. 9: Thingspeak Updated Sensor Values 

VIII. SENSORS 

A. Gas and Smoke Sensor 

 
Fig. 10: LPG Gas and Smoke  Sensor (Mq2) 

1) Gas Detection 

MQ-2 sensor is used to sense the gases like Hydrogen Di- 

oxide, Carbon monoxide, Liquid Petroleum gas ( LPG) , 

Smoke.  If there is a sign of leakage in LPG gas above a 

particular threshold value, the sensor senses it and transfers 

the data to microcontroller which eventually switches on the 

exhaust fan to suck out the harmful air outside and also the 

intimation is sent to the user.  

2) Smoke Detection 

In presence of smoke above particular threshold value, MQ-

2 sensor senses it and sends the data to controller and 

immediately a special water sprayer system is enabled 

automatically to put off the smoke or fire. The Wi-Fi 

module fetches the value from the controller and updates the 

data to Thingspeak account. An emergency alert with 

message is sent to the user.   

B. PIR Sensor 

 
Fig. 11: PIR Sensor 

1) Theft Detection 

The objects which has its temperature above perfect zero 

emits heat in the form of radiation.  Passive Infrared Sensor 

(PIR) is tuned to detect this infrared (IR) wavelength to 

sense the movement of human inside the room.  It has two 

slots that are sensitive to IR. The positive differential change 

between two different slots occurs by intercepting one half 

of the PIR sensor, when the warm body like human or 

animal passes by it.  

If someone try to enter the place of the locker, 

intimation is send to the user. unless the user allows the 

access no one can't access it.  If they try to open the locker 

or break it up one more emergency message will be sent.  

Here if the user switches on the shock button, a high voltage 

low current will pass through the locker which will never 

harm the person instead it makes them faint or keeps them 

away for some time. 

C. Float Sensor 

 
Fig. 12: Float Swtich 

1) Water Level Indication 

The float switch opens or closes the circuit when the liquid 

level rises or falls down.  It has a magnetic read switch with 

two contacts sealed in a glass tube. The current passes 
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through when the magnet comes close with the two contacts 

and when the magnet moves away it demagnetizes.  If there 

is an overflow or scarcity of water in the water tank the 

message will be sent and the motor will be switch on or off 

automatically.  
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