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Abstract— IEEE 1588 Precision Time Protocol (PTP) is one 

of the effective protocols which is proposed to provide 

synchronization of clocks in wired networks.  It provides 

synchronization accuracy of sub-microsecond in wired 

networks.  Through this paper, we analyzed the feasibility 

and challenges of implementing PTP in the Internet of 

Things (IoTs).  We generated synchronization data for 

various synchronization intervals.  We provided solutions for 

the problems faced, when implementing PTP in the IoTs.  

We also found various parameters that have to be decided 

carefully for precise synchronization in IoTs 
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I. INTRODUCTION 

Internet of Things (IoTs) is the large scale network of 

sensors which are communicating each other in a wireless 

environment.  Time synchronization is an important 

challenge in the wireless sensor networks among the 

researchers.  Many solutions have been proposed to this, 

including NTP (Network Time Protocol), RBS (Reference 

Broadcast Synchronization), TPSN (Timing-Sync Protocol 

for Sensor Networks), etc.  But, the precision of clock 

synchronization is still a concern in the wireless sensor 

networks.  

 Adapting PTP to the IoTs can be a solution to the 

time synchronization problem, but the new challenge is the 

constrained nodes and networks.  Because, the sensor nodes 

are highly resource-constrained, i.e., tiny having very less 

memory, low computing power, less energy consumption, 

etc.  So the problems have to be tackled considering these 

constraints and limitations.  This short paper is an attempt to 

implement PTP on an IoT platform.  We first review the 

PTP synchronization algorithm.  Next, we discuss the 

challenges in applying this algorithm in wireless 

environment and provided the solutions for it.  

II. PTP SYNCHRONIZATION OVERVIEW 

Precision Time Protocol (PTP) is a standardized protocol 

used for the synchronization of clocks in the wired 

networks.  It incorporates the use of centralized master clock 

and the synchronization is achieved through a series of PTP 

timing message exchanges on the link connecting two 

clocks. 

 In the synchronization mechanism, first, clocks 

have to identify the highest quality clock. IEEE defines a 

standard clock characteristic set and ranges of values  for  

each  of  the characteristics. Using these values and the best 

master clock algorithm, each clock identifies the master 

clock.  In best master clock algorithm, each slave clock 

compares the clock characteristics in the data set of the 

clock with the foreign master’s clock characteristics in the 

‘announce’ message.  If the slave clock’s characteristic is 

better than the clock characteristics, and the slave device is 

master-capable, it takes the role of master.  Thus, a master-

slave hierarchy is established in the network.  Then, the 

offset and drift correction, which is required for the 

synchronization of clocks, is achieved through exchange of 

series of synchronization messages between the ordinary 

and boundary clocks.  

A. Offset Correction 

The synchronization message exchange pattern is as follow 

1) The master clock sends a ‘sync’ message to the slave 

clock containing the time ‘t1’ at which it was sent.  The 

time ‘t1’ can be sent in the ‘sync’ message or the 

subsequent ‘follow-up’ message. If time ‘t1’ sent in 

sync message, it requires some hardware for good 

accuracy. 

2) 2. Upon receiving the ‘sync’ message at the slave 

clock,        the time at which ‘sync’ message received is 

timestamped as ‘t2’ 

3) Slave clock sends ‘delay-request’ message to the master 

clock requesting the time of reception of this message at 

master clock.  The time at which the ‘delay-request’ 

message leaves the master clock is time-stamped as 

‘t3’. 

4) The time at which master clock receives ‘delay-request’ 

message is time-stamped as ‘t4’. 

5) Master clock responds to the slave clock with ‘delay-

response’ message which contains the time ‘t4’.        

 After this message exchange process, the slave 

clocks have all four timestamps required for calculation of 

offset. Now, the slave calculates mean propagation delay 

which is the average of time of transmission from master 

clock to the slave clock and that from slave clock to the 

master clock. Thus, the offset can be calculated using mean 

path delay and thus the slave clocks can be corrected to 

match the slave clock with the master clock.  The whole 

process of offset correction assumes that the propagation 

times from master to slave transmission and reverse 

transmission are asymmetric. Any asymmetry in these 

delays introduces error in the mean propagation time and 

this introduce offset in slave clock with respect to master.  

Practically, the delays are asymmetric and slave clocks have 

to correct the transmission delays using the delay 

asymmetry error factor.  If included network latency error 

also in the calculations, better accuracy can be achieved.   

B. Drift Correction 

Besides offset, drift also has to be corrected to maintain the 

same local clock for the sensor nodes in the network.  In 

order to adjust the drift, slave clocks have to calculate 

syntonization ratio for a sequence of ‘sync’ and ‘follow-up’ 

messages.  Syntonization ratio is the ratio of time difference 

between the slave clocks to the time difference between the 

master clock.  After calculating the syntonization ratio for a 

particular time interval separating the timestamps, the rate of 

change in slave clocks can be adjusted using the 

syntonization ratio to match with the rate of change in 
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master clock.  Slave clocks have to include the delay 

asymmetry and latency error factors in the calculations to 

achieve better accuracy. 

C. Message timestamp generation 

Depending on where the defined timestamp point located, 

timestamping may be of two types: Hardware timestamping 

and software timestamping.  In hardware timestamping, 

timestamping is done at the physical layer using some 

hardware for processing.  In software timestamping, 

timestamping is done at the application layer and its 

implementation is easier compared to hardware 

timestamping.  However, this sort of timestamping results in 

more error compared to hardware timestamping and hence 

network latency error factors have to be included when 

using software timestamping for better precision and 

accuracy. 

III. IOT SYSTEM ARCHITECTURE 

The system consists of many IoT motes connected in mesh 

topology using 6LoWPAN IPv6 network, which is 

connected to the edge router.  Each sensor node is attached 

to a microcontroller which is responsible for acquiring data 

through a predefined instruction set.  The edge router is 

responsible for translation of 6LoWPAN packets to the 

packets compatible for existing internet infrastructure and 

vice-versa.  The communication between sensor nodes and 

zigbee is based on zigbee and 6LoWPAN is responsible for 

bringing the IP packets to the external world.  

 The IoT edge router is also responsible for protocol 

transformation.  Sensor nodes can use only low power and 

hence high-powered communication protocols like Wi-Fi 

cannot be used.  IoT uses some outbound protocols like 

MQTT, CoAP, etc. for communication.  Thus IoT gateway 

plays the role of routers as well as firewalls connecting the 

6LoWPAN network to the cloud.  Data collected from the 

sensor networks is transmitted to the cloud through the IoT 

gateway. 

 In the PTP synchronization Process, edge router is 

considered as the master clock, since it acts as the DAG root 

of the network.  Edge router is considered as master clock 

for generating accurate offset and the elimination of cycles 

from the whole synchronization process.  Thus, the edge 

router will start the DAG routine and self-configure it as the 

rot information to the other clocks.  It broadcasts the root 

information to all the slave clocks in the network.  During 

this time, slave clocks wait for the DAG root and once DAG 

root is established, slave clocks waits for the ‘sync’ request 

from the master clock.  After establishing the master-slave 

hierarchy, synchronization is performed through a series of 

message exchange process, calculating the mean path delay, 

offset, and syntonization ratio and then adjusting the slave 

clocks using these factors to match with the local time of 

master. 

IV. RESULT ANALYSIS AND FINDINGS 

We had implemented the PTP time synchronization 

mechanism on an IoT platform and analyzed the results for 

the various synchronization intervals.  The fig 1 shows the 

synchronization behavior of slave clocks for 

synchronization intervals of 5 and 30 seconds. 

  

 From the Fig.1, it is clear that as synchronization 

interval increases, offset increases. In (a), offset is 

approximately zero.  Besides, slave clock converges and 

synchronizes to the master clock faster.  However, it 

increases the number of packet exchanges compared to (b) 

and thus leads to more wastage of energy.  Whereas, in (b), 

we can see some ripples which reveals the presence of 

offset. So, higher synchronization intervals introduce the 

offset in slave clocks with respect to master.  Also, it 

increases the time required for the slave clocks to converge 

to the master.  However, it reduces the number of packet 

exchanges.  Since sensor nodes are energy-constrained 

devices, this network can reduce the wastage of energy.   

Therefore, the synchronization interval can neither be too 

large nor too small.  So, there is a tradeoff in the application 

for an optimum synchronization interval. 

 The accuracy of the offset depends on the 

timestamp accuracy and the clock step accuracy.  Hardware 

support is needed in order to improve the timestamp 

accuracy.  For better accuracy, clock step accuracy is also 

very important. Higher the resolution of the clock, more 

accurate the clock offset.  Also, timestamping will get 

delayed if the DAG is busy with the other task.  This will 

introduce error in the   

mean path delay and thereby, offset and thus affecting the 

synchronization accuracy.  This also delays the whole 

synchronization process with the increase in dimension of 

the network.  Hardware  timestamping is  needed  to  resolve  

all these problems 

 
Fig. (a): 

 
Fig. (b) 

Fig. 1: Behaviour of slave clocks for synchronization 

interval of (a) 5 seconds and (b) 30 seconds. Offset is 

plotted with respect to master clock 
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The path delay and latency error factors should be applied to 

the required calculations of synchronization mechanism for 

better synchronization accuracy.  If we use proper offset 

decision parameters and provide the solutions, slave clocks 

can achieve better synchronization accuracy even in sub 

microsecond range in an IoT architecture set-up. 

V. CONCLUSION 

IoT is expected to be the future of always-connected 

environment and the time synchronization is an important 

challenge in the IoT networks.  With the proposed approach, 

implementing the PTP on an IoT platform is verified 

through this work.  Future scope of this work involves 

extending this work to analyze the power consumption for 

various parameter values and the analysis can be used for 

designing these systems. 
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