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Abstract— Data security using reversible data hiding and 

image scrambling is the technique for providing high end 

security to the text data and recovering host image as well the 

secret data hidden in the host image. Thereby inhibiting the 

intruders to extract the hidden data. In our proposed system 

for enhanced security, login credentials will be given to the 

authenticated user, so that only an authenticated user will be 

able to transmit and receive the data. Sender will select a host 

image and the secret text data to be sent and the system will 

scramble the selected host image and then embed the secret 

text data into the selected host image before transmitting to 

the receiver. The reverse process will be applied at the 

receiver end .The login credentials in the proposed system are 

provided using Advanced Encryption Standard Algorithm. 

The image scrambling is done using the Rubik’s cubic 

algorithm and embedding the secret data into selected host 

image and reversible data hiding is achieved using the 

optimal value transfer technique. This system can be used by 

the private organizations where security is of utmost 

importance. 
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I. INTRODUCTION 

In this developing techno world, data security has become 

one of the most important factors in the organizations dealing 

secured data communication. The proposed system deals with 

all the three aspects of security i.e., the confidentiality, 

authenticity and integrity. The confidentiality refers to the 

phenomena to refrain an unauthorized entity from accessing 

the data. The authenticity refers to the phenomena that the 

received data is as claimed. The integrity refers to the 

phenomena that data has not been altered or destroyed in 

an unauthorized manner. 

This project describes the security goals while 

embedding the data within an image. 

Following are some of the applications that can 

make use of this system: Military applications, Government 

Organizations, Private Organizations, and those entities 

whose priority is data security. 

II. PREVIOUS WORK 

The existing systems for data security are based on the 

following three techniques: Histogram modification methods, 

Lossless Compression[2][3] based methods, Difference 

Expansion[4] based methods. However the disadvantage of 

the these existing system is that the spare place can always be 

made available to accommodate secret data as long as the 

chosen item is compressible, but the capacities are not very 

high. Also the payload of this method is low since each block 

can carry only one bit. 

III. METHODOLOGY 

The drawback of existing system is overcome by our 

proposed system. In our proposed system we scramble the 

image first and then we hide the data within the image. This 

process provides enhanced security and protects the data from 

the intruder. 

Image Scrambling and data hiding process proceeds 

in following 3 steps: 

1) Authentication using AES. 

2) Image Scrambling using Rubik’s Cubic. 

3) Embedding the data using Optimal Value Transfer           

Algorithm. 

 

A. Authentication using AES: 

 

Advanced Encryption Standard (AES) is the first step of the 

process. AES algorithm is used to provide encryption to the 

login credentials. 

The AES design consists of the secret key, plain text, 

cipher block and the cipher text. A key length of 128 bit is 

applied on the plain text block and after the cipher block 

processing, the resulting 128 bit cipher text is obtained. 

AES consists of 10 rounds for 128 bit key. There are 

9 regular rounds out of the 10 rounds while the 10th round is 

different. The round of cipher block processing includes Shift 

Rows, Sub Bytes, Mix Columns and Add Round Key. The 

inverse cipher rounds include Inverse Shift Rows, Inverse 

Sub Bytes, Inverse Mix Columns and Add Round Key. Thus 

we obtain the cipher text which is in the encrypted form. 

 

B. Image Scrambling Using Rubik’s Cubic Algorithm[12]: 

Image scrambling is the process of scrambling the host image 

to convert it into an unidentifiable form. The Rubik’s cubic 

algorithm partitions the selected host image into lot of 

different 54 blocks and forms lot of different Rubik's cubes, 

where each Rubik’s cube contains 54 blocks. Then the 

rotations are performed on these formed Rubik’s cubes based 

on the rotation parameter. The rotation parameter, Rp is a 3 

bit parameter, whose first bit will denote the plus or minus 

sign. The first bit value 1 of Rp indicates negative and value 

0 of Rp indicates positive. The remaining two bits represent 

0 to 3 respectively according to the bit pairs 00, 01, 10, 11.For 

rotation of the Rubik’s cube, the generation of pseudo random 

number is done for scrambling purpose. For this pseudo 

randomly generated numbers the rotations are assigned based 

on the Rp associated with them. 

 

C. Embedding The Data Using Optimal Value Transfer           

Algorithm[14]: 

While embedding the data, the differences between the 

original pixel-values and the corresponding values of the host 

image is estimated from the neighbors is used to carry the 
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payload that is made up of the actual secret data to be 

embedded and the auxiliary information for original content 

recovery. According to the optimal value transfer matrix, the 

auxiliary information is generated and the estimation errors 

are modified. 

Initially, the host image is divided into a number of 

subsets and the auxiliary information of a subset is always 

embedded into the estimation errors in the next subset. Thus, 

successful extraction of  the embedded secret data and 

recovering of the original content in the subsets with an 

inverse order can be done. 

 

IV. SYSTEM DESCRIPTION 

The process starts when a user logs in to the application. The 

authenticated user is allowed to access the application and the 

user the selects the host image into which the secret data 

needs to be embedded. The application then scrambles the 

image using the Rubik’s cubic image scrambling algorithm 

and embeds the secret data into the scrambled image using 

the Optimal value transfer algorithm to form the marked 

image At the receiver side the reverse process is applied. 

 
Fig. 1: Workflow of Proposed system 

V. CONCLUSION 

Our proposed system thus aims at embedding the data using 

the above discussed techniques. The original data is 

completely recovered and the host image is recovered to the 

greater extent. Data hiding and image scrambling technique 

can therefore be used in varied application ranging from 

military data, medical data to private cloud security 

application. The characteristic of our proposed system is that 

it provides the advantages of authenticity, integrity and 

confidentiality thus the data is always kept secret and hidden 

from third parties. 

VI. FUTURE ENHANCEMENTS 

As the aim of our project is to develop a secured way of data 

transmission, one can also implement the project by covering 

the marked image before transmission by another image. 
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