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Abstract— In recent few years, cloud computing provides 

high amount of data storage space and it provides parallel 

computing at low cost. Cloud is used to store high amount of 

data .Everyday high amount of data will be generated & i.e  

to be stored on cloud ,so due to huge amount of data storage 

it rises new issues or challenges. The data deduplication 

technique is used for reducing the storage requirement by 

eliminating the repeated data on the cloud. Only one unique 

object of the data is actually is stored on the media for 

example on disk or tape. Repeated data is replaced with a 

pointing to the single data copy. For example, an email may 

contain 100 objects of the same 1 MB file attachment, If the 

email is back up, all 100 objects are saved, requiring 100 MB 

storage space with data deduplication. Only 1 object of the 

attachment is actually stored .now each object is just refer 

back to the one saved copy. In this instance the 100 Mb 

storage requirements could be reduced to only 1 MB. Data 

deduplication works with convergent encryption technique to 

encrypt data before uploading. In the large firms the 

deduplication method is used in back up and the disaster 

recovery applications. This paper addresses the secure 

authorized data dedupication problem in the existing 

encryption systems. 
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I. INTRODUCTION 

The storing of the data & other component or content of the 

application on the remote server & fetching or using them 

via internet instead saving or installing them on yours 

personal computer or may be in offices or company is the 

cloud computing technique. It is the technique is likely to be 

used in the today’s world. Cloud computing gives huge 

storage I n all sectors such as government or may be in 

small scale enterprise or in large firms for storing our 

personnel data securely stored on the cloud to avoid the 

access for unauthorized users. The main issue in cloud 

computing is the huge amount of the storage space & 

security of the  store data these are problems .One important 

challenge of the cloud storage services is how  to manage 

the everyday increasing high amount of data to increase the 

storage space. 

Now to increase the data storage space for 

managing huge amount of data in the cloud computing, the 

de-duplication techniquic is used [17]data de-duplication is 

a data compression techniquic used for removing  the 

repeated copies of the redundant data. The data de-

duplication is used to improve the storage space & improve 

the bandwidth. If the storage space is having the repeated 

data with the same type, Then the de-duplication techniquic 

is used to  over the repeated content or reduce the same type 

of data, by just  storing only one physical copy & the 

reference will be created for referring other redundant data 

to that physical copy. De-duplication is either file level de-

duplication in which it removes the duplicate copies of same 

file & second one is Block level in which repeated block is 

removes. The main thing in the data de-duplcation is that the 

security & privacy of the data to protect the data from the 

unauthorized user’s or to secure the content from the insider 

or the outsider attacks. For the  confidentiality of the data 

encryption process is used in that conversion of the plain 

text to the cipher text will be done.so encrypt the files or the 

data with the help of using the secret key to avoid data 

leakage from the unauthorized user b. The secret key is used 

for encryption & decryption operation. At the time of 

uploading file to cloud user first generates convergent key 

encryption of the file then load file to cloud. Here to avoid 

the unauthorized access the proof of ownership protocol[11] 

is used to provide the proof to that user lastly owns the same 

file  if any duplicate content is found.  

Cloud computing gives a low-cost, scalable, 

location-independent platform for data management and 

data storage. While the number of users owns the  cloud 

service and the increasing of data volume, now   people pay 

attention to economize or utilizes more cloud storage than 

used before .Therefore how to utilize more  the cloud 

storage space will  becames important problem in the todays 

world [20]. 

 
Fig. 1: Structure of Hybrid Cloud[4] 

II. LITERATURE REVIEW 

Numbers of methods have been proposed in past for secure 

authorized deduplication some are explaining as follows: 

S. Quinlan and S. Dorward. Venti [17]: has approach to 

archival storage. To make data management scalable in 

cloud computing, deduplication is technique used for 

avoiding repeated data. 
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J. R. Douceur, A. Adya, W. J. Bolosky, D. Simon, 

and M. Theimer. [8]: They proved that reclaiming space 

from duplicate files in a serverless distributed file system 

gives Convergent encryption has been proposed to enforce 

data confidentiality while making deduplication feasible. 

M. Bellare, C. Namprempre, and G. Neven [5] [6]: 

Security proofs for identity-based identification and 

signature schemes. J. Cryptology, An identification protocol 

Π can be described with two phases: Proof and Verify.  the 

verifier outputs either accept or reject to denote whether the 

proof is passed or not. 

S. Halevi, D. Harnik, B. Pinkas, and A. Shulman-

Peleg [11].Proofs of ownership in remote storage systems. A 

secure proof of ownership protocol is also indeeed to 

provide the proof that the user needs to owns the same file 

when a duplicate is found. 

Bugiel et al. [7] provided an architecture consisting 

of twin clouds for secure outsourcing of data and solve 

problem of unauthorized components on cloud. 

Zhang et a.[25]also shows the hybrid cloud 

techniques to support privacy-aware data-intensive 

computing. We address the authorized deduplication 

problem over data in public cloud. 

J. Li, X. Chen, M. Li, J. Li, P. Lee, and W. Lou 

[12] describe, block-level deduplication can be easily 

deduced from file-level deduplication, which is similar to 

Secure deduplication with efficient and reliable convergent 

key management. 

Xu et al. [23] also addressed the problem and 

showed a secure convergent encryption for efficient 

encryption, without considering issues of the key-

management and block-level de-duplication. 

M. Bellare, C. Namprempre, and G. Neven.[5] 

Security proofs for identity-based identification and 

signature schemes. Addrese widespread cloud environment, 

cloud data storage services are tremendously growing due to 

large amount of personal computation data. 

M. Bellare, S. Keelveedhi, and T. Ristenpart. 

Message-locked encryption and secure deduplication. In 

EUROCRYPT, [4] addresses that, Many people now store 

large quantities of personal and corporate data on laptops or 

home computers.. This paper describes an algorithm which 

takes advantage of the data which is common between users 

to increase the speed of backups, and reduce the storage 

requirements. This algorithm supports client-end per-user 

encryption which is necessary for confidential personal data. 

with remote cloud storage, and present an analysis of the 

typical cost savings. 

III. PROPOSED SYSTEM 

Confidential or secure encryption is used to be obtained the 

confidentiality of the content When deduplication make 

suitable. In convergent encryption that provides a key that is 

used for encryption & decryption of the file. The key will be 

generated by the pricate cloud server & that key will be 

sended to the registered user’s account email.id on the 

gmail. To avoid the unauthorized access the user has given 

the registered email-id & password .After user wants to 

upload the same content of file with different name of the 

file then it displays message” duplicate content is found”. If 

the same content is not found then the private server accepts 

the file for the decryption purpose. Then user can download 

that encrypted file with pointer from server. While at the 

time of decryption the corresponding data owners download 

that file with secret keys. While in the existing deduplication 

system cannot support differential authorization duplicate 

check which was important in much Applications. 

In the Authorized system each user is issued a set 

of permission to perform an action example of various 

privilages includes ability to create a file. A file uploaded to 

cloud is also bounded by a set of privileges to specify which 

kind of users is allowed to perform the duplicate check and 

access the files. 

By implementing data Deduplication technique, 

abstract diagram for proposed system as shown in figure 

below. 

 
Fig. 2: Abstract Diagram for Secure Authorized 

Deduplication 

A. User Module 

In this module, users are having authentication & security 

when user wants to access resources on the cloud, then user 

should login on to the cloud. Before accessing or searching 

details user should have account in that otherwise they 

should register first. Following are the steps to login on to 

the cloud. 

 
Table 1: Pseudo-code for registration process 

Pseudo-code for registration process is listed in Table 1. 

B. Secure De-Duplication System 

For removing redundant data we providing support for 

authorise de-duplication, we create file tag F will be 

determined by the file F and the privilege. In the before 

system to represent the difference with tag ,we say  it as file 
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token in place calling  the file tag. To detect redundant data 

in system we have to detect the duplicate String & pattern, 

the pattern matching algorithm is used in proposed  module. 

The main idea of string searching is to find out the location 

of specific text patter n within paragraph or in sentences, 

may be in book etc. In our project we use Brute force 

algorithm that compares the pattern to text, one character at 

a time, until the matching character are found. 

The Algorithm can be designed to stop either first 

occurrence of the pattern or upon reaching end of text. 

 
Table 2: Brute force Pseudo-code 

C. Security of Duplicate Check Token 

In the security of token the privacy has gives more 

concentration. There are mainly two Types of adversaries, 

i.e external adversary and internal adversary. the external 

adversary can be viewed as an internal adversary without 

any privilege P, on any file f where P does not match P’.If it 

uses the pattern  matching Algorithm in that it checks each 

and every token or pattern of the string  & output a validate 

token p on any File F that has been queried If a user has 

privilege p it requires that the adversary cannot forge and 

output valid duplicate token with any other privilege .Even 

though tokens must be sent via email it is still not require 

that to store email address on the server, at least not in a 

readable format. If email address is not stored on the server 

then a unauthorized user could input someone other’s  user 

name and their own email address and have a token sent to 

them. To avoid this system must ensure that the activation 

token is sent to the authorized email address, but this can be 

happen if hash of email adddress is saved. The hash function 

has a great capability to generate cryptographic one-way 

hash value. Any missuse of the database not done. The hash 

value prevent from access to unauthorized email user’s. 

D. Send Key 

When the key request has been accepting, the sender can 

sent the key or he can reject it. With the help of this key and 

request id which was generate when   key request had send 

to receiver ,then  receiver can decrypt the message and 

shows the message if there is any duplicate content is 

present or not. 

1) Process Model used With Justification 

2) Access Control for Data Which Require User 

Authentication 

The following commands specify access control identifiers 

and they are typically used to authorize and validate the user  

3) User Name (User) 

The user identification is necessary for the server for access 

to its file system to valid user only. This command will 

normally be the first command transmitted by the user after 

the connections are made (some servers may require this).  

4) Password (Pass)  

This command must be immediately preceded by the user 

name command, Since password is for provide strong 

privacy, it is essential to "mask" it or some special 

characters will be used to provide stronger security to that 

password.  

IV. ADVANTAGES OF PROPOSED SYSTEM 

The Authorized user allow to perform the duplicate check 

for files signed with the corresponding privileges. 

We provide an advanced convergent encryption 

Algorithm to support stronger security by encrypting the file 

with differential privilege keys. 

Pattern matching algorithm is used for detecting 

redundant content, sting or pattern. 

It gives minimum overhead compared to the 

normal convergent encryption and file upload operations. 

Reduce the storage size of tags for integrity check. 

To improve the security of de-duplication and protect the 

data confidentiality. 

V. FUTURE WORK 

Problem in Authorized de-duplicate check include 

Users’sensitive data are susceptible by both insider and 

outsider attacks. For future research, to solve the problem of 

insider and outsider attack is challenging problem in Secure 

Authorized deduplication. 

VI. CONCLUSION 

In cloud data centers allows only the redundant data to the 

cloud storage using the above system & security. The file 

can be stored safely & secure in data centres. The secret key 

is used at the time of download the file &checks whether the 

file is having duplicate content present or not. To conclude 

the findings, Authorized duplicate check gives less overhead 

as to convergent encryption and is negligible for minimum 

file size. This suggest that Authorized duplication system is 

used for Avoiding duplication & store data securely on the 

cloud. 
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