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Abstract— Numerous anonymization methods, such as 

simplification and bucketing, are designed for privacy 

preserving micro data publishing. Many works shown that 

generalization lose considerable amount of information, 

especially for high dimensional data object. But 

Bucketization does not prevent membership disclosures and 

do not apply for data that do not have a clear separation 

among quasi-identifier characteristics and delicate attributes. 

In this work, we present a novel technique called slicing 

partitioning on the data both horizontally and vertically. We 

show that slicing preserves data utility better than 

oversimplification and can be castoff for involvement 

disclosure protections. Another important use of slicing is 

that it can be used in high-dimensional data. We show how 

slicing can be used in attribute disclosure protection and 

developed an effectual procedure for adding the sliced data 

that obey diversity requirements. Our experiment confirms 

that slicing preserves better utility than generalizations and 

more effective than bucketizations in workloads involving 

the sensitive attributes. Our work also demonstrates that 

slicing can be used to prevent membership disclosure 

Key words: High Dimensional Data, Bucketization, Linear 

Programming, Privacy Preserving 

I. INTRODUCTION 

Privacy-Preserving publishing of data has been studied in 

very recent years. Micro data contains records each of which 

contain material about an distinct unit like person, a 

household, or an organization. Several micro data 

anonymization technique have been introduced. The most 

popular one is generalization for k-anonymity and 

bucketization for diversities. In both approach, attributes are 

partitioned into three categories: 1) some attributes are 

identifiers that can identify an individual entity, such as 

Name or Social Security Number; 2) some attribute are 

Quasi, which the adversary may previously know and when 

taken calm can potentially identify an individual, e.g., Birth 

date, Sex, and Zip code; 3) some attributes are Sensitive, 

which are unknown to the adversaries and are considered 

sensitive, such as Disease and Salary. In both 

generalizations and bucketizations, one first removes 

identifier from the data and then partitions tuples into 

buckets. The techniques differ in the next step. 

Generalization transforms the QI in each bucket into less 

precise but semantically dependable values so that tuples in 

the same bucket cannot be distinguished by their Quasi 

values. In bucketizations, one separate the SAs from the QI 

by randomly permuting the SA values in each bucket. The 

anonymized data consist of set of bucket with permuted 

sensitive attribute value. 1.1 Motivation of Slicing The 

generalization for k anonymity losses considerable amount 

of information, especially for HD data. This is due to the 

subsequent explanations. First, overview for k-anonymity 

suffers from dimensionality. In order for generalization to be 

effective, chronicles in the equal pail must be close to each 

other so that generalizing records will not lose too much 

information. However, in HD data, most data points have 

similar distance with each other, forcing a great amount of 

generalizations to satisfy k-anonymity even for relatively 

small k. In order to perform data analysis or data mining on 

the generalized table, the data analyst has to make uniform 

distributions assumption that every value in a generalized 

break/set is likewise imaginable, as no other distribution 

assumptions can be justified. This reduces the data utility of 

the generalized data. Because attributes are generalized 

separately, correlation between different attributes is lost. To 

study attribute correlations on the generalized table, the data 

analyst need to assume that every possible combinations of 

attribute value are equally possible. These are some inherent 

problems of generalization that prevent effective analysis of 

attribute correlation. While bucketizations have better data 

utility than generalization, it has several limitations. 

Bucketization does not prevent membership 

disclosures. Because bucketization publishes the Quasi 

values in their novel forms, an enemy can find out whether 

an individual has a record in the published data or not. 80 

percent of the individuals in the US can be uniquely 

identified using only few attributes. A micro data usually 

contain many other attribute besides those attributes. This 

means that membership information of most of the 

individuals can be inferred from the bucketized tables. 

Bucketization requires clear separations between Quasi and 

SA. In many data sets, it is unclear which attributes are QIs 

and SAs. By separating the sensitive attributes from QI 

attribute, bucketizations break the attributes correlations 

between Quasi and the SAs. In this work, we introduce a 

novel data anonymization technique to improve the current 

work. Slicing partition the data set both vertically and 

horizontally. Vertical partitioning are done by grouping 

attribute into columns based on correlation among the 

attributes. Each column contains a subset of attributes that 

are highly correlated to each other. Horizontal partitioning is 

done by grouping tuples into buckets. Finally values in each 

column are randomly permutated to break linking between 

different columns. The basic idea of slicing technique is to 

break the association cross columns, to preserve the 

association of each column. These reduce the 

dimensionalities of the data and preserves better utility than 

generalizations and bucketizations. Slicing preserves utility 

because it group highly correlated attribute together, and 

preserve the connections amongst such traits. It protects 

privacy because it breaks the associations between 

uncorrelated attribute, which are infrequent and thus 

identifying the same. Note that when the data set contain QI 

and one SA, bucketization should break their correlation; 

but slicing can group some QI attribute with the SA, 

preserving attribute correlations with the sensitive attributes. 

The key intuition that slicing provide privacy protections are 

that the slicing process safeguards that for any tuple, there 

are normally many matching buckets. Given a tuple t where 
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c is the number of columns and vi is the value for the ith 

column, bucket is a matching bucket for t if and only if for 

each i, vi appear at least once in the ith column of bucket. 

Any bucket that contains the original tuple is a matching 

one. At the same time, matching buckets can be due to 

containing other tuples each of which contains few but not 

all vi’s in it. 

II. RELATED WORKS 

A. On k-Anonymity and the Curse of Dimensionality 

The wide availability of personal data has made some 

problem in privacy preserving data mining an important one. 

Number of methods has been proposed for privacy 

preserving data mining of multidimensional data record. 

One of the methods for privacy preserving data mining is 

that of anonymization, in which a record is released only if 

it can be indistinguishable from k other entities in data. We 

note that method such as k-anonymity is extremely in need 

of upon spatial locality in order to implement technique in a 

statistically robust way. In high dimensional space data 

becomes sparse, and concept of spatial locality is no longer 

easier to define from application point of views. In this 

work, we view the anonymization problem from perspective 

of inference attacks over all possible combination of 

attribute. We show that when data have a large number of 

attribute which may considered quasi-identifier, it become 

difficult to anonymize data without unacceptably high 

amount of data loss. This is due to exponential number of 

combination of dimensions that can be used to make precise 

inference attack, even when the individual attributes are 

specified within some range. We provide an analyze of the 

effect of dimensionality on anonymity method. We conclude 

that when data set contain large number of attributes that are 

open to inference attack, we face with a choice of either 

completely suppressed most of the data or lost the desired 

levels of anonymity. Thus, this work shows that the curse of 

HD also applies to the problem of privacy preserving 

mining. The   privacy   preserving mining   has gained 

considerable   importance in recent years due to vast 

amounts of personal data about individuals stored in 

different vendors and organizations.  

In many cases, user is willing to divulge 

information about them only if the discretion of the data is 

sure-fire. Thus systems need to be projected to mask the 

searching evidence in the records.  This creates  the natural 

challenge of mining the data  in an effective way  with  a  

limited  data  representation.   A variety of technique has 

been proposed both to represent and mine data without loss. 

Some important technique for privacy includes methods 

such as perturbation anonymity condensation and hiding 

with concept reconstruction. The anonymity and k-

indistinguishability approach is discussed below: 

In the anonymity approach generalization 

technique are applied in order to protect the exact values of 

attributes. For example, quantitative attributes such as the 

age may only be specified to some range. This is referred to 

as attribute generalizations.  By defining high enough level 

of generalizations on each attribute, it is possible to 

guarantee anonymity. On the other hand, attribute 

generalization can leads to a loss of information. 

In the indistinguishability model clustering 

technique is used in order to construct different groups of 

records.   The characteristics of these group are used to 

generate pseudo-data is used for data mining purpose.   

While such pseudo data does not use true data record, it is 

useful for modeling purposes, since it reflect original 

distribution of the records.   There are some uses in pseudo-

data, in that it is more resistant to hacking, and it does not 

need any modification of the underlying data representation 

as in a generalization approaches. 

We illustrated two cases of generalization of data 

points into range along each dimensions.  2-anonymization 

is achieved by simply discretization without optimization. In 

Figure 1(b), more careful clustering method is utilized to 

achieve anonymity, so that sizes of the bounding rectangle 

are reduced.    The latter is also an example of optimized 

axis-parallel generalization. It is not  necessary  to  

generalize  using parallel  ranges. The statistics of arbitrary 

cluster can be used for anonymization processes.  In general, 

problem of finding the optimal anonymous  representation is 

known to be NP-hard Problem. Therefore,  we analyze  both 

methods  of axis-parallel  generalization and  arbitrary 

clustering in it.  We show that the asymptotic information 

loss with increasing dimensionality is sufficiently higher to 

make the privacy preservation process impractical.                                                                     

Let  us  considers  the parallel   generalization 

approach, in which individual  attribute value are replaced  

by  a  randomly   chosen  interval   from  which they  were  

drawn.   In order to analyze  the  behavior  of anonymization 

approach with increasing  dimensionality,  we consider  case 

of data which  individual dimensions are independent and 

distributed. The resulting bounds provide insight into 

behavior of anonymization process with increasing implicit 

dimensionalities. We construct a bounding  box around  

target point in order to generalize it.  The value of the data  

point in this  grid cube is generalized  to  corresponding   

partially specified range of bounding  box.   For  data  point  

Xd   to  maintain  k-anonymity, this  bounding  box must  

contain  at least k other point.   First,  we consider  the case 

when the generalization of point uses maximum  fraction of 

the  data  point  along each of the partially specified  

dimension. Thus, data point which not satisfy this condition 

may need to suppressed .It  has been suggested that 

suppression of larger percentage  of data  leads to 

unacceptable aggregate  change in statistical characteristics 

of data  for mining purposes.  In the following analysis, we 

will show difficulty of preserving k-anonymity by approach 

of partial range masking. 

III. EXISTING SYSTEM 

A. Revealing Information when Preserving Privacy 

We analyzed tradeoff between privacy of statistical 

database. We model statistical databases by an n-bit string 

with query being the subset to be answered. Our result is the 

polynomial reconstruction algorithm of data from noisy 

subset sum. Applying this reconstruction algorithm to 

statistical database we display that in instruction to achieve 

secrecy one has to add perturbation of magnitudes. That is, 

smaller perturbation always results in the strong violation of 

privacy. We shows that this result is tight by exemplifying 

access algorithm for statistical databases that preserves 
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privacy while adding perturbation of magnitude. For time-T 

bounded adversaries we demonstrate the privacy preserving 

access algorithm whose perturbation magnitude is √T.Let us 

begin with  the short story of mining.  Envision the database 

of the hospital containing medical  history of some of the 

population. On  one  hand,  the hospital would  like  to  

advance medical researches which  is based  (among  and  

things) on statistics of  information in the  database.   On the 

other hand,  hospital is obliged  to  keep the  privacy  of its  

patients, i.e. leak  no medical  information that could  be 

related to  the specific patient.   hospital needs an access 

mechanism to   database that allows  convinced ‘statistical’  

requests  to  be responded, as long as y  do not  violate    

privacy  of any single patient. 

One simple tempting solution  is to remove from  

database all identifying  attributes such  as   patients  name  

and social security numbers. However, this solution  is not 

enough for  protect patient privacy   since  user usually   

exist  or means  of identifying patients, via  indirectly 

identifying at- tributes stored  in   database. Usually,  

identification may still  be  achieved   by  coming  across  

just the  few ‘innocuous’ looking attributes . 

topic of this work is to explore   conditions under which 

such the privacy  preserving database access mechanism can 

exist. 

A  Threshold  for Noisy Reconstruction. Viewing 

query-answer twosomes  as an ‘encryption’ of   jiffs  d1 , .., 

dn ,  goal of  privacy-breaking adversary is to  efficiently  

‘de- code’  this  encoding  i.e.   to  obtain values  of some  di 

s.   In our setting,   ‘decoding’ algorithm is given access to 

sub- set sums of   di s perturbed by adding  some random 

noise of magnitude ≤ E .Model Statistical Databases and 

Statistical Queries 

A statistical database is the query-response 

mechanism that enables users to access its content via 

statistical queries. We focus on binary databases, where  

content is of n binary (0-1) entries, and give its appropriate 

definition below. the statistical query specifies the subset of 

entries;  answer to  statistical query is  number of entries 

having value 1 among those specified in it. Users issue 

statistical queries to  database;  response to se queries is 

computed by  database algorithm, that accesses  database 

content. 

This algorithm may keep additional information 

(inform of an internal state), and may update its state 

whenever it is invoked. We are not concerned with  specifics 

of  database language, and its indexing mechanisms. Instead, 

we undertake that employers are bright to specify any subset 

of database entries. Our model is consistent with previous 

models in literature, see e.g. [2]. 

Definition 1.The statistical query (query for short) 

is the subset q _ [n]. (exact) answer to the query q is  sum of 

all database entries specified by q i.e. aq =Pi2q di.A 

statistical database (database for short) D = (d, A)is the 

query-response mechanism.  response to the query qis A(q, 

d, _) where _ is  internal state of  algorithm( internal state _ 

may be affected by  computation).When it is clear from  

context, we usually omit d, _ and write A(q) for A(q, d, 

_).We now define  quality of  database algorithm the interms 

of its worrysize:  

Definition 2. An answer A(q) is within E 

perturbation if |aq − A(q)| _ E.We say that algorithm the is 

the within E perturbation iffor all queries q _ [n]  answer 

A(q) is within E perturbation 3. We writeMA to denote the 

Turing MachineMwith access to database algorithm A.  time 

complexity of  isdefined as usual, where each call to the 

costs the unit time.  

B. Polynomially Bounded Adversary – (p n) Perturbation 

Needed for Privacy 

We next turn to more interesting (and perhaps realistic) case 

where  adversary is Polynomials bounded. We show that the 

minimal perturbation level of (pn) is necessary for achieving 

even weak privacy in our classical. More concretely, we 

show that any catalogue algorithm that is within E = o (pn) 

perturbation is non-private. We prove this by bestowing for 

every ">0 the linear-programming process, with which we 

reconstruct, in polynomial-time, the candidate database c 

and prove that dist(c, d) < "theorem 3. Let D = (d,A) be the 

database where the is within o(pn) perturbation n D is 

poly(n)-non-private. 

We consider the statistical database in which the 

trusted administrator introduces noise to  query responses 

with  goal of maintaining secrecy of distinct database 

entries. In such the database, the query consists of the pair 

(S, f) where S is the set of rows in  database and f is the 

function mapping database rows to {0, 1}.  true answer is P 

i∈S f(di), and the noisy version is released as  response to  

query. Results of Dinur, Dwork, and Nissim show that the 

strong form of privacy can be maintained using the 

surprisingly small amount of noise – much less than  

sampling error – provided  total number of queries is sub 

linear in  number of database rows. We call this query and 

(slightly) noisy reply  SuLQ (Sub-Linear Queries) primitive.  

assumption of sub linearity becomes reasonable as 

catalogues grow increasingly huge. We extend this work in 

two ways. First, we modify  privacy analysis to real-valued 

roles and uninformed row types, as the consequence greatly 

improving  bounds on noise required for privacy. Second, 

we examine  computational power of  SuLQ primitive. We 

show that it is very powerful indeed, in that slightly noisy 

versions of  following computations can be carried out with 

very few invocations of  primitive: major module analysis 

means clustering,  Perception Algorithm,  ID3 algorithm, 

and (apparently!) all algorithms that operate in  in  statistical 

query learning model. 

 
Fig. 1: Architecture of Slicing Technique 
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In context of data publishing, it is intuitive to think 

of privacy as the game between the data owner, who wants 

to release data for research, and an adversary, who wants to 

discover sensitive information about  individuals in  

database. Following most of  previous literature, we take the 

constrained optimization approach. That is,  data owner 

seeks to find  “snapshot”(release candidate) of her original 

dataset that simultaneously satisfies  given privacy norm and 

take full advantage of some utility measure. Note that  

privacy criterion determines  safety of  released data, and  

utility measure is an orthogonal issue.  focus of this paper is 

developing the practical privacy criterion that captures  

problem of attribute disclosure in  presence of external 

knowledge. Specifically, we consider  case where  data 

owner has the table of data (denoted by D), in which each 

row is the record pertaining to some individual.  attributes of 

this able consist of (1) the set of identifier (ID) attributes 

which will be removed from  released dataset, (2) the set of 

quasi-identifier(QI) attributes that toger can potentially be 

used to re-identify individuals, and (3) the sensitive attribute 

(denoted by S), which impossibly set-valued. For example, 

consider  original data in Figure 1. In this example, Name 

isID point. Age, Sex,Zipcode are  QI attributes, and Disease 

is  sensitive characteristic. After put on an “anonymization” 

process,  data owner publishes  resulting release candidate 

D*. 

In this paper, we consider two lines to .first 

approach generalizes  QI attribute values to obtain the 

generalized table. Figure 2 shows an example.  second 

approach partitions  individuals into disjoint groups, 

producing bucketized dataset, and releases  multistep (or 

bag) of sensitive values for each group, e.g., Figure 3.Now 

consider an adversary whose goal is to predict wher the 

target individual t has the target sensitive value s. In making 

this prediction, he has access to  released dataset D*, as well 

as his own external knowledge K. This external knowledge 

may include similar datasets released by or organizations, 

social networks relating individuals, and or instance-level 

information. Vigorous privacy principle should place an 

upper guaranteedon  adversary's confidence in predicting 

that any individual t has sensitive value s. In or words,  

criterion should guarantee thatPr(t has s | K, D*) is 

satisfactorilyunimportant. Recurringto  example in Figure 3, 

assume that each individual has only one disease in  original 

dataset. In  absence of external knowledge, intuitively  

adversary can predict Tom to have AIDS with confidence 

Pr(Tom has AIDS | D*) = 1/4 because re are four 

individuals in group 2, only one of whom has AIDS. 

However,  adversary can improve his confidence based on 

external knowledge.  

Proposed Model 

We introduce the novel facts anonymization method called 

slicing to improve  current state of  art. Slicing partitions  

data set both vertically and level. Uprightseparating is done 

by grouping attributes into columns based on  correlations 

among  attributes. Each column contains the subset of 

attributes that are highly linked. Horizontal separating is 

done by federation tuples into buckets. Finally, within each 

bucket, values in each pilaster are aimlessly permutated (or 

sorted) to break  linking between different columns. 

IV. ARCHITECTURE OF SLICING TECHNIQUE 

Basic idea of slicing is to break  association cross columns, 

but to preserve  association within each column. This 

reduces  dimensionality of  data and preserves better value 

than generalization and bucketization. Slicing preserves 

utility because it groups highly correlated attributes toger, 

and preserves  correlations between such attributes. Slicing 

protects privacy because it breaks  associations between 

uncorrelated appearances, which are sporadic and thus 

identifying. Note that when  data set contains QIs and one 

SA, bucketization has to break into correlation; slicing, on  

or hand, can group some QI attributes with  SA, preserving 

attribute correlations with  sensitive attribute.  key intuition 

that slicing provides discretion guard is that  slicing process 

safeguards that for any tuple, re are generally multiple 

matching buckets. 

It jams better facts utility than simplification. It 

preserves more attribute correlations with  SAs than 

bucketization. It can also knob high-dimensional figures and 

data without the clear separation of QIs and SAs. slicing can 

be effectively used for preventing attribute disclosure, based 

on  privacy requirement of ‘-diversity. We introduce the 

notion called ‘- diverse slicing, which ensures that  

adversary cannot learn  sensitive value of any individual 

with the probability greater than 1=‘.System Model  

A. Dataset Extraction: 

dataset extraction module can be used to extract  dataset and 

it will be stored in  database for future use. Initially  dataset 

was particular, after that it will be torn apart detached data 

and it can be stored in  table to  user database. 

B. Generalization: 

Generalization component performs 2-anonymity process. 

In generalization approach we use  identifiers data and 

Quasi Identifiers. Here  attribute age is Identifiers, and 

gender is Quasi Identifiers.  Generalization data can be 

retrieved from original data. The dataset data  are stored into 

two buckets. 

C. Bucketization: 

Bucketizations can be performed by 2-diversity process. In 

generalization approaches we use  QSI dentifiers. Here 

attribute work class is attribute.  Bucketizations figures can 

be recovered from an innovative data.  dataset data’s are 

stored into two buckets. 

D. Multi-set generalization: 

Multi-set generalization module achieves 2-anonymity 

development. In multi-set oversimplification approach we 

use the identifiers data and Quasi Identifiers. Here the 

attribute oldness is Identifiers, and masculinity, workclass 

are Quasi Identifiers. The multi-set generalization data can 

be retrieved from original data. The dataset dataare stored 

into two buckets. 

E. Slicing: 

Slicing partition data set both vertically and horizontally. 

Slicing preserve better data utility than generalization and 

can be used for membership revelation shield. Here we 

using the following sub modules, 

 Attribute partition and Columns 

 Tuple Partition and Tons 
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 Carving 

 Column Generalization  

 Matching Buckets 

V. CONCLUSION AND FUTURE SCOPE 

This tabloid offerings a new approach called sharing to 

privacy preserving micro data publishing. Slicing overcomes 

the limitations of generalization and bucketization preserves 

better utility while protecting from privacy threats. We 

illustrate how to use sharing to avoid trait disclosure and 

membership disclosure. Our experiments show that slicing 

preserves improved data helpfulness than oversimplification 

and is more effective than bucketization in workloads 

involving the sensitive quality. 

The general practise proposed by this work is that: 

before anonymizing the data, one can analyze the facts 

features and use these faces in data anonymization. The 

rationale is that one can design better data anonymization 

practices when we know the numbers recovering. we show 

that attribute correlations can be used for privacy attacks. 

This work encourages several commands for future inquiry. 

First, in this paper, we consider slicing where each 

characteristic is in exactly one support. An extension is the 

notion of overlapping slicing, which duplicates an attribute 

in supplementary than one columns. This proclamations 

more feature correlations. For example, in Table 1f, one 

could choose to include the Ailment characteristic also in 

the first post. That is, the two posts are Age; Gender; 

Disease and   This could provide improved data helpfulness, 

but the discretion implications need to be carefully studied 

and understood. It is motivating to study the trade-off 

amongst secrecy and utility. Second, we plan to study 

membership disclosure defense in more details. Our tests 

show that random grouping is not very effective. We plan to 

design more effective tuple federation processes. Third, 

slicing is a hopeful technique for handling high-dimensional 

data. By partitioning attributes into supports, we keep 

disclosure by breaking the association of uncorrelated 

attributes and preserve data value by protective the reminder 

between highly correlated attributes. For example, slicing 

can be used for anonymizing contract records, which has 

been studied recently. Finally, while number of 

anonymization practice have been considered, it relicsan 

open problem on how to custom the anonymized figures. In 

our experimentations, we randomly create the families 

between column ideals of a bucket. This may misplace data 

value. Another track is to design data pulling out tasks using 

the anonymized data totalled by countless anonymization 

techniques. 
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