
IJSRD - International Journal for Scientific Research & Development| Vol. 4, Issue 01, 2016 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 478 

Panda: Public Auditing for Shared Data Integrity with Efficient User 

Revocation in the Cloud 
Prof. Parinita Chate1 Priyanka Balage2 Poonam Kadam3 Anurag Kyal4 

1Professor 2,3,4Student 

1,2,3,4Department of Computer Engineering 
1,2,3,4Bharati Vidyapeeth’s College of Engineering Lavale, Pune Savitribai Phule Pune University

Abstract— Storage and sharing of data in the cloud can be 

easily modified by the users. So to overcome this shared data 

modification in the cloud, signature is being provided to each 

individual who access the data in cloud. Once the data is 

modified by the user on a block, the user must ensure that the 

signature is provided on that specific block. When a user gets 

revoked from the group, the blocks which were previously 

signed by this revoked user must be re-signed by an existing 

user. This straightforward method allows an existing user to 

download the entire data and re-sign it. But during user 

revocation, it is inefficient due to the large size of shared data 

in the cloud. In this paper, we propose a novel public 

auditing mechanism for the integrity of shared data with 

efficient user revocation. We utilize the idea of proxy re-

signatures, we allow the cloud to re-sign blocks on behalf of 

existing users during user revocation. A public verifier is 

used to audit the integrity of shared data without retrieving 

the entire data from the cloud, even if some part of shared 

data has been re-signed by the cloud. Moreover, our 

mechanism supports batch auditing. 
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I. INTRODUCTION 

Cloud is a large group of computers interconnected with 

each other. Cloud computing is internet based computing. It 

is the most emerging technology now a day's. It is the 

biggest innovation which uses advanced computational 

power. Therefore, providing security to the user data, which 

is going to be stored in the cloud over different severs 

throughout the world. Using cloud storage, users can 

remotely access and store their data. The users should be 

able to use the cloud storage as if it is local, without 

worrying about the protection of data integrity. In Cloud 

computing technology, users can share their data through 

different virtual machines but data will be stored on single 

physical machine. But the thing is user don’t have control 

over the physical machine. The need is to share data 

securely among users. The cloud service provider and users 

authentication is necessary to make sure no loss of user data. 

Providing privacy at cloud is an important function to make 

sure that the user identity is not exposed to everyone. 

The integrity of the shared data depends upon the 

correctness of users signature, which is provided at 

registration time. Several recent workers focus on how to 

preserve identity security from public auditor while auditing 

the integrity of shared data. A public auditor is a client who 

utilizes the cloud resources for particular purpose for the 

benefit of the user. 

II. RELATED WORK 

The concept of public auditing was given by Ateniese et al. 

[1]. They have described this concept in their defined 

provable data possession (PDP) model for making sure the 

ownership of data files on no trustworthy storage and used 

Rivest Shamir Adleman based Homomorphic linear 

authenticators for auditing of outsourced data. Provable data 

possession model allows client (who has stored data on 

untrusted server) to verify, that the server possesses the 

original data without retrieving it. PDP model creates 

probabilistic proofs of possession by sampling random sets 

of blocks from the server. This significantly minimizes I/O 

costs. The client maintains a constant amount of metadata to 

verify the proof. The response protocol sends a modest, 

constant quantity of information, which reduces network 

communication. Hence, the PDP model for distant 

information inspection supports large data sets in widely-

Cloud storage systems. Authors have presented two 

provably-secure PDP schemes that are more capable than 

prior solutions, even when compared with schemes that 

achieve weaker guarantees. In particular, the overhead at the 

server is low (or even constant), as opposed to linear in the 

size of the data. Experiments by execution confirm the 

practicality of PDP and tell that the performance of PDP is 

computation. For auditors who are external, linear 

combination of sample blocks were required and when 

directly used, their protocol did not provided privacy 

preserving and thus may leak the user data to auditors. 

Shacham et al. [2] built proof of irretrievability 

(PoR) model and constructed a random linear function based 

Homomorphic authenticator which enables limitless number 

of inquiry and requires minimal communication overhead. 

Shacham et al.s first methods, built from BLS signatures and 

secure in the random oracle model, characteristics of a 

proof-of retrievability protocol in which the clients inquiry 

and servers response are both very short. This method 

allows public verifiability: anyone can act as a verifier, not 

only the file owner. Second method, which builds on pseudo 

random functions (PRFs) and is protected in the regular 

model, allows only secret confirmation. It features a proof of 

retrievability protocol with a yet shorter servers response 

than the first method proposed, but the clients query is very 

long. Both methods depend on homomorphic characteristics 

to comprehensive evidence into one small authenticator 

value.   

K.Ren et al [3] proposed privacy preserving system 

where public key based homomorphic authenticator is 

combined with random masking which fulfill the 

requirement of efficient audit without demanding the local 

copy of data and user data privacy. Explored the technique 

of bilinear aggregate signature for multi user setting which 

allow third party auditor execute multiple number of 

auditing task together.   

G.Wang et al [4] proposed proxy provable data 

possession protocol for remote data checking as PPDP is 

major concern in public cloud when client cannot perform 

the remote data possession checking This proposed protocol 
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is based on bilinear pairing technique and through security 

analysis and performance analysis author has proved that the 

protocol is provable secure and efficient. Li et al [2] has 

proposed a privacy preserving mechanism that supports 

public auditing on shared data stored in the cloud. He has 

used ring signature to compute verification metadata and 

identity of signer is kept private from public verifier, who 

are able to efficiently verify shared data integrity without 

retrieving the entire file. Additionally this mechanism is able 

to perform multiple auditing tasks simultaneously instead of 

verifying them one by one and experimental results 

demonstrate the effectiveness and efficiency of this 

mechanism when auditing shared data integrity’s. Wang et 

al [1] proposed public auditing mechanism for shared data 

using Homomorphism authenticator and efficient user 

revocation in cloud. Here semi trusted cloud re-signs the 

blocks which were signed by revoked user, using proxy re-

signature and save a significant amount of computation and 

communication resources during user revocation. 

A. Problem Statement: 

Maintaining the integrity of the data on cloud is one of the 

major problem. Different blocks of shared data are signed 

by different users. But the problem arises when user gets 

revoked from the group. The blocks which were previously 

signed by this revoked user must be re-signed by an existing 

user. For this, the existing user needs to download all data, 

re-signing again and upload it. This is time consuming task 

and it affects the data security. PANDA, a public auditing 

mechanism will help us to avoid above issues. It uses 

concept of proxy re-signatures, which allows the cloud to re-

sign blocks on the behalf of existing users during user 

revocation. So that existing users do not need to download 

and re-sign the blocks. It also helps to audit the shared data 

without retrieving entire data. 

B. Existing System: 

Users no longer store their data on local devices. They share 

the data over the cloud. Straightforward method is the 

simple method. In this method during user revocation, an 

existing user first downloads the blocks which were 

previously signed by this revoked user. Then verify the 

blocks and re-sign these blocks. Finally upload the new 

signatures to the cloud. However, the straightforward 

method is inefficient. A huge amount of communication and 

computation resources are required for downloading and 

verifying the blocks, and re-computing and uploading 

signatures. Suppose the case when the number of re-signed 

blocks is quite large or if admin of the group is frequently 

changing. Then existing users may access their data sharing 

services provided by the cloud with resource limited 

devices, such as mobile phones. It is visible, if the cloud 

could possess each user’s private key, then it can easily re-

sign the task for existing users without asking them to 

download and re-sign blocks. However, there are many 

significant security issues as discussed below: 

First is, cloud is not in the same trusted domain 

with each user in the group. So outsourcing every user’s 

private key to the cloud would introduce security issues. 

Second problem is the integrity of shared data. While re-

computing the signatures on the blocks during efficient user 

revocation, the integrity of shared data must be maintained. 

Therefore, it is a challenging task to overcome the burden on 

existing user. As soon as the user gets revoked from the 

group, existing user is the one who downloads, re-signatures 

and upload the signatures. 

C. Proposed System: 

Here, we are overcoming the disadvantages of previous 

system. To maintain the integrity of the shared data in the 

cloud, the blocks of data are signed by the admin (user who 

created that group). If the user tries to modify the block of 

data, then they must provide the private key in the block by 

overwriting the previous signature. Our proposed 

mechanism is scalable, which efficiently supports a large 

number of users to share data. It handles multiple auditing 

task simultaneously with “batch auditing”. 

1) System Architecture of Panda: 

 
Fig. 1: Architecture of PANDA 

2) User Module: 

 Registration: In this module each user registers his user 

details for using files. Only registered user can able to 

login in cloud server. 

 File Upload: In this module each user registers his user 

details for using files. Only registered user can able to 

login in cloud server. 

 Download: This module allows the user to download 

the file using his secret key to decrypt the downloaded 

data of blocked user and verify the data and re-upload 

the block of file into cloud server with encryption .This 

ensure the files to be protected from unauthorized user. 

 Re-Upload: This module allow the user to re-upload 

the downloaded files of blocked user into cloud server 

with resign the files (i.e.) the files are uploaded with 

new signature like new secret with encryption to 

protected the data from unauthorized user. 

 Unblock: This module allow the  user to unblock his 

user account by answering his security question 
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regarding to answer that  provided by his at the time of 

registration. Once the answer is matched to the answer 

of registration time answer then only account will be 

unlocked. 

3) Auditor Module: 

 File Verification: This module allow the users to verify 

the stored data.  The public verifier is able to correctly 

check the integrity of shared data. It can audit the 

integrity of shared data without retrieving the entire 

data from the cloud even if some blocks in shared data 

have been re-sign by the cloud. 

 Files View: In this module public auditor view the all 

details of upload, download, blocked user, re-upload. 

4) Admin Module: 

 View Files: In this module public auditor view the all 

details of upload, download, blocked user, re-upload. 

 Block User: In this module admin block the misbehave 

user account to protect the integrity of shared data. 

D. Flowchart: 

A flowchart is a type of diagram that represents an 

algorithm, workflow or process, showing the steps as boxes 

of various kinds showing the steps as boxes of various 

kinds, and their order by connecting them with arrows. This 

diagrammatic representation illustrates a solution model to 

given problem. Flowchart for the proposed system is as 

shown below. It explains the flow of whole system. 

 
Fig. 2: Flowchart of the PANDA 

Proposed system consist key generation, rekey 

generation, signing, resigning, proof of key generation, 

verification of rekey generation. 

 KeyGen: This is key generation and here user 

generates their public and private key. Here Data 

Owner creates a user list which contains ids of all the 

users in the group. This user list (UL) is public and 

signed by the original user 

 ReKey: Through this cloud computes resigning key 

for each pair of user in group and it is assumed that 

private channels as SSL exist between each pair of 

entities and there is no collusion. For this cloud 

generates a random r and send it to user A, user A 

calculates some value and send it to user B then user 

B do same calculation and pass the value to cloud 

and by this value cloud recovers the Rekey.  Sign: 

This algorithm is used for signing the block by Data 

Owner i.e. creator of data and if a user in the group 

modifies a block in shared data, the signature on the 

modified block is also computed as in Sign. Given 

private key as ski = πi, block and its block identifier 

idk. User ui outputs the signature on block.  

 ReSign: This is used for re-signing the blocks by 

cloud which were previously signed by revoked 

users. Re- signing key, Public key, signature, block, 

block identifier, cloud checks that. If the verification 

result is 0, the cloud outputs 1; otherwise, it outputs. 

 ProofGen: In ProofGen cloud is able to generate 

proof of possession of shared data under the 

challenge of public verifier and this works in two 

parts. In first part public verifier generates audit 

message and send it to cloud and in second part cloud 

generates a proof of possession of shared data M, 

after receiving the auditing message. 

 Proof Verify:  By using Proof Verify public verifier 

is able to check the correctness responded by cloud. 

Here verification of shared data is done by using 

challenge and response protocol between the cloud 

and public verifier. Given an auditing message 

auditing proof and all existing users public key and 

public verifier checks the correctness of this auditing 

proof as below, if the result is 1, verifier believes that 

integrity in all the blocks in shared data M is correct 

otherwise public verifier outputs 0. 

In ReSign, cloud always translates revoked users 

signature into signature of data creator (original user) 

because Data Owner acts as group manager and assumed to 

be secure in this mechanism. Another way to decide which 

resigning key should be used when a user is revoked from 

the group is to ask the Data Owner to create a priority list 

(PL). Every existing user’s id is in the PL and listed in the 

order of re-signing priority. When the cloud needs to decide 

which existing user the signatures should be converted into, 

the first user shown in the PL is selected. To ensure the 

correctness of the PL, it should be signed with the private 

key of the original user. Based on the properties of bilinear 

maps; the correctness of this mechanism in Proof Verify can 

be explained. 

III. CONCLUSION 

This paper discusses privacy preserving public auditing 

mechanisms. Homomorphic authenticable proxy re-

signature scheme with Panda public auditing mechanism 

checks shared data integrity along with efficient user 

revocation. Furthermore, these mechanisms are able to 

support batch auditing by verifying multiple auditing tasks 

simultaneously. 
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