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Abstract— Online social networks (OSNs) allow users to 

restrict access to shared data, but at present there is no any 

mechanism to control the dissemination of shared data. In 

this paper method to assist the protection of shared data 

associated with multiple users in OSNs. We frame a new 

social network prototype to restrict the dissemination of 

shared data by using the principle of multiparty authorization 

requirements, along with a multiparty policy specification 

scheme and a policy enforcement mechanism.  We also 

discuss the ability to control the messages posted on their 

own private space to avoid that unwanted text is displayed. A 

system that allowing OSN users to have a direct control on 

the messages posted on their own wall. This is achieved 

through a Hate List concept which customizes the filtering 

criteria to be applied to the user walls. 

Key words: OSN, MPAC, HateList, StakeHolder, CLR, 

Disseminetion 

I. INTRODUCTION 

A. General 

A social network service as a service which “focuses on the 

building and verifying of online social networks for 

communities of people who share interests and activities, or 

who are interested in exploring the interests and activities of 

others, and which necessitates the use of software”. Social 

Networking involves the use of the internet to connect users 

with their friends, family and acquaintances. Social 

networking websites are not necessarily about meeting new 

people online, although this does happen. Instead, they are 

primarily about connecting with friends, family and 

acquaintances you already have in real life. These sites 

allow you to share photos, videos and information, organize 

events, chat, download music and even play games like 

Scrabble and Chess online.  Often, each of your “friends” 

(Facebook) or “followers” (Twitter) will be “friends” with 

several of your other “friends”. Just like in real life, the 

connections between people aren’t just one-on-one, but a 

network of connections. This online social network is very 

useful in spreading information, pictures and videos. 

B. Advantages of using Social Networks 

1) A good tool to use to publicize your work. 

2) Costs very little money to set up online. 

3) Easy to create groups and forming communities of 

interest. 

4) Online participation can be easier than face to face. 

II. SYSTEM ANALYSIS 

A. Problem Definition 

An online social network provides the conversation on 

different activities such as business education entertainment 

advertisement etc. attractive means of digital social 

interactions raise the number of security concerns associated 

with multiple online users. The access control captures a 

multiuser authorization requirement which provides the 

privacy issue. For example frequently used social network 

Facebook user only accepts his/ her friends but all are in 

different domains, to share information on same domain 

need to accepts the profiles of unauthorized users trigger 

security and privacy issue our system provides multi access 

control to share relation, profile & information. Profile 

sharing feature is to support social applications written by 

external party developers to build functionalities of user 

profiles. Relationship sharing is that users can share their 

relationship with other members inherently bidirectional and 

carry potential sensitive information that associated users 

may not need to disclose. Content sharing provide built in 

mechanisms enabling users to communicate and share 

contents with other members. 

B. Implementation Details of Multiparty User Control: 

Multiparty 

A policy evaluation mechanism for the specification and 

enforcement of MPAC policies in online social networks 

1) Owner:  

In Owner module let d be a data item in the space m of a 

user u in the social network. The user u is called the owner 

of d. The user u is called the contributor of d. We 

specifically analyze three scenarios profile sharing, 

relationship sharing and content sharing to understand the 

risks posted by the lack of collaborative control in online 

social networks. In this the owner and the disseminator can 

specify access control policies to restrict the sharing of 

profile attributes. Thus, it enables the owner to discover 

potential malicious activities in collaborative control. The 

detection of collusion behaviors in collaborative systems has 

been addressed by the recent work. 

2) Contributor: 

In Contributor module let d be a data item published by a 

user u in someone else’s space in the social network. The 

contributor publishes content to other’s space and the 

content may also have multiple stakeholders (e.g., tagged 

users). The memory space for the user will be allotted 

according to user request for content sharing. A shared 

content is published by a contributor  

3) Stakeholder: 

In Stakeholder module let d be a data item in the space of a 

user in the social network. Let T be the set of tagged users 

associated with d. A user u is called a stakeholder of d, if u 2 

T who has a relationship with another user called 

stakeholder, shares the relationship with an accessor. In this 

scenario, authorization requirements from both the owner 

and the stakeholder should be considered. Otherwise, the 
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stakeholder’s privacy concern may be violated. A shared 

content has multiple stakeholders. 

4) Disseminator: 

In Disseminator module let d be a data item shared by a user 

u from someone else’s space to his/her space in the social 

network. The user u is called a disseminator of d. A content 

sharing pattern where the sharing starts with an originator 

(owner or contributor who uploads the content) publishing 

the content, and then a disseminator views and shares the 

content. All access control policies defined by associated 

users should be enforced to regulate access of the content in 

disseminator’s space. For a more complicated case, the 

disseminated content may be further re-disseminated by 

disseminator’s friends, where effective access control 

mechanisms should be applied in each procedure to regulate 

sharing behaviors. Especially, regardless of how many steps 

the content has been redisseminated, the original access 

control policies should be always enforced to protect further 

dissemination of the content.  

5) MPAC: 

MPAC is used to prove if our proposed access control 

model is valid. To enable a collaborative authorization 

management of data sharing in OSNs, it is essential for 

multiparty access control policies to be in place to regulate 

access over shared data, representing authorization 

requirements from multiple associated users. Our policy 

specification scheme is built upon the proposed MPAC 

model.  

6) Accessor Specification:  

Accessors are a set of users who are granted to access the 

shared data. Accessors can be represented with a set of user 

names, asset of relationship names or a set of group names 

in OSNs. 

C. Disadvantages of Existing System 

1) Every user in the group can access the shared content. 

2) Not give any mechanism to enforce privacy concerns 

over data associated with multiple users. 

3) The stakeholders can disseminate the content of the 

contributor to blocked users. The contributor does not 

have rights to control the dissemination. 

4) There is no any restriction over the use of words while 

delivering comment. 

5) No content-based preferences are supported and 

therefore it is not possible to prevent undesired 

messages, such as political or vulgar ones, no matter of 

the user who posts them. 

III. PROPOSED SYSTEM 

MPAC mechanism can greatly enhance the flexibility for 

regulating data sharing in OSNs. Text categorization 

techniques are used to restrict the unwanted texts on the user 

walls.  The proposed social network has the basic features 

(find friends, upload, sharing photos, comment) of current 

existing online social networks such as Facebook, Twitter, 

Myspace etc., Along with these features, the proposed 

system also having the  additional features such as 

dissemination control and Alert on usage of hated words 

which are much needed features for social networks in order 

to sustain the privacy for the users of  OSNs.  Let us 

consider “A” is Contributor (user), “B”, “C”, “D” are 

friends of user “A”. User ”A”, “B”,”C”,”D” are Mutual 

Friends.  Consider user “A” blocks the user “C” and user 

“A” uploads his personal photo in his own wall and then 

share the photo to all his friends.  The fact is, the photo is 

posted on walls of user “B” and user “D”, but not on walls 

of user “C”. Suppose user “B” or user “D” try to 

disseminate the photo of user “A” to user “C”, then it is not 

possible to do so, because owner of the photo user “A” 

blocks user “C”.  The actual logic behind this operation is 

whenever the stakeholder tries to disseminate the photo of 

owner, the validation process undergoes i.e., whether the 

group of destination users are blocked by the owner or not. 

 
Fig. 3.1: Architecture Diagram for Dissemination Control 

 
Fig 3.2: Architecture Diagram for Filtering Unsolicited Post 

As a result, only those unblocked users will receive 

the photo of owner.  The proposed system that allows  OSN 

users to have a direct control on the messages posted on 

their own wall. This is achieved through a HateList 

Mechanism which customizes the filtering criteria to be 

applied to the user walls. HL mechanism is implemented to 

avoid undesired messages. HLs are directly managed by the 

system.In this proposed social network, every user maintains 

administrator account which maintains the HateList.  The 

user should insert unwanted words into the hatelist.  

Whenever your friend send comment to you, the 

administrator compares the comment with the words in 

hatelist. If any match occurs, admin blocks the comment and 

alert your friend. However, the user should insert the words 

in to the hate list. 

A. Advantages of Proposed System  

1) The proposed system presents a mechanism to enforce 

privacy concerns over data associated with many users. 
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2) If a user post anything in a friend’s space, he/she can 

specify which users can view the post and also controls 

the dissemination of posts. 

3) The proposed system automatically filters unwanted 

words from OSN user walls on the basis of content in 

HateLists. 

4) The proposed system ensures the privacy for OSN 

users. 

IV. PERFORMANCE ANALYSIS 

To evaluate the performance of the policy evaluation 

mechanism in MController, we changed the number of the 

controllers of a shared photo from 1 to 20, and assigned 

each controller with the average number of friends, 130, 

which is claimed by Facebook statistics . Also, we 

considered two cases for our evaluation. In the first case, 

each controller allows “friends” to access the shared photo. 

In the second case, controllers specify “FOF” as the 

accessors instead of “friends.” In our experiments, we 

performed 1,000 independent trials and measured the 

performance of each trial. Since the system performance 

depends on other processes running at the time of 

measurement, we had initial discrepancies in our 

performance. To minimize such an impact, we performed 10 

independent trials (a total of 10,000 calculations for each 

number of controllers). For both cases, the experimental 

results showed that the policy evaluation time increases 

linearly with the increase of the number of controllers. With 

the simplest implementation of our mechanism, where n is 

the number of controllers of a shared photo, a series of 

operations essentially takes place n times. There are O(n) 

MySQL calls and data fetching operations and O(1) for 

additional operations. Moreover, we could observe there 

was no significant overhead when we run MController in 

Facebook. 

V. CONCLUSION 

In this proposed a novel solution to control the 

dissemination of shared data in OSNs.  An MPAC model 

was formulated, along with a multiparty policy specification 

scheme and corresponding policy evaluation mechanism. 

Additionally, we have presented a system to filter out 

undesired messages from OSN walls. The system exploits a 

HL soft classifier to enforce customizable content-depended 

filtering rules. Moreover, the flexibility of the system in 

terms of filtering options is enhanced through the 

management of HLs. We plan to enhance our content 

filtering system, with a more sophisticated approach to 

manage those messages caught just for the tolerance and to 

decide when a content should be inserted into a HL. For 

instance, the system can automatically take a decision about 

the messages blocked because of the tolerance, on the basis 

of some statistical data i.e., Number of Blocked Messages 

from the same author, Number of times the creator has been 

inserted in the HL as well as data on creator profile  i.e., 

Relationships with the wall owner, age, gender. 
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