
IJSRD - International Journal for Scientific Research & Development| Vol. 4, Issue 01, 2016 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 61 

A Protected Self-Immolation Strategy in Cloud Computing 
Ayesha N. Shikalgar1 Arti Kumari2 Aishwarya Dhobale3 Pranali Talghade4  

Prof. Anil Kumar Warad5 

1,2,3,4BE Student  
1,2,3,4Department of Computer Engineering

 

1,2,3,4S. P. Pune University 5Parvatibai Genba Moze College of Engineering
Abstract— With the quick development of versatile cloud 

services, it becomes extra and additional liable to use cloud 

services to share knowledge in associate passing friend circle 

among the cloud computing surroundings, Since it isn't 

potential to implement full life cycle privacy security, access 

management becomes a tough task, significantly when we 

tend to share sensitive data on cloud servers, thus on tackle 

this drawback, we've got an inclination to propose a key-

policy attribute-based secret writing with time-specified 

attributes (KP-ABTS), a novel secure data self-destructing 

theme in cloud computing, among the KP-ABTS theme, each 

cipher text is labeled  with a amount whereas personal secrets 

associated with a time instant, the cipher text can solely be 

decrypted, if every the time instant is among the allowed 

amount and so the attributes related to the cipher text satisfy 

the key’s access structure. The KP-ABTS is in a place to 

resolve some necessary security problems by supporting user 

outlined authorization quantity and by providing fine-grained 

access management throughout the quantity, the sensitive 

info are aiming to be firmly self-destructed once a user-

specified expiration time, the KP-ABTS theme is tried to be 

secure beneath the choice l-bilinear Diffie-Hellman inversion 

(l-Expanded BDHI) presumption, comprehensive distinction 

of the protection properties indicate that the KP-ABTS theme 

planned by USA satisfies the protection wants and is superior 

to alternative existing schemes. 

Key words: Self-destructing, Privacy-Preserving, Sensitive 

information, Fine-grained access, Privacy-protection, Cloud 

Computing 

I. INTRODUCTION 

The shared information in cloud servers, however, usual 

contains users’ sensitive knowledge (e.g., personal profile, 

financial information, health records, etc.) and inclination to 

be protected [2], as a result of the possession of the info is 

allotted from the supply of them [3], the cloud servers might 

migrate users’ information to different cloud servers in 

outsourcing or unfold them in cloud looking [4], therefore, it 

becomes a vast challenge to safeguard the privacy of those 

shared details in cloud, notably in cross-cloud and large 

information atmosphere [5], thus on satisfy this challenge, it's 

necessary to vogue a comprehensive resolution in reality 

user-defined authorization quantity and to produce fine-

grained access management throughout this era, the 

distributed information thought to be self-destroyed once the 

user-defined expiration time. 

One of the ways that to alleviate the issues is to store 

information as a typical encrypted kind, the disadvantage of 

encrypting info is that the user cannot share his/her encrypted 

information at a fine-grained level, once a information owner 

needs to share somebody his/her data, the owner got to 

apprehend specifically the one he/she needs to share inside 

many applications, information owner needs to share 

information with many users in line with the safety policy 

supported the users’ credentials, attribute based totally secret 

writing (ABE) has vital edges supported the tradition public 

key secret writing instead of matched secret writing as a 

results of it achieves versatile one-to-many secret writing 

ABE theme provides a powerful ability to realize each 

information security and fine-grained access management 

within the key-policy ABE (KP- ABE) theme to be 

convoluted throughout this paper, the cipher text is labeled    

with set of descriptive attributes exclusively the set of 

descriptive attributes satisfies the access structure within the 

key, the user will get the plain text. 

In general, the owner has the correct to specify that 

sure sensitive knowledge is simply valid for a restricted 

quantity of it slow, or mustn't be free before a particular time, 

timed-release secret writing (TRE) provides a remarkable 

secret writing service wherever associate in nursing secret 

writing secret's related to a predefined unharnessed time, and 

a receiver will entirely construct the corresponding secret 

writing key throughout currently instance, on this basis, 

Paterson et al, projected a time specific secret writing (TSE) 

theme, that's in an exceedingly position to specify Associate 

in Nursing acceptable live given  the cipher text will entirely 

be decrypted throughout this interval (decryption live, DTI). 

it ought to use in many applications, e.g., web programming 

contest, electronic sealed-bid auction, electronic sealed-bid 

auction are often a method to determine the worth of 

merchandise through worldwide net whereas keeping the bids 

secret throughout the bidding section, i.e, the bids (cipher 

text) ought to be compelled to be unbroken secret throughout 

the bidding section (a specific time interval). 

However, applying the ABE to the shared 

information will introduce many issues with relevance time 

specific constraint and self-destruction, whereas applying the 

TSE can introduce issues with relevance fine-grained access 

management. Thus, throughout this paper, we've got an 

inclination to rearrange to unravel these issues by pattern 

KPABE and adding a constraint of someday interval to every 

attribute within the set of secret writing attributes. 

In CPABE, the cipher text is said to the gain 

structure whereas the private key contains a set of attributes, 

Bethen court et al. projected the first CPABE theme, the 

disadvantage of their theme is that security proof was entirely 

created below the generic cluster model to alter this 

weakness, Cheung et al. presented another construction 

below a typical model, set of access structures over the 

properties and projected a cost-effective associated 

demonstrably secure CP-ABE theme below the standard 

model [6]. 

 

In KP-ABE, the construct is reversed the cipher text 

contains a set of attributes and additionally the non-public 

secret is said to the access structure the first construction of 

KP-ABE theme was projected, in their theme, once a user 
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created a secret request, the trusty authority determined that 

combination of attributes ought to appear inside the cipher 

text for the user to decipher. instead of victimization the 

Shamir secret key technique inside the non-public key, this 

theme used a lot of generalized sort of secret sharing to 

impose a identity access tree, Ostrovsky et al. introduce the 

primary KP-ABE system that supports the likelihood 

formulas in key policies Yu et al. used a fusing technique of 

KP-ABE, proxy re-encryption and lazy re-encryption that 

allows knowledge owner to delegate most of the computation 

tasks involved in fine-grained information access 

management to dubious cloud servers whereas not revealing 

the first data contents, Tysowski et al. changed the ABE and 

leveraged re-encryption algorithm to propose a totally 

distinctive theme to safeguard mobile user’s data in cloud 

computing atmosphere. 

Due to the shortage of some time constraints, the 

preceding ABE schemes do not support user-defined 

authorization amount and secure self-destruction once 

expiration for privacy-preserving of the data life cycle in 

cloud computing 

II. MOTIVATION 

During uploading/downloading of document we tend to aren't 

certain concerning its privacy and security as a result of it are 

often simply traced, hacked and thievery by others. therefore 

to produce security and privacy from attackers this method of 

self-destruction and site modification is to be implementing. 

The state of art of secure self-destruction strategy, 

each SSDD and FullPP have some restriction, First, SSDD 

doesn’t take into consideration the matter of the specified 

unharnessed time of the sensitive data, the expiration time of 

every SSDD and FullPP schemes is restricted by the DHT 

network and can’t be determined by the user, second, it is 

consummate awful the vanish theme is liable to the Sybil 

attacks from the DHT network, the SSDD theme and various 

schemes square measure similar.  

As a consequences unauthorized users can freely 

access to the sensitive info and flaw would cause a major 

privacy human action. to assign with these disadvantage, 

we've got an inclination to propose a singular resolution call 

key policy attribute based totally secret writing with time 

specific attributes theme, in wise cloud application scenario, 

each info item is said to a specification of sometime interval 

decipherment quantity (DII), e.g. [10:00 to 18:00] denoting 

that the encrypted info item entirely be decrypted between 

10:00 to 10:00 on specific info and it’ll not be redeemable 

before 10:00 and once 17:00 that day.  

If the time existent isn’t among the precise quantity, 

the cipher text can't be decrypted, i.e., this cipher text square 

measure self-destructed and no-one can decipher it. as a result 

of the expiration of the secure key. Therefore, secure info 

self-destruction with fine-grained access management is 

achieved. 

III. PROPOSED SYSTEM 

We propose a key-policy attribute-based secret writing with 

time-specified attributes (KP-ABTS), a unique secure 

information self-destructing theme in cloud computing within 

the KP-ABTS theme, each cipher text is labeled with a 

amount whereas non-public keys related to a time instant, the 

cipher text will solely be decrypted if each the time instant is 

within the allowed amount and also the attributes related to 

the cipher text satisfy the key’s access structure.  

The KP-ABTS is ready to resolve some vital 

security issues by supporting user outlined authorization 

amount and by providing fine-grained access management 

throughout the amount, the sensitive information is firmly 

self-destructed when a user-specified expiration time, the KP-

ABTS theme is well-tried to be secure below the choice l-

bilinear Diffie-Hellman inversion (l-Expanded BDHI) 

expectation, comprehensive differentiation of the safety 

properties indicate that the KP-ABTS theme projected by 

U.S. satisfies the safety needs and is superior to alternative 

existing schemes. 

KP-ABTS doesn't want the majority efficacious assumption.   

 
Fig. 1: System Architecture 

IV. DESIGN METHODOLOGY 

To form a basis for the KP-ABTS theme, we have an 

inclination to tend to introduce the next ideas: 

A. Authorization: 

During this module, it's a interval predefined by a data owner 

starting from the desired unleash time and ending at the 

expiration time, the cipher text is propounded to the present 

interval, the user can construct the decoding key providing 

the time immediate is inside the interim 

B. Expiration: 

It's a threshold time instant predefined by the owner, the 

distributed data can only be retrieved by the user hitherto 

instant, as a results of the shared data area unit aiming to be 

self-destructed once expiration. 

C. Full Life Cycle: 

It's a interval from creation of the distributed data, 

authorization proportion to expiration time, this paper 

provides full life cycle privacy protection for shared data on 

cloud in cloud computing. 
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V. COMPARISONS OF SECURITY    

 
The KP-ABTS theme is proved to be secure beneath the 

standard model. Therefore, we tend to tend to systematically 

compare this theme with this self-destruction resolution (e.g., 

SSDD, and FullPP) from higher than aspects. 

User defined authorization: Dematerialize, SSDD 

and FullPP leverage the DHT network to store the key shares 

or the hybrid cipher text shares, that are self-discarded by the 

DHT nodes when a amount of your time that the expiration 

time is restricted by the update amount of the DHT network 

and it can’t be controlled by the sensitive data owner but in 

KP-ABTS it is more flexible to defined by the user but the 

authorization period and expiration time are not limited by 

the system. 

In Conclusion, The KP-ABTS theme is superior to 

the prevailing self-destruction solution from many security 

properties. 

VI. CONCLUSION 

With the speedy development of versatile cloud services lots 

of latest challenges have emerged. one in all the foremost 

necessary problems is that the thanks to thoroughly delete the 

expand info hold on inside the cloud severs. during this paper, 

we've a bent to planned a novel KP-ABTS theme that's during 

a position to understand the time-specified cipher text 

therefore on unravel these problems by implementing 

versatile fine-grained access management throughout the 

authorization quantity and time-controllable self-destruction 

once expiration to the shared and outsourced info in cloud 

computing, we've a bent to together provides a system model 

and a security model for the KP-ABTS theme, moreover, 

we've a bent to evidence that KP-ABTS is secure beneath the 

standard model with the choice l-Expanded BDHI 

assumption. the great analysis indicates that the planned KP-

ABTS theme is superior to different existing schemes. 
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