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Abstract— Cloud computing is a rapidly evolving area that
offers the potential for federal agencies of all sizes to
increase flexibility and efficiency. With cloud computing,
services and data are provided by shared computing
resources in scalable data centres and are accessible over the
Internet. Key advantages are that services are easily available
on demand and can rapidly scale both up and down as
needed. Current types of cloud service include applications
(software as a service); development tools (platform as a
service); and virtualized computing resources such as servers
(infrastructure as a service). Virtualization may bring several
advantages to the design of modern computer systems
including better security, higher reliability and availability,
reduced costs, better adaptability to workload variations,
easier migration of virtual machines among physical
machines, and easy coexistence of legacy applications.
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. INTRODUCTION

Cloud computing is Internet ("cloud") based on
development and use of computer technology
("computing™). It is a style of computing in which
dynamically scalable and often virtualised resources are
provided as a service over the internet. Users need not have
knowledge of, expertise in, or control over the technology
infrastructure "in the cloud" that supports them. The concept
incorporates infrastructure as a service (laaS), platform as a
service (PaaS) and software as a service (SaaS) as well as
Web 2.0 and other recent (ca. 2007-2009) technology trends
which have the common theme of reliance on the Internet
for satisfying the computing needs of the users. Examples of
SaaS vendors include Salesforce.com and Google Apps
which provide common business applications online that are
accessed from a web browser, while the software and data
are stored on the servers. A cloud is a pool of virtualized
computer resources. The underlying concept dates back to
1960 when John McCarthy opined that "computation may
someday be organized as a public utility”; indeed it shares
characteristics with service bureaus which date back to the
1960s.The term cloud had already come into commercial
use in the early 1990s to refer to large ATM networks. By
the turn of the 21st century, the term "cloud computing” had
started to appear, although most of the focus at this time was
on Software as a service (SaaS)[3].In 1999, Salesforce.com
was established by Marc Benioff, Parker Harris, and his
fellows. They applied many technologies of consumer web
sites like Google and Yahoo! to business applications. IBM
extended these concepts in 2001,as detailed in the
Autonomic  Computing  Manifesto-which  described
advanced automation techniques such as self-monitoring,
self-healing, self-configuring, and self-optimizing in the
management of complex IT systems with heterogeneous
storage,  servers, applications, networks,  security

mechanisms, and other system elements that can be
virtualized across an enterprise.Amazon.com played a key
role in the development of cloud computing by modernizing
their data centres after the dot-com bubble and, having
found that the new cloud architecture resulted in significant
internal efficiency improvements, providing access to their
systems by way of Amazon Web Services in 2002 on a
utility computing basis. 2007 saw increased activity, with
Google, IBM and a number of universities embarking on a
large scale cloud computing research project, around the
time the term started gaining popularity in the mainstream
press.

Il. CLOUD ARCHITECTURE

Cloud architecture the systems architecture of the software
systems involved in the delivery of cloud computing,
comprises hardware and software designed by a cloud
architect who typically works for a cloud integrator. It
typically involves multiple cloud components
communicating with each other over application
programming interfaces, usually web services [5]. Cloud
architecture extends to the client, where web browsers and/
or software applications access cloud applications. Cloud
storage architecture is loosely coupled, where metadata
operations are centralized enabling the data nodes to scale
into the hundreds, each independently delivering data to
applications or users.

@_ p—

Platform

Cloud Cloud storage

infrastructure

Fig. 1: Cloud Architecture

A. Components

1) Application

A cloud application leverages the Cloud in software
architecture, often eliminating the need to install and run the
application on the customer's own computer, thus alleviating
the burden of software maintenance, on going operation,
and support.

2) Cloud Clients

A cloud client consists of computer hardware and/or
computer software which relies on the cloud for application
delivery, or which is specifically designed for delivery of
cloud services and which, in either case, is essentially
useless without it. For example: Mobile, Thin client, Thick
client / Web browser.
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3) Cloud Infrastructure

Cloud infrastructure, such as Infrastructure as a service, is
the delivery of computer infrastructure, typically a platform
virtualization environment, as a service. For example: grid
computing, Management, Compute, Platform.

4) Cloud Platforms

A cloud platform, such as Paas, the delivery of a computing
platform, and/or solution Saas, facilitates deployment of
applications without the cost and complexity of buying and
managing the underlying hardware and software layers.

5) Cloud Services

A cloud service includes "products, services and solutions
that are delivered and consumed in real-time over the
Internet" .For example Web Services (“software system[s]
designed to support interoperable machine-to-machine
interaction over a network™) which may be accessed by
other cloud computing  components, software, e.g.,
Software plus services, or end users directly.

6) Cloud Storage

Cloud storage involves the delivery of data storage as a
service, including database-like services, often billed on a
utility computing basis, e.g., per gigabyte per month. For
example Database Network attached storage, Web service.

I11. CLOUD COMPUTING LAYERS
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Fig. 2: Cloud Computing Layers

A. Cloud Application Layer

The most visible layer to the end-users of the cloud.
Normally, the users access the services provided by this
layer through web-portals, and are sometimes required to
pay fees to use them.

B. Cloud Software Environment Layer

The second layer in our proposed cloud ontology is the
cloud software environment layer (also dubbed the software
platform layer). The wusers of this layer are cloud
applications’ developers, implementing their applications
for and deploying them on the cloud.

C. Cloud Software Infrastructure Layer

The cloud software infrastructure layer provides
fundamental resources to other higher-level layers. Cloud
services offered in this layer can be categorized into:
computational resources, data storage, and communications.

D. Software Kernel

This cloud layer provides the basic software management
for the physical servers that compose the cloud. Software
kernels at this level can be implemented as an OS kernel,
hypervisor, and virtual machine monitor and/or clustering
middleware.

E. Hardware and Firmware

The bottom layer of the cloud stack in our proposed
ontology is the actual physical hardware and switches that
form the backbone of the cloud. In this regard, users of this
layer of the cloud are normally big enterprises with huge IT
requirements in need of subleasing Hardware as a Service
(Haas).

1) SaaS (Software As A Service)

Is the most widely known and widely used form of cloud
computing. It provides all the functions of a sophisticated
traditional application to many customers and often
thousands of users, but through a Web browser, not a
“locally-installed” application. Little or no code is running
on the Users local computer and the applications are usually
tailored to fulfil specific functions. SaaS eliminates
customer worries about application servers, storage,
application development and related, common concerns of
IT. Highest-profile examples are Salesforce.com, Google's
Gmail and Apps, instant messaging from AOL, Yahoo and
Google, and VolIP from Vonage and Skype.

2) PaaS (Platform as a Service)

Delivers virtualized servers on which customers can run
existing applications or develop new ones without having to
worry about maintaining the operating systems, server
hardware, load balancing or computing capacity. These
vendors provide APIs or development platforms to create
and run applications in the cloud — e.g. using the Internet.
Managed Service providers with application services
provided to IT departments to monitor systems and
downstream applications such as virus scanning for e-mail
are frequently included in this category. Well known
providers would include Microsoft's Azure, Salesforce's
Force.com, Google Maps, ADP Payroll processing, and US
Postal Service offerings.

3) laaS (Infrastructure as a Service)

Delivers utility computing capability typically as raw virtual
servers on demand that customers configure and manage.
Here Cloud Computing provides grids or clusters or
virtualized servers, networks, storage and systems software,
usually (but not always) in a multitenant architecture. laaS is
designed to augment or replace the functions of an entire
data centre. This saves cost (time and expense) of capital
equipment deployment but does not reduce cost of
configuration, integration or management and these tasks
must be performed remotely. Vendors would include
Amazon.com (Elastic Compute Cloud [EC2] and Simple
Storage), IBM and other traditional IT vendors.

IV. DEPLOYMENT MODELS
Defines four deployment models [6]:

A. Public Cloud

In simple terms, public cloud services are characterized as
being available to clients from a third party service provider
via the Internet. The term “public” does not always mean
free, even though it can be free or fairly inexpensive to use.
A public cloud does not mean that a user’s data is publically
visible; public cloud vendors typically provide an access
control mechanism for their users. Public clouds provide an
elastic, cost effective means to deploy solutions.
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B. Private Cloud

A private cloud offers many of the benefits of a public cloud
computing environment, such as being elastic and service
based. The difference between a private cloud and a public
cloud is that in a private cloud-based service, data and
processes are managed within the organization without the
restrictions of network bandwidth, security exposures and
legal requirements that using public cloud services might
entail. In addition, private cloud services offer the provider
and the user greater control of the cloud infrastructure,
improving security and resiliency because user access and
the networks used are restricted and designated.

C. Community Cloud

A community cloud is controlled and used by a group of
organizations that have shared interests, such as specific
security requirements or a common mission. The members
of the community share access to the data and applications
in the cloud.

D. Hybrid Cloud

A hybrid cloud is a combination of a public and private
cloud that interoperates. In this model users typically
outsource non business- critical information and processing
to the public cloud, while keeping business-critical services
and data in their control.

V. ROLESPLAYED IN CLOUD COMPUTING

A. Cloud Computing Providers

A cloud computing provider or cloud computing service
provider owns and operates live cloud computing systems to
deliver service to third parties. Usually this requires
significant resources and expertise in building and managing
next-generation datacentres. Some organisations realise a
subset of the ]benefits of cloud computing by becoming
"internal” cloud providers and servicing themselves,
although they do not benefit from the same economies of
scale and still have to engineer for peak loads[7]. The
barrier to entry is also significantly higher with capital
expenditure required and billing and management creates
some overhead. Nonetheless, significant operational
efficiency and agility advantages can be realised, even by
small organisations, and server consolidation and
virtualization rollouts are already well underway.
Amazon.com was the first such provider, modernising its
data centres which, like most computer networks, were
using as little as 10% of its capacity at any one time just to
leave room for occasional spikes. This allowed small, fast-
moving groups to add new features faster and easier, and
they went on to open it up to outsiders as Amazon Web
Services in 2002 on a utility computing basis. Players in the
cloud computing service provision game include the likes of
Amazon, Google, Hewlett Packard, IBM, Intel, Microsoft,
Salesforce, SAP and Yahoo!

B. User

A user is a consumer of cloud computing. The privacy of
users in cloud computing has become of increasing concern.
The rights of users are also an issue, which is being
addressed via a community effort to create a bill of rights.

C. Vendor

A vendor sells products and services that facilitate the
delivery, adoption and use of cloud computing.

VI. ADVANTAGES AND DRAWBACK OF CLOUD COMPUTING

A. Advantages

1) Ability to scale to meet changing user demands quickly

2) Pay by use.

3) Task oriented

4) Virtually no maintenance due to dynamic infrastructure
software.

5) Application and operating system independent.

6) Easy to develop your own web-based applications that
run in the cloud.

7) Location of infrastructure in areas with lower costs of
real estate and electricity.

8) Sharing of peak-load capacity among a large pool of
users improving overall utilization.

9) Separation of application code
resources.

10) Not having to purchase assets for one time or
infrequent computing tasks.

11) Ability to use external assets to handle peak loads.

from physical

B. Drawbacks

1) Often limited or no technical support available.

2) Canned solutions such may not be full-featured or too
task oriented.

3) When there are technical issues, you may lose access
to your data or application.

4) No control.

5) You must have an internet connection.

6) If the company hosting the application goes out of
business, you may lose access to your data or
application permanently

VII. APPLICATIONS OF CLOUD COMPUTING

A. Easy Access To Data

Clients would be able to access their applications and data
from anywhere at any time. They could access the cloud
computing system using any computer linked to the internet.

B. Reduction of Costs

It could bring hardware costs down. Cloud computing
systems would reduce the need for advanced hardware on
the client side. You wouldn't need to buy the fastest
computer with the most memory, because the cloud system
would take care of those needs for you. Instead, you could
buy an inexpensive computer terminal, enough processing
power to run the middleware necessary to connect to the
cloud system.

C. Convenience

Corporations that rely on computers have to make sure they
have the right software in place to achieve goals. Cloud
computing systems give these organizations company-wide
access to computer applications Instead, the company could
pay a metered fee to a cloud computing company.
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D. Easy Storage

Servers and digital storage devices take up space. Some
companies rent physical space to store servers and databases
because they don't have it available on site. Cloud
computing gives these companies the option of storing data
on someone else's hardware, removing the need for physical
space on the front end.

E. No Technical Support Required

Corporations might save money on IT support. Streamlined
hardware would, in theory, have fewer problems than a
network of heterogeneous machines and operating systems.

F. Solution to Complex Problems

If the cloud computing system's back end is a grid
computing system, then the client could take advantage of
the entire network's processing power.

VIIl. CLOUD COMPUTING SERVICES
A. Amazon Web Services
amazon
webservices
( Elasts: Compute Cloud [EC2) \
Cloud
Computing
\Serviccs -/
(& [ Simple Storage Servce [$3) ]\
[ SimpleDB ] [ Cloudfront ]
Zupport [ Simple Queve Serviee (5Q5) ]
kervnces )

Fig. 3: Amazon Web Services

The Amazon development model involves building Zen
virtual machine images that are run in the cloud by EC2.
That means you build your own Linux/Unix or Windows
operating system image and upload it to be run in EC2,
AWS has many pre-configured images that you can start
with and customize to your needs. There are web service
APIs (via WSDL) for the additional support services like
S3, SimpleDB, and SQS. Because you are building self-
contained OS images, you are responsible for your own
development and deployment tools. AWS is the most mature
of the CC options. Applications that require the processing
of huge amounts of data can make effective you of the AWS
on-demand EC2 instances which are managed by Hadoop.

B. Google AppEngine
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Fig. 4: Google AppEngine

GAE allows you to run Python/Django web applications in
the cloud. Google provides a set of development tools for
this purpose. i. e. You can develop your application within
the GAE run-time environment on our local system and
deploy it after it’s been debugged and working the way you
want it. Google provides entity-based SQL-like (GQL)
back-end data storage on their scalable infrastructure
(BigTable) that will support very large data sets. Integration
with Google Accounts allows for simplified user
authentication.

C. Microsoft Windows Azure
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Fig. 5: Microsoft windows azure
Azure is essentially a Windows OS running in the cloud.
You are effectively uploading and running your ASP.NET
(I1S7) or .NET (3.5) application. Microsoft provides tight
integration of Azure development directly into Visual Studio
2008. For enterprise Microsoft developers the .NET
Services and SQL Data Services (SDS) will make Azure a
very attractive option. The Live Framework provides a
resource model that includes access to the Microsoft Live
Mesh services.

IX. VIRTUALIZATION

Virtualization refers to running a virtual system that appears
from the inside to be a real computer, but is actually being
emulated on a real machine. The terms "virtual machine"
and "VPS" are also used to refer to these, as are type-
specific terms like "Xen guest”, "Open VZ container" and
"EC2 instance". There are several different technologies that
can be used to implement virtualization, which varying
support for different operating systems, resource isolation
and resource overheads. Cloud Computing vendors combine
virtualization (one computer hosting several “virtual”
servers), automated provisioning (servers have software
installed automatically), and Internet connectivity
technologies to provide the service [11]. These are not new
technologies but a new name applied to a collection of older
(albeit updated) technologies that are packaged, sold and
delivered in a new way. The most common case is to
provide customers or users with what appears to be their
own system on which they have full root access and control
of all services, but without the overhead of maintaining an
actual physical machine. For example, a hosting company
might sell virtual systems to customers which in turn use
them for web hosting, database hosting or email. A single
physical machine can host multiple virtual systems, each of
which is granted a slice of its memory, disk space and CPU
time. Each virtual system is protected from others on the
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same host system. Because many applications or customers
do not require the full CPU, RAM or disk capacity of real
systems, virtualization can be used to safely host several on
a single physical system, thus saving resources. Another
advantage of Virtualization is the ability to easily move
virtual systems between hosts without interruption or the
need to re-install applications. If a hardware problem is
detected on a host system, all virtual machines on it can be
moved to a new host without changing their IP addresses or
other settings, and possibly without even interrupting
running processes.
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Fig. 6: Virtualization system

The OS controls access to the hardware resources.
The instruction set is divided into privileged and non-
privileged. The machine can be in two modes of operation:
user and supervisor. Only non-privileged instructions can be
executed in user mode. Any instruction can be executed in
supervisor mode. Application environments execute in user
mode and the OS in supervisor mode. The VMM controls
access to the hardware resources. OSs (called guest OSs)
execute in user mode and the VMM in supervisor mode. The
VMM interprets in software privileged instructions that
would be executed by an OS. Any non-privileged instruction
issued by an OS or Application Environment is executed
directly by the machine. This is called virtualization by
direct execution or full virtualization.
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Fig. 7: Basic concept of virtualization

X. VIRTUALIZATION TYPES

Not all virtualization technologies are created equal - some
(like Xen) provide more isolation between systems but at the
cost of additional CPU and RAM overhead, while others
(like OpenVZ) can be used to host more virtual systems per
physical system,[11] but with more chance of cross-system
disruption. Virtualization types can be generally separated
into two categories:

A. Separate Kernels

Examples: Xen, KVM, Amazon EC2 These types run a
separate kernel for each virtual system, and typically store
system files within a disk image or logical volume instead of
on the host system's file system. RAM used is higher due to
the need to run a copy of the kernel for each system, and
free disk space and RAM cannot be used by other systems.
However they provide more protection and isolation
between systems, allow different kernels to be used, and
provide more flexibility in file system and disk usage within
the virtual systems.

B. Shared Kernel

Examples: OpenVZ, LXC, Vservers, Solaris Zones These
types run under the host system's kernel, which provides
filesystem and process isolation between systems. Typically
each system's files are stored under some directory on the
host, possibly with common files like binaries being shared.
They offer less isolation and force use of the same kernel,
but the per-virtual-system RAM, CPU and disk overhead is
lower. Also, RAM and disk space can potentially be over-
committed to make better use of host system resources.

Cloudmin also supports Linux Vservers, but this
appears to be poorly maintained and offers no advantages
over OpenVZ. As of Cloudmin 5.4, LXC is also supported
on Linux. It has the advantage of being a standard part of
recent Linux kernels, but lacks many features of OpenVZ
such a live migration and disk space limits. Amazon EC2 is
different from other virtualization types in that the virtual
systems don't actually run on your own machines - instead,
they are hosted by Amazon for an hourly cost. It is worth
using if your needs are highly variable, for example if you
plan to run a hundred systems for a few hours a day then
shut them down.

C. Advantages of Virtualization

1) Security

By compartmentalizing environments with different security
requirements in different virtual machines one can select the
guest operating system and tools that are more appropriate
for each environment.

2) Reliability and availability

A software failure in a virtual machine does not affect other
virtual machines.

3) Cost

It is possible to achieve cost reductions by consolidation
smaller servers into more powerful servers.

4) Adaptability to Workload Variations

Changes in workload intensity levels can be easily taken
care of by shifting resources and priority allocations among
virtual machines.

5) Load Balancing

Since the software state of an entire virtual machine is
completely encapsulated by the VMM, it is relatively easy
to migrate virtual machines to other platforms in order to
improve performance through better load balancing.

6) Legacy Applications

Even if an organization decides to migrate to a different
operating system, it is possible to continue to run legacy
applications on the old OS running as a guest OS within a
VM. This reduces the migration cost.
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Virtualization can be used to retrofit new features
in existing operating systems without "too much™ work.

Virtualization can make tasks such as system
migration, backup, and recovery easier and more
manageable.

Virtualization can be an effective means of
providing binary compatibility.

Virtualization on commodity hardware has been
popular in co-located hosting. Many of the above benefits
make such hosting secure, cost-effective, and appealing in
general. Virtualization is fun.

Xl. MAPPING OF VIRTUAL TO PHYSICAL DISKS

In a virtual machine environment, the VMM runs in
supervisor mode and controls access to the resources shared
by all virtual machines and the virtual machines run in user
mode. The VMM schedules the virtual machines, in a
manner similar to how an operating system schedules
processes, and allocates processor cycles to them. Consider
any given virtual machine running on top of the VMM.
Under the direct execution technique, any non-privileged
instruction executed by a virtual machine is executed
directly by the hardware. However, if the virtual machine
executes a privileged instruction because the OS of that
virtual machine (called guest OS)is executing, an interrupt is
generated (because the virtual machine runs in user mode).
The VMM then has to emulate the execution of the
privileged instruction. For example, if the instruction
executed by a virtual machine is a halt instruction, the
issuing virtual machine is stopped, but all other virtual
machines continue to run. If a virtual machine issues an 1/0
operation, the VMM has to map that 1/0 into an operation to
be carried out at one of the real devices that are used to
support the virtual devices seen by the virtual machines.
This is illustrated in that shows that virtual disks VD-A and
VD-B are mapped to physical disk A and that virtual disks
VD-C, VD-D, and VD-E are mapped to physical disk B.
The VMM keeps track of the mapping information as part of
virtual machine’s state.

Virtual Disks of
Virtual Machine 1

Virtual Disks of
Virtual Machine2

&)

EEE

Physical Disks of
the Real Machine

Fig. 8: Mapping of Virtual to Physical Disks

XIl. CONCLUSION

Cloud computing builds on decades of research in
virtualization, distributed computing, utility computing, and
more recently networking, web and software services. It
implies a service oriented architecture, reduced information
technology overhead for the end-user, great flexibility,
reduced total cost of ownership, on demand services and

many other things. In today's global competitive market,
companies must innovate and get the most from its
resources to succeed. Cloud computing infrastructures are
next generation platforms that can provide tremendous value
to companies of any size. They can help companies achieve
more efficient use of their IT hardware and software
investments and provide a means to accelerate the adoption
of innovations. Cloud computing increases profitability by
improving resource utilization. Costs are driven down by
delivering appropriate resources only for the time those
resources are needed. Cloud computing has enabled teams
and organizations to streamline lengthy procurement
processes. Cloud computing enables innovation by
alleviating the need of innovators to find resources to
develop, test, and make their innovations available to the
user community. Innovators are free to focus on the
innovation rather than the logistics of finding and managing
resources that enable the innovation.
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