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Abstract— Cloud computing is the emergent technology. 

Each organization wants to join to the cloud computing 

environment. But some of them refuse to accept connecting 

due to security issues. Various security factors had been 

raised, some also lead to include third party assessor for 

solving security issues. An additional major factor in concern 

is the Trust on the cloud service providers level to which an 

organization can trust the cloud service provider for 

managing their company’s data. Many trust and reputation 

models were planned and were analyzed in this paper. 
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I. INTRODUCTION 

Cloud computing is based on internet which calculate 

common resources which are provided to computer and 

other devices. Cloud computing emphasize the exploitation 

of shared resources at its most along with it perform 

computational tasks for confidential or public networks. It  

is  a practical method to perform reduction in cost benefits 

and the future view of cloud computing is to create data 

centre that   can   spend   changeable   cost   as an alternative   

of   heavy   capital investment set up. Cloud computing is 

based on internet which compute shared resources which are 

provide to computer and further devices. Cloud computing 

emphasize the consumption of shared resources at its 

maximum and along with it performs computational tasks 

for private or unrestricted networks. It  is  a practical method 

to carry out reduction in cost benefits and the future 

prospect of cloud computing is to establish data centre that   

can   invest   variable   cost   instead   of   heavy   capital 

investment set up. 

Current  development  in  the  field  of  cloud 

computing have enormously changed  the way of computing 

as  well  as  the  idea  of  computing   resources.  In a cloud 

based computing infrastructure, the possessions are 

normally in someone else's premise or network and accessed 

remotely  by  the  cloud  users. Processing is done remotely 

implying the fact that the data and other elements from a 

person requires to transmit to the cloud infrastructure or 

server for processing  and the output is returned upon 

conclusion of required processing.  In some cases, it might 

be necessary or at smallest amount potential for a person to 

store data on remote cloud servers. These gives the 

following three sensitive states or scenarios that are of 

particular concern within the operational context of cloud 

computing: 

 The transmission of individual responsive information 

to the cloud server, 

 The transmission of statistics from the cloud server to 

client’s computers and 

 The storage of clients’ private data in cloud servers 

which are remote server not owned by the clients. 

All the above three states of cloud computing are 

severely prone to security break that makes the examiner 

and exploration within the security aspects of cloud 

computing practice an essential one. There have been a 

number of different blend that are being used in cloud 

computing area, but the interior concept stay same – the 

infrastructure, or roughly speaking, the resources remain. 

Security  is  the  most  prioritized  aspect  for  any  form  of 

computing,  creation  it  an  understandable prospect that 

security issues are essential for cloud environment as well. 

As the cloud computing approach could be related with 

having users’ sensitive data stored both at clients’end as 

well as in cloud servers, identity management and 

authentication are very crucial in cloud computing. 

Verification of qualified users’ identification and protecting 

such credentials are part of main security issues in the cloud 

violation in these areas could lead to undetected security 

breach at least to some extent for some period. 

II. LITERATURE SURVEY 

A. Personal Data Access Control based on Trust and 

Reputation in Cloud Computing 

The technological constraint of a personal computers system 

e.g. Hard disk failure forces enabled the user to stores their 

application data on cloud, beside with images, videos or 

highly sensitive data. In the last decade cloud computing has 

been widely residential in framework to give security along 

with data access to user. The major security issue in cloud 

computing is that the semi-trusted cloud service providers 

also have the data access control. Due to semi-trust, the user 

stores their individual data in encrypted form, but in critical 

condition such as individual healthcare records of a patient 

needs to be accessed by doctors immediately but it needs the 

data owner to be online in order to give access to the data. In 

this paper data protection method is proposed which enable 

the confidentiality, integrity of data and authentication. The 

proposed scheme verifies the reliability of data and 

computes the trust level of the data requester. Later the trust 

value is computed using multi-factor authentication for data 

own and the users also using the mobile social networking 

and social networking.  

B. Present Data Security Issues and their Resolving 

Technique in cloud computing 

Cloud Computing is a word, which involves virtualization, 

distributed computing, networking and web-services. It is a 

method of contribution services to users by allowing them to 

tap into a enormous pool of shared computing resources 

such as servers, storage and network. Cloud data are store 

and access in a remote server with the facilitate of services 
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provided by cloud service providers. Providing security is a 

major concern as the data is transmitted to the remote server 

in excess of a channel (internet). This paper introduces a few 

cloud computing data security issues and its technique to 

resolve them which also satisfy the user concerning their 

data security. 

C. Cloud Computing Technology: Security and Trust 

Challenges 

Consent to special features such as high functionality and 

low cost have complete cloud computing technology. These 

significant features give users and companies, immeasurable 

opportunities to achieve their goals spending minimum cost 

and time. Looking at the literature of this technology, it can 

be claim that the main concern of the users of cloud security 

issues is particularly trust. Regrettably these concerns have 

not been tackled yet. So we determined to establish a useful 

and functioned way to create more trust surrounded by 

consumers to exploit this technology .In this paper we 

propose the organization of an international certification 

institute for the service providing companies in classify to 

add the trust and develop likeliness of using this new and 

valuable technology along with people. Expediency of the 

technology will get better it and will make its security better 

by providers. 

D. A   Survey of Security and Privacy Challenges in Cloud 

Computing: Solutions and Future Directions 

The cloud computing is in advance reputation, various 

security and privacy issues are rising that hinder the rapid 

adoption of this latest computing model. And the advance of 

defensive solutions is lagging behind. To make certain a 

secure and trustworthy cloud environment it is necessary to 

recognize the boundaries of obtainable solutions and 

visualize directions for future research. In this paper, we 

have surveyed serious security and privacy challenges in 

cloud computing, categorized diverse existing solutions, 

compare their strengths and restrictions, and envisioned 

future explore directions. Different from other challenges, 

which are method oriented, these two challenges are more 

management oriented. Although security/privacy threats 

from both technique and management aspect may cause 

severe damage to the cloud environment, most of recent 

studies only focus on the technique-oriented challenges. 

There is a required advanced solution to agreement by 

means of the security/privacy issues from the management 

perspective. During this paper, we have analyzed some 

critical security and privacy challenges in cloud computing, 

categorize diverse obtainable solutions, and have compare 

their strengths and limitations. Based on the planning, we 

imagine three future research directions to secure the cloud 

environment. 

E. Various Security Issues and their Remedies in Cloud 

Computing 

The services of cloud computing is expand day by day. It 

has specific shape to the theoretical infrastructure for future 

computation. The computational skeleton is consecutively 

very fast universal towards cloud based architecture, while 

cloud computing is appropriate very popular now a days but 

there are some other issues which should be considered-one 

of the major issue is security. In this paper, some major 

security issues has been analyzed and main importance is to 

correct those issues. There are enormous projections for 

cloud computing but cloud computing is always bounded by 

security threats which are directly associated to its 

compensation. It is valuable to both the parties and business 

or the invader but security is always a concern. So, we have 

discussed various security threats and their possible 

solutions. 

F. A Review of Security Risk Assessment Methods in Cloud 

Computing 

The Cloud computing is a major hi-tech development that 

continues to expand and grow. It has prospective profit in 

achieving express and scalable resource provisioning 

capabilities as well as resource sharing. However, a quantity 

of security risk are rising in association with cloud usage 

that need to be assessed before cloud computing is adopted. 

This paper presents a evaluate of the security risk estimation 

methods in cloud computing. The paper aims to review, 

categorize and classify the information available in the 

literature to recognize any gaps in present research then 

suggest areas for advance investigation. At the end, the 

paper suggests to have a collaborative security risk 

assessment method that will add great support to both 

service providers and consumers. 

G. A Quantitative Analysis of Current Security Concerns 

and Solutions for Cloud Computing 

The improvement of cloud computing services is speeding 

up the rate in which the organizations outsource their 

computational services or advertise their redundant 

computational resources. Even though migrate to the cloud 

remains a persuasive movement from a financial point of 

view, there are several other aspects that must be taken into 

account by companies before they make a decision to do so. 

One of the most significant part refers to security: though 

several cloud computing security issues are inherited from 

the solutions adopted to create such services, many new 

security questions that are particular to these solutions also 

happen, including those related to how the services are 

organized and which kind of service/data can be placed in 

the cloud. Aiming to give a better understanding of this 

composite scenario, in this article we identify and classify 

the main security concerns and solutions in cloud 

computing, and propose categorization of security in cloud 

computing, giving an summary of the current status of 

security in this rising technology. 

III. PROBLEM DESCRIPTION 

No privacy, someone can able to access and modify the 

data. Problem here is that the data records should have 

keywords linked with them to enable the search. If the cloud 

technology is used in an suitable way; it would lead to 

reduce costs. Cloud storage is an one of the most popular 

services offered by cloud service providers to store client 

data on a remote server. The cloud provider based on the 

fact that the stored data remains safe and sound, there are 

some hackers hack the data. 

IV. CONCLUSION 

The learning recommended that trust is very essential thing 

in the growth of cloud computing technology. This 

manuscript examines the issues immediate towards the 
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difficulty of the internet users to trust cloud service 

providers. The earlier session of the client is automatically 

logged out in case the user accesses the account from other 

than the trusted device. The projected method can be 

implemented with many other technologies as well like 

internet of things. In future, the factors required for 

evaluating the user’s trust value for authentication can be 

enhanced. 

REFERENCES 

[1] Shimpy Harbajanka Dr. Preeti Saxena, “Survey Paper 

on Trust Management and Security Issues in Cloud 

Computing” -2016 Symposium on Colossal Data 

Analysis and Networking(CDAN). 

[2] Mridula Batra, Dr. Neha Gupta, “Various Security 

Issues And Their Remedies In Cloud Computing” -

International Journal of Engineering Applied Sciences 

and Technology, 2016 Vol. 1, Issue 3, ISSN No. 2455-

2143, Pages 16-18. 

[3] Vivek Kumar Singh, Tripti Singh, “Present Data 

Security Issues and their Resolving Technique in Cloud 

Computing” - International Journal of Science & 

Technology July 2016, Vol. 1, Issue. 1. 

[4] Albert S. Horvath III and Rajeev Agrawal, “Trust in 

Cloud Computing” Proceedings of the IEEE Southeast 

Con - Fort Lauderdale, Florida, April 9 - 12, 2015. 

[5] Yuhong Liu, Yan (Lindsay) Sun, “A Survey of Security 

and Privacy Challenges in Cloud Computing: Solutions 

and Future Directions” - journal of Computing Science 

and Engineering, Vol. 9, No. 3, September 2015, pp. 

119-133. 

[6] Sajjad Hashemi, “Cloud Computing Technology: 

Security And Trust Challenges” - International Journal 

of Security, Privacy and Trust Management (IJSPTM) 

Vol 2, No 5, October 2013. 

[7] Nelson Gonzalez, Charles Miers, Fernando Red´ıgolo, 

“A quantitative analysis of current security concerns 

and solutions for cloud computing” - Gonzalez et al. 

Journal of Cloud Computing: Advances, Systems and 

Applications 2012. 

[8] Fatimah M.Alturkistani and Ahmed Z.Emam,” A 

Review of Security Risk Assessment Methods in Cloud 

Computing” –New Perspectives In Information System 

And Technologies, Volume 1, Advances In Intelligent 

System And Computing 275, Springer International 

Publishing Switzerland 2014. 

[9] Abbadi, I.M. and Martin, A. (2011). Trust in the Cloud. 

Information Security Technical Report,16,108-114.  

[10] Agarwal, A. and Agarwal, A. (2011). The Security 

Risks Associated with Cloud Computing. International 

Journal of Computer Applications in Engineering 

Sciences, 1 (Special Issue on CNS), 257-259. 

[11] A. Agarwal, and A. Agarwal (2011), “The Security 

Risks Associated with Cloud Computing. International 

Journal of Computer Applications in Engineering 

Sciences”, 1 (Special Issue on CNS),257-259. 

[12] Atayero, A.A. and Feyisetan, O. (2011). Security Issues 

in Cloud Computing: The Potentials of Homomorphic 

Encryption.Journal of Emerging Trends in Computing 

and Information Sciences, 2(10), 546- 552. 

[13] Yashpal Kadam, “Security Issues in Cloud Computing 

A Transparent View”, International Journal of 

Computer Science & Emerging Technologies, Vol-2 No 

5 October, 2011. 

[14] Mohamed Al Morsy, John Grundy and Ingo Müller, 

“An Analysis of The Cloud Computing Security 

Problem”, In Proceedings of APSEC 2010 Cloud 

Workshop, Sydney, Australia, 30 Nov 2010. 

[15] H. Takabi, J.B.D. Joshi, G.Ahn., “Security and Privacy 

Challenges in Cloud Computing Environments”, IEEE 

Security Privacy Magazine, Vol 8, IEEE Computer 

Society, p.24-31, 2010. 

[16] M. Monsef, N. Gidado, “Trust and privacy concern in 

the Cloud”- 2011 European Cup, IT Security for the 

Next Generation, p.1-15, 2011. 


