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Abstract— The introduction of 3G wireless communication 

systems, alongside the invasive distribution of digital 

pictures and also the growing concern on their originality 

triggers associate degree aborning want of authenticating 

pictures received by unreliable channels, like public net and 

wireless networks. to fulfil this want, a content-based image 

authentication theme that's appropriate for associate degree 

insecure network and sturdy to transmission errors is 

planned. The planned theme exploits the quantifiability of a 

structural digital signature so as to realize a decent trade-off 

between security and image transfer for networked image 

applications. During this theme, multi-scale options are wont 

to build digital signatures sturdy to image degradations and 

key dependent constant quantity moving ridge filters ar 

utilized to boost the safety against forgery attacks. This 

theme is additionally ready to distinguish meddling areas 

within the attacked image. Experimental results show the 

lustiness and validity of the planned theme. 
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I. INTRODUCTION 

Internet could be a common human action channel. 

Attributable to the advance in networking and multimedia 

system applications, multimedia system contents will simply 

be attacked by the unauthorized persons. To confirm content 

integrity and to stop duplication, image authentication 

techniques are emerged. A secure digital signature theme is 

one amongst the image authentication techniques that's 

appropriate for associate degree insecure atmosphere, and is 

strong to transmission errors. In digital watermarking, a 

watermark is embedded into a canopy image in such some 

way that the ensuing watermarked signal is strong to sure 

distortion caused by either normal processing in add during 

a in associate degree exceedingly in a very friendly 

atmosphere or malicious attacks in an unfriendly 

atmosphere. 

Recent advances in networking and digital media 

technologies have created a large number of networked 

multimedia applications. Those applications are often 

deployed in a distributed network environment that makes 

multimedia contents vulnerable to privacy and malicious 

attacks. For insecure environments, it is possible for an 

enemy to tamper with images during transmission. To 

guarantee trustworthiness, image authentication techniques 

have emerged to confirm content integrity and prevent 

forgery. These techniques are required to be robust against 

normal image processing and transmission errors, while 

being able to detect malevolent tampering on the image. 

Such authentication techniques have wide applicability in 

law, commerce, journalism and national defence. In the 

literatures, methods of image content authentication can be 

categorized into either digital signature based or 

watermarking based. To provide a strong authentication for 

transmitting multimedia image data securely we have new 

image authentication technique which is digital signature 

based or water marking based .A digital signature also 

called crypto-hash value captures image content in compact 

representation and stores in a file. From this file it uses 

image for authentication. Now, signature based method 

provide integrity of image and also prevents repudiation of 

the sender. Normally, during data transmission of images 

there is lossy of image information particularly in wireless 

network. To prevent this content based digital signature 

approach is useful. It verifies image content bit by bit 

effectively accurately. The major differences that 

differentiate the proposed scheme from existing state-of-the-

art approaches are: 

1) It works at a semi-fragile level, which means that some 

manipulations on the image will be considered 

acceptable;  

2) More robustness it can tolerate a range of attacks while 

accurately locating the tampered area is achieved by 

exploiting the concept of structural digital signature 

(SDS);  

3) The integration of the SDS and key dependent 

parametric wavelet filters makes the scheme more 

efficient to security attacks;  

4) The computation complexity is reduced because of the 

framework of a lifting-based wavelet transform; and  

5) The ability to support efficient and accurate tamper 

localization in spite of information loss in large areas 

or high variant areas. 

Major Tasks in the Project stages are: 

A. Sender Side 

1) Login to the system 

2) Take the image for encryption. 

3) Convert that RGB image to YCbCr image and apply 

the DCT on that image. 

4) Embedding the watermark on that image. 

5) Encrypt the image by key. 

6) Generating Digital signature. 

7) Send data i.e. Encrypted image key and digital 

signature to the receiver. 

 
Fig. 1: System Architecture 
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B. Receiver Side 

1) Receive data i.e. Encrypted image key and digital 

signature from the sender. 

2) Generating the digital signature. 

3) Verifying Digital signature and decrypting image by 

using key. 

4) Applying IDCT on that decrypted image. 

5) Verifying watermark (Sender’s signature). 

6) Convert YCbCr to RGB. 

7) Display the original image or result. 

II. LITERATURE SURVEY 

A. A robust content based digital signature for image 

authentication 

Digital signature method is used for image authentication, 

but the problem with this scheme is that the signature is 

embedded in image and hence the contents of original image 

get changed. 

B. Robust digital signature for multimedia authentication 

Theproblemofcontentchangingissortedoutandalsothistechniq

uecansupport desirable alterations of data for loss 

compression. 

C. Structural digital signature for image authentication: an 

incidental distortion resistant scheme 

A structural digital signature scheme is presented but the 

parent child pair smake it more prone to random changes in 

data, hence the system has more probability of being 

destroyed. 

D. Design of a robust and secure digital signature scheme 

for image authentication over wireless channels 

In this wavelet transforms are used to design signature, but 

the problems with wavelets are their high computational 

complexity, low security and robustness. 

E. secure and robust digital signature scheme for 

JPEG2000 image authentication 

A robust authentication can be achieved at a cost of low 

security and also sacrificing the image quality. Besides these 

major techniques some other methods such as: distributed 

source coding, JPEG header, and fixed point theory can also 

give satisfactory results at the cost of system complexity. 

III. CONCLUSION 

In this paper we have a tendency to given a brand new 

technique of embedding watermark into color image. The 

RGB image is born-again to YCbCr and watermarked by 

victimization separate circular function remodel (DCT). The 

luminousness element Y of image is taken into account for 

embedding watermark. The performance of the projected 

technique is often evaluated by PSNR, SNR, MSE and Tar 

Heel State for RED, BLUE and inexperienced. Existing 

techniques have worked on the grey scale of image, we've 

taken results for RED, BLUE and inexperienced on an 

individual basis. Content-dependent structural image options 

and rippling filter parameterization ar incorporated into the 

standard crypto signature theme to boost the system 

lustiness and security. The secure digital signature theme 

can do smart lustiness against transmission errors and a few 

acceptable manipulation operations 
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