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Abstract— Now a days, Android malwares are growing 

rapidly due to its wide popularity and openness. Malware 

authors inject malicious code into app and upload it into Play 

store or third party markets. Once it is installed in the 

Android device, it may cause severe threats such as financial 

loss, privacy leakage to users etc. Therefore, this project aims 

at implementing an Android application sandbox system with 

the intent to provide an initial understanding of the behavior 

of unknown packages through analysis during runtime. This 

project is carried out as part of M. Tech Thesis work in 

Cyber Forensics, CDAC, Trivandrum. The proposed system 

executes the app under test in a sandbox environment and 

gives a detailed report about its behavior during runtime. In 

addition, a system is developed which can prevent 

applications from leaking privacy-sensitive data by 

restricting the categories of data an application can access. 

Key words: Threat, Static Analysis, Sandboxes, Data 

Leakage, Monitoring API Calls, Restrict Permissions, Fake 

Data 

I. INTRODUCTION 

The  numbers  of  Android  users  are  increasing  day  by 

day  due  to  third  party  apps  provided  by Android 

developers on the market. However with an increasing 

number of users, an increasing number of security threats 

targeting mobile devices [6] have also emerged. The users 

are more attracted towards Android platform because of the 

fact that these apps are freely downloadable, having most of 

the useful feature that the user needs in day to day life, such 

as free messaging, social networking, entertainment, etc. 

This has made Android a real target for many attackers and 

has resulted in rise of malicious app. Although android 

provides a permission mechanism [18] to restrict an access 

to system information or user’s information and through this 

feature it tries to minimize the damages that could be caused 

by the malicious apps. The malware writers takes an 

advantage of the fact that the user doesn’t understand the 

permissions requested by application, will grant all 

permission at installation time in order to use that 

application and tries to misuse the system by requesting 

dangerous  permissions.  The  malicious  activity  ranges 

from  the  stealing  user’s  private  information  and  sending 

on  the  internet  to  signing/subscribing  the  users  to  send 

SMS to premium numbers, etc. 

In  order  to  protect  the  user  getting  affected  

from  this  malicious  activities,  a  secure  system  is needed  

which  would  help  the  user  in  identifying  and  

preventing  those  malicious/harmful applications ,protecting 

user’s personal information and thereby securing android 

phone.  Hence  the  proposed  work  attempts  to  identify  

such  harmful  applications  by analysing the application in 

an isolated sandbox environment and generates alert/report 

to user. This would be helpful in preventing malicious 

activities by restricting the privacy of Android applications. 

Need to create these components, incorporating the 

applicable criteria that follow. 

II. BACKGROUND 

Before discussing the details of framework, it is important to 

understand how Android and Android applications work. In 

this section, a short introduction into the Android 

architecture is explained. It starts with a high level overview 

of the Android system architecture. And briefly explains 

how Android malware takes advantage of the Android 

platform. 

A. Android System Architecture 

Android is a mobile operating system developed by Open 

Handset Alliance (OHA) [34]. Android is implemented as a 

software stack, [33] customized for mobile devices. Figure 1 

shows some of the most important components of this stack. 

 
Fig. 1: Android Architecture 

The core of the Android platform is a Linux kernel. 

The kernel’s responsibility is handling device drivers, 

resource access, memory-, process-, and power management 

and other typical OS duties. The libraries layer contains 

native libraries such as libc or OpenGL so as to support 

higher application layers. The runtime layer consists of the 

Dalvik Virtual Machine (DVM) with various runtime 

libraries. DVM is a special Java virtual machine to execute 

Android apps. Application framework layer contains basic 

services to provide activity management, SMS management, 

etc. Lastly, all Android apps are running on top of these 

layers. 

B. Android SDK 

Android apps are mostly written in Java using the Android 

SDK [32], and DVM is responsible for interpreting and 

executing these apps. The Android software development kit 
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supports an emulator to run, debug and test end-user 

developed applications. The emulator mimics most of the 

features of a real device except some limitations regarding 

camera and video capture, headphones, battery simulation 

and Bluetooth. The emulator is based on QEMU which 

enables several operating systems to be executed on one 

machine and under different architectures. In this case the 

emulator runs an Android Linux version on an ARM 

simulated processor. The SDK also contains several tools to 

assist developers, the ones significant for this thesis are: 

 Android: manages virtual devices (AVDs), projects 

and installed components on a SDK. 

 Monkeyrunner: provides an API to programmatically 

control a Android device or emulator from outside of 

Android system. 

 Android Debug Bridge (ADB): tool [33] to enable 

communication with an emulator instance. This can be 

used to install applications to the emulator and transfer 

files to or from the emulator or device. Another feature 

is the possibility to issue command-line options to the 

operating system through a shell interface. 

 Logcat: provides a mechanism for collecting and 

viewing all logs issued within the emulator by the 

Android system and applications.  

C. Binder Mechanism 

Binder is a specialized inter-process communication (IPC) 

mechanism in Android. Since apps are running in their own 

DVM sandboxes, they need to communicate through the 

Binder so as to utilize others' services. Figure 2 shows the 

basic flow of the Binder mechanism. 

 
Fig. 2: Binder Mechanism 

For instance, if an app wants to send an SMS 

message, it should first (1) contact the Service Manager 

which contains the information of all registered services. 

The Service Manager will provide a handler to communicate 

with the ISms Service which is responsible for sending SMS 

messages. Once the app has the handler, it can (2) ask the 

ISms Service to send SMS messages, then (3) the ISms 

Service will process the request and send the message 

through the SMS Driver. Note that all communications have 

to go through the Binder by sending transactions with the 

required information (i.e., the parcel). Transaction is a 

communication procedure between two processes. In 

Android, the Binder transaction is used to send service 

request (which is represented by a transaction code) to the 

corresponding processes. There are two stages to complete a 

transaction. First, the Binder will deliver a data parcel to the 

destination process containing the receiver information (i.e., 

transaction descriptor). Secondly, after completing the 

request, the received process will save the result in a reply 

parcel. In the above example of sending an SMS message, 

there are two transactions and they are completed in three 

steps. The first transaction requests for the ISms Service 

handler. The second transaction requests for sending an 

SMS message. In the second transaction, the data parcel 

contains the ISms Service descriptor (com.android.internal. 

telephony.ISms) and information (e.g., destination address 

and text content) for sending an SMS message. In the third 

step, the ISms Service sends the request and saves the result 

in a reply parcel. 

III. METHODOLOGY 

A. Sandboxing 

The process of the analyzing app uses sandboxing. 

Sandboxing is based on both static and dynamic analysis 

components complementing each other. At first, samples go 

through a static pre-check. And then we extracts the basic 

package behavior before executing the application such as 

permissions, services, broadcast receivers, activities, 

package name, and SDK version from the manifest etc. We 

use the gathered information in dynamic analysis phase 

later. It assists in automating the dynamic analysis as well as 

identifying permissions, which are dangerous or commonly 

used by malware. Furthermore, this gives us an idea on how 

many permissions are requested by the app in the first place, 

compared to which permissions are actually used to 

implement the app’s functionality. 

The main component of the Sandbox is an 

emulator, that is running on the host OS containing 

functionality to detect data leaks and monitoring API calls, 

which executes application in an isolated environment 

.Android Emulator provided by Google is used for this 

purpose. It is A QEMU based emulator and mimics all the 

hardware and software functionality .It supports full system 

emulation for the ARM architecture. During execution the 

emulator, in this case the guest OS, broadcasts logs that are 

both system wide and logs that are triggered at various 

events during execution. Logs that are broadcasted from the 

emulator are intercepted using the SDK tool logcat. Since 

the emulator has limited logging capability hence it is 

patched with additional logging components for detecting 

malicious activities which is as follows. 

1) SMS & Call monitoring: log SMS messages sent and 

phone calling to detect financial charge. 

2) Data leakage: can be detected using dynamic taint 

tracking method. 

3) API Monitor: Most of the malwares use specific API’s 

for doing malicious activities. For e.g.: Malware may 

read, open, extract sensitive information and sent 

through the network. 

B. Methodology for preventing malwares 

In order to install an Android application, users are 

commonly required to grant these application both the 

permission to access information on the device, some of 

which users may consider private, as well as access the 

network, which could be used to leak this information. So 

two privacy controls can be used to empower users to 

protect their data from exfiltration by permission-hungry 

applications: 

 Substituting shadow data in place of data that the user 

wants to keep private, and 

 Blocking network transmissions that contain data the 

user made available to the application for on-device 

use onlyMaintaining the Integrity of the Specifications 
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IV. PROPOSED SYSTEM FOR MALWARE DETECTION 

The figure 3 depicts the proposed system and steps for 

detecting malwares using a sandbox: 

Fig. 3: Proposed System for Android Malware detection 

The users may download and install applications 

from Google play or from third party market stores. At first, 

the newly downloaded application can be verified using 

signature detection module for any known malwares. If the 

signature is found, users can uninstall the application from 

mobile device. If the user wants to know the behaviour of 

app, it can be sent to sandbox for detailed analysis, where 

the app is executed in an isolated virtual environment. In the 

proposed system, the sandbox acts as a guest manager for 

controlling the Android Virtual Device and managing the 

execution of test sample. The sandbox pushes detection 

framework and necessary modules into the AVD for 

monitoring and detecting malicious activities. The logcat 

output from the AVD are collected by the sandbox and 

generates a report accordingly. In addition it sends an alert 

to user about malicious activities. Once the malware is 

detected, the finger print of test sample is stored in the 

Android Phone so that the same app need not be send for 

further analysis.  

A. Design of Sandbox System 

This section describes the core modules of the malware 

detection system and is shown in Figure 4. 

 
Fig. 4: System design 

As defined by Wikipedia, “in computer security, a 

sandbox is a security mechanism for separating running 

programs. It is often used to execute untested code, or un 

trusted programs from unverified third-parties, suppliers, un 

trusted users and un trusted websites.” This concept applies 

to malware analysis’ sandboxing too: our goal is to run an 

unknown and untrusted application or file inside an isolated 

environment and get information on what it does. Malware 

sandboxing is a practical application of the dynamical 

analysis approach: instead of statically analysing the binary 

file, it gets executed and monitored in real-time. This 

approach obviously has pros and cons, but it’s a valuable 

technique to obtain additional details on the malware, such 

as its network behavior. Therefore it’s a good practice to 

perform both static and dynamic analysis while inspecting a 

malware, in order to gain a deeper understanding of it. 

B. Proposed system for prevention of malwares 

The malware detection system can be extended to prevent 

applications from leaking privacy-sensitive data by 

restricting the categories of data an application can access. It 

feeds applications fake data or no data at all. It can restrict 

several data categories, such as *contacts* or *location*.For 

example, if you restrict an application's access to contacts, 

that application will receive an empty contacts list. 

Similarly, restricting an application's access to your location 

will send a fake location to that application. 

The proposed privacy manager app doesn't revoke 

or block permissions from an application, so most 

applications will continue to work as before and won't force 

close (crash), There are two exceptions: access to the 

internet and to external storage (typically an SD card)are 

restricted by denying access(revoking permissions).There is 

no other way to restrict such access because Android 

delegates handling these permissions to the underlying 

Linux network/file system. The following figure 5 depicts 

the malware prevention architecture. 

 
Fig. 5: Privacy manager app for restricting permissions of 

app 

1) Additional Components: 

a) Privacy Module 

When a particular API call is encountered, it checks whether 

the access is restricted to application. If so, gives the shadow 

data to application. 

b) Blocking Module 

It gets the alert from Taint Tracking module and blocks 

network access of application. 

c) Settings Module 

Using this module users can construct fake data which will 

be sent to the application when an application has been 

restricted the particular data category. 

C. Design of Privacy manager system 

Since restricting a category of data for an application causes 

functional limitations, the new system can once again allow 

access to the data category to solve the issue. There is a 

convenient on/off switch for all restrictions for each 

application. By default, all newly installed applications 

cannot access any data category, which prevents a new 
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application from leaking sensitive data right after installing 

it. Shortly after installing a new application, the proposed 

system will ask which data categories you want the new 

application to have access to. Users are allowed to edit all of 

an application's data categories. To help you identify 

potential data leaks, the new system monitors all 

applications' attempts to access sensitive data. It displays an 

orange warning triangle icon when an application has 

attempted to access data. If an application has requested 

Android permissions to access data, it displays a green key 

icon. It also displays an internet icon if an application has 

internet access, which clarifies that the application poses a 

risk of sharing data with an external server. 

Three different  options are provided for applying 

restrictions to privacy of app.(a)To block or control a single 

permission across all apps.(b) To block all permissions for a 

specific app (c) The  app  will be prompted each time an app 

wants to use a permission. 

V. EXPERIMENTAL SETUP AND RESULTS 

After the text edit has been completed, the paper is ready for 

the template. Duplicate the template file by using the Save 

As command, and use the naming convention prescribed by 

your conference for the name of your paper. In this newly 

created file, highlight all of the contents and import your 

prepared text file. You are now ready to style your paper. 

Sandbox is a central management software for sample 

execution and analysis. Each analysis is launched in a new 

and isolated virtual machine. The infrastructure is composed 

of a host machine (the management software) and a number 

of guest machines (AVDs that perform the analysis).The 

host runs the core component of the sandbox that manages 

the entire analysis process, while the guests are the isolated 

environments where the malware samples are executed 

safely and then analyzed. 

Each guest comprised of linux machine that run 

android emulator, which is controlled by the machinery 

module. 

Additional components installed inside the linux 

machine to support the analysis process are 

 Agent.py - Python script for communicating with the 

machine. 

 Linux analyzer component that is sent to the guest 

machine at the beginning of the analysis and controls 

the emulator.  

 AAPT Arm - Android asset packaging tool compiled to 

arm for extracting the main activity and package name 

from the APK. 

 ADB - android debug bridge binary for communicating 

with the emulator. 

All modules are developed in Xposed framework 

which is a framework for modules that can change the 

behavior of the system and apps without affecting any 

APKs. Additional components installed inside the android 

emulator to support the analysis process are: 

 API monitor- Dalvik API call monitoring module. 

 Dynamic Taint tracking module – which uses 

Taintdroid interface library for adding sources and 

sinks. 

 SMS and Call Tracking Module – which tracks the 

phonecalls and SMS sent by the application. 

A. Testing Environment 

Android SDK is a strict requirement for the proposed 

system. We can download the latest SDK from the official 

website. 

1) Steps for testing sandbox 

a) After downloading the sdk, go to the folder 

containing the .tgz fileand do the following: 

$ tar -xvf android-sdk_r24.0.2-linux.tgz 

$ cd android-sdk 

$ tools/android 

b) In the Android SDK Manager, install the following 

components: 

– Android SDK Tools 

– Android Platform-tools Tools 

– newest Android SDK Tools 

– Android 4.1.2 (API 16) 

– SDK Platform 

– ARM EABI v7a System Image 

c) Add the android SDK tool to $PATH variable: 

$exportPATH=$PATH:sdk_path/tool:sdk_path/buildtools/x.

x.x.x/:sdk_path/platform-tools 

d) Create Android Virtual Device 

– Start the Android Virtual Device Manager: 

– $ android avd 

– Press Create..and add the following configurations: 

– AVD Name - aosx 

– Device - Nexus One 

– Target - android 4.1.2 

– Cpu/Abi - arm 

– Ram - 512mb 

– Vm Heap - 32 

– Internal Storage - 512mb 

– Sdcard size - 512 mib 

– Emulation options - use host GPU 

– and click OK. 

e) Start analysis of app in  the emulator using the 

script./startemu.sh avd_name 

f) Run the analyser component analyser.py 

g) Collect the logs and generate report using report.py 

script  

h) Send the alert to user and store signature in the 

android device. 

2) Steps for testing the privacy manager app 

a) Root the Android phone/emulator. 

b) Install Xposed framework and enable the modules 

in it. 

c) Lauch the application and it will list all the 

installed applications in the phone. 

d) There are three main approaches to controlling 

permissions in proposed app. 

 Block a specific permission: First is to block or control 

a single permission across all apps. Tap the filter 

permissions drop down and pick a permission you 

want to control. For example, Contacts You’ll now see 

all the apps installed that have permission to access 

your Contacts. If you want to prevent an app from 

having this permission tap the box to the right of it. 

Next time the app wants to access your address book it 

will be sent a empty list instead of your actual 

addresses. 

 Block all permissions for an app: The next method for 

controlling permissions is to block them all for a 
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specific app. Select All from the permissions drop 

down again to view all your apps. Alongside each app 

are two boxes. Tapping the left-most one will 

selectively block all permissions for that app. It does it 

selectively as some permissions are not safe to block, 

but the important ones will be controlled 

 Prompt for each permission request: By ticking the 

right-most box next to an app you will be prompted 

each time an app wants to use permission. This sounds 

like the best option, but in fact for a while you will be 

overloaded by prompt requests each time you launch 

an app. By default your choice will be remembered so 

you’ll only be prompted once for each app. 

VI. CONCLUSION 

Automated malware analysis systems (or sandboxes) are one 

of the latest weapons in the arsenal of security vendors. 

Such systems execute an unknown malware program in an 

instrumented environment and monitor their execution. 

While such systems have been used as part of the manual 

analysis process for a while, they are increasingly used as 

the core of automated detection processes. The advantage of 

the approach is clear: It is possible to identify previously 

unseen (zero day) malware, as the observed activity in the 

sandbox is used as the basis for detection. The challenge 

was not to build a sandbox, but rather to build a good one. 

Most sandboxes leverage visualization and rely on system 

calls for their detection. This is not enough, since these tools 

fundamentally miss a significant amount of potentially 

relevant behaviors. Instead, I believe that a sandbox must be 

an analysis platform that sees all instructions that a malware 

program executes, thus being able to see and react to 

attempts by malware authors to fingerprint and detect the 

runtime environment.  

Android app permission requests are getting out of 

control. More and more apps want access to your data, your 

location and other identifiable and highly valuable 

information. Fortunately, if you have rooted your phone or 

tablet, you can bring permissions under control. Privacy 

manager app offers two different approaches for protecting 

sensitive data from today’s Android applications: shadowing 

sensitive data and blocking sensitive data from being ex 

filtrated off the device. 
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