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Abstract— Recently, outsourcing data to cloud is become 

more attractive way. Due to lower cost of cloud storage one 

can store and manage their large amount of data. Cloud 

provides different services over stored data such as, proper 

management of data, searching, sharing of data etc.  Many 

times while outsourcing the data it happens that same copy of 

the data is available in cloud server, which tends to data 

duplication and wastage of disk space of server. Also 

network bandwidth is required to upload same kind of data 

i.e. duplicate file. Saving duplicate files to cloud is an 

inefficient task. Deduplication of data is one of the most 

recent techniques in cloud storage to remove duplicate copies 

from cloud server and maintain its storage space. With data 

deduplication many organizations, companies get benefits to 

save their money while storing data in cloud. Deduplication 

avoids duplication of data caused by both privileged and 

non-privileged users. Another major problem is security 

challenges in outsourcing of data to cloud such as, revealing 

of original data, unauthorised access to cloud data etc. 

During integrity auditing, CSP quietly hides some data loss 

facts from client to maintain their status. Hence user cannot 

get original copy of data from trusted cloud also. Data 

deduplication and failure reparation to the cloud storage is 

difficult. Regenerating codes technique gets more popularity 

due their lower repair bandwidth and it provides fault 

tolerance. Erasure code is new technique for regenerating 

code to achieve reception efficiency i.e. recovery of data. In 

this research idea is to achieve both data integrity and 

deduplication in cloud which uploads customer’s data in 

encrypted form and allows for integrity auditing and secure 

deduplication directly on encrypted data by implementing 

new strategy of regenerating code i.e. “erasure coding”. 
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I. INTRODUCTION 

Cloud computing provides virtual resources to the end users 

as a service across the network. It hides the platform as well 

as implementation details from end user. A cloud service 

provider offers highly available data as well as parallel 

computing resources at very low cost. Cloud storage is a low 

cost, scalable and location independent infrastructure for 

user data storage and management. Cloud shares the data of 

one user with other users via internet. In recent era, there is 

growth in remote server on which large organizations and 

big development firm stores data remotely.  To store this 

upcoming data there is a need of disk space and network 

bandwidth. While storing data file on cloud server there may 

chances of file duplication i.e. user uploaded file may 

previously exist in cloud, hence there is wastage of cloud 

disk space. Moreover, if the server already has a copy of the 

file then clients do not even need to upload it again to the 

server, thus saving bandwidth as well as storage. In a typical 

storage system with deduplication, a client first sends to the 

server only a hash of the file and the server checks if that 

hash value already exists in its database. If the hash is not in 

the database then the server asks for the entire file [5][1]. 

Data deduplication is also known as compression technique. 

It helps to deduct duplicate copies of file in storage. Data 

deduplication improves the storage utilization and also saves 

the network bandwidth by decreasing number of bytes that 

must be sent. Deduplication can take place at file level as 

well as the block level. In file level deduplication duplicate 

file copies are eliminated whereas in block level 

deduplication data occur in non-identical files at the block 

level are eliminated.  There are some advantages of data 

deduplication such as, eliminating redundant data can save 

the storage requirements and improves the network 

bandwidth since storage get cheaper over a time. Also new 

users can reuse previous workdone. With the benefits and 

popularity of de-duplication it suffers from the problem such 

as, data reliability. Previously, existed systems have single 

server setting, which is not capable to preserve only single 

copy of the data in it due to privacy issue. Data privacy is a 

very challenging issue; it arises when more and more 

sensitive information is outsourced in cloud system. There is 

problem with encryption technique which is used by 

existing system, which required different cipher-texts for 

different users to share identical data. Today, there is need 

of achieving data confidentiality and reliability in distributed 

system by preserving data security requirements. Another 

problem is integrity auditing as cloud usage traditional way 

to transformed data through internet and stored it in any 

random domain. It is not in the control of any client which 

then surely step-up the client actual concern on integrity of 

their data. It is due to cloud storage is susceptible to security 

threats from both outside and inside of the cloud [7] and 

independent cloud server may quietly hides some data loss 

facts from client to maintain their status. Considering the 

huge amount of the outsourced data files and the clients’ 

constrained resource capabilities, integrity auditing problem 

is generalized as how can the client efficiently perform 

periodical integrity verifications even without the local copy 

of data files.  

To achieve data integrity and secure data 

deduplication two techniques are available namely, 

SecCloud and SecCloud+. SecCloud is technique introduced 

auditing entity with maintenance of MapReduce cloud. This 

technique helps to client for checking data integrity and for 

generating data tags before uploading file on cloud. 

Functionality of SecCloud i.e. auditing design supported on 

block level and sector level. It also enables the secure data 

deduplication. Proof of Ownership protocol i.e. POP 

between cloud user and cloud server allows user to prove 

cloud servers that they exactly own the target data. For the 
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security perspective data owner encrypts their data before 

uploading it on server. SecCloud+ introduced privacy 

policies ranging from personal privacy policy to corporate 

privacy policy [10]. Apart from supporting integrity auditing 

and data deduplication, SecCloud+ enables guarantee of file 

confidentiality. 

II. RELATED WORK 

In 2007,G. Ateniese, R. Burns et al. [1], represented two PDP 

schemes which is provable secure. PDP scheme is 

compassed by I/O rather than the cryptographic 

computations. I/O brings down on to establish data 

occupation inference with on-demand bandwidth to store and 

retrieve data. They were concluding that user needs to be 

able to authenticate that the server maintained file data 

without retrieving it from server. They addressed the 

problem in existing techniques such as, storage complexity. 

The PDP model provides the third party to store a file. User 

stores the small amount of metadata to verify the proof of 

server and it uses O (1) bandwidth. In this methodology 

response and challenge is pretty more than 1 KB.  

In 2008, G. Ateniese, L.V. Mancini [2], proposed 

the approach known as, scalable and efficient PDP.  This 

technique is based on symmetric key cryptography. 

Therefore, it does not require any bulk encryption. The 

proposed approach permits for the outsourcing of dynamic 

data. Their aim is to allow user for efficient, secure and 

frequently to authenticate the server to store large amount of 

data. It is applicable for malicious and unreliable server. 

There have some limitations over this proposed technique 

that it required to predefined number (t) of verification. 

There is another limitation of storage space which is required 

for obtaining data. In this approach numbers of tokens are 

independent from number of data blocks. From all discussion 

they aim salient features from proposed scheme i.e. low cost, 

dynamic data outsourcing such as, update, delete operations. 

In 2008, H. Shacham and B. Waters [3], build a 

solution for the central challenge such as, efficient and 

provable data security. POR is proof of retrievability 

implemented to provide security proofs against the arbitrary 

adversaries in the powerful model.  POR is built from BLS 

signatures & secure in random oracle model.  It mainly 

allows public verifiability. In this paper they proposed 

second scheme for private verification which is named as, 

pseudo random functions i.e. PRF. The erasure code 

technique is used to break encoded file into n blocks. It also 

allows decoding the presence of adversarial erasure.  Reed-

Solomon codes also have property of decoding and encoding 

for large files but it has slow processing. In this paper, there 

are two short efficient homomorphic authenticators 

described.  The first is PRF which provides the proof of 

retrievability and another is BLS signature with the public 

verifiability. Both the technique result into secure variant of 

Juels-Kaliski model.  

In 2009, Q. Wang, C.Wang et al. [4], discussed 

about data integrity issues in which they have used third 

party auditor (TPA) for integrity verification of dynamic data 

on behalf of user. TPA mainly eliminates the user 

involvement. In cloud computing stored data the stored data 

is not only accessible but sometime it might be inserted, 

updated or deleted which gains the attention towards the 

dynamic updates. POR scheme supports to the dynamic 

security updates.  With the proposed technique blockless 

verification is achieved. Further they were planned to extend 

their POR model work using construction of Merkle hash 

tree (MR-MHT).  

In 2011, G. Ateniese, R. Burns [5], continued their 

discussion about the detection of data insufficiency 

corruption.  Their main focus is on problem of auditing. 

Using PDP model helps to minimize desirable accesses to 

file blocks. They have defined some solutions for PDP 

model: they obtained fewer overhead at the server side and 

also they required less number of constant communication 

amount per challenge. Another major component of 

proposed scheme is spot checking to ensures that the scheme 

survives lightweight, homomorphic verifiable tags for 

authenticating data occupation without accessing original 

data file. RDC is remote data checking implemented for 

robust auditing and it also combines the RDC with forward 

error correcting codes. It is for reducing the fewer 

corruptions in the file. 

In 2011, S. Halevi, D. Harnik [6], identified attacks 

which stroke client-side deduplication. It allows attacker to 

gain access to irrational file size of other user based on very 

small hash signatures of these files. PoW is Proof of 

Ownership. Under the rigorous security definition the 

concept of PoW is formalized. They have represented Merkel 

hash tree construction and specific encoding techniques for 

efficient implementation of PoW.  The proposed technique is 

somewhat similar to the POR. In this paper, for meaningful 

security author optimized more practical solution. There are 

three definitions, three matching protocols and security 

settings are discussed by them. The proposed protocol allows 

setting the threshold to minimum summary file. Limitation of 

the proposed scheme is it cannot protect CDN attacks.  It has 

all features like state-of-art solution.  

Another proposed mechanism is information 

theoretic rather than computational complexities. PoW is 

designed to allow server to verify whether the user’s owns 

file. The proposed scheme PoW attains several goals such as, 

the cost of I/O computations not depend on input, another is 

the proposed approach is efficient for wide range of systems 

parameters and it is information- theoretically secure. There 

two phases have been given in the proposed PoW scheme, in 

first phase, cloud receives the file and pre-computes the 

responses for number of PoW challenges which relates to 

file. The second phase is triggered by the client when it sends 

to the server a unique identifier for a file it wishes to prove 

possession of. 

In 2012, E. Stefanov, M.V. Dijk [7], represented 

Iris.  It is authenticated file system designed to support 

workload of storing data from large enterprises. It obtained 

strong data integrity, data freshness and the retrievability in 

some failure case. It offers scalable architecture. Their aim is 

to support outsourcing of large enterprises file system to the 

cloud. For authentication of file system and meta-data blocks 

MR-MHT i.e. Merkle hash tree is constructed. It parallel 

supports the updates from multiple users. Iris overcomes the 

economical barriers in transmigrate cloud storage. MR-MHT 

is more complex component of Iris. Iris achieves the degree 

of end-to-end optimization through crafted and holistic 

architecture. There are some overheads with this technique 

such as, a common bottleneck to the security system 

deployment which affects on system performance. 
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It can help to achieve complete dynamic data 

operations. The proposed POR scheme in [8] required fixed 

number of communication bits per verification and 1/s 

storage overheads occurred.  And the proposed EPOR 

scheme is mainly for private verification. 

In 2013, Jin Li, X. Tan et al [9], proposed 

architecture of cloud storage with two independent servers. 

From mentioned two servers one is cloud server and the 

other is cloud audit server. Audit server is mainly to 

eliminate the user’s involvement in the phases of auditing 

and pre-processing. There are many challenging issues in 

cloud such as, scalability, security and performance of 

complete system. They discussed about RSA-based 

homomorphic tags for auditing outsourced data.RSA 

aggregates the file blocks into single block and verify the 

homomorphic property of RSA. It is useful when data owner 

computes the large number of tags for outsourced data which 

involves the data exponential and multiplication operations. 

In 2016, Jingwei Li, et al., proposed approach for 

secure de-duplication and integrity auditing using SecCloud 

and SecCloud+ techniques. SecCloud is technique introduced 

auditing entity with maintenance of MapReduce cloud. This 

technique helps to client for checking data integrity and for 

generating data tags before uploading file on cloud. 

Functionality of SecCloud i.e. auditing design supported on 

block level and sector level. 

III. SYSTEM ARCHITECTURE 

As shown in figure 1. Cloud clients upload the data files on 

cloud for storing and maintaining them. Clients can be 

individual consumer or commercial organization. Secondly, 

auditor helps to clients to upload and audit their outsourced 

their data maintenance. Auditor’s acts like certificate 

authority which have public and private authorized keys. Its 

public keys are available to the other entities in the system. 

According to the client request cloud server manages the 

resources and exposes them as storage pools. Cloud server 

provides the facility of data recovery for user uploaded data 

on it by transferring regenerating code to the proxy side. At 

the proxy side, proxy has complete control on regenerated 

code of user data in terms of privacy and other any kind of 

disturbances. To achieve data integrity and deduplication in 

cloud, there are two secure techniques are used such as, 

SecCloud and SecCloud+. 

 
Fig. 1: System Architecture 

SecCloud introduces an auditing entity with 

maintenance of a MapReduce cloud, which helps clients 

generate data tags before uploading as well as audit the 

integrity of data having been stored in cloud. Besides 

supporting integrity auditing and secure deduplication, 

SecCloud+ enables the guarantee of file confidentiality. 

IV. CONCLUSION 

In this review paper we have studied some existing 

techniques of secure deduplication. During this review we 

analyzed that the issue like data privacy occurs when more 

and more information is outsourced to the cloud storage. 

Another challenging problem is that cloud server is 

susceptible to security threats from both outside and inside 

of the cloud and also independent cloud server may quietly 

hides some data loss facts from client to maintain their 

status. The existing techniques PDP, POR, PoW etc have. 

There is need of achieving data confidentiality and 

reliability in distributed system by preserving data security 

requirements. 
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