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Abstract— mobile ad-hoc network is one of the interesting 

field where lots of work done regarding security. In this 

paper we study about manet and intrusion detection system, 

for security we propose a cluster base neighbor sensing 

approach for detect and prevent attack in mobile ad-hoc 

network. 
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I. INTRODUCTION 

In contrast to the conventional network, an additional 

feature of MANETs is the open network environment where 

nodes can end up a member of and go away the network 

freely. Consequently, the wireless and dynamic natures of 

MANETs expose them extra prone to more than a few types 

of safety attacks than the wired networks. In a MANET, 

nodes inside their wireless transmitter can keep up a 

correspondence with every other straight while nodes 

outside the range ought to rely on any other nodes to transfer 

messages. When a multi hop situation occurs, the packets 

despatched by way of the supply multitude are relayed with 

the aid of a couple of intermediate hosts earlier than 

attaining the destination host. The achievement of 

correspondence relies on upon alternate nodes participation. 

Each of the nodes has a wireless interface to communicate 

with each other. These networks are utterly dispensed, and 

may work at any location with out the support of any fixed 

infrastructure as entry elements or base stations. Device in 

MANET must be capable to detect the presence of 

alternative instruments and perform essential hooked up to 

facilitate communique and sharing of knowledge and repair. 

Ad hoc networking permits the instruments to keep 

connections to the network as good as readily including and 

disposing of devices to and from the network. As a result of 

nodal mobility, the network topology could change quickly 

and unusually after some time. The network is 

decentralized, the place arrange association and message 

conveyance must be executed by the nodes themselves. 

While the shortest path from a supply to a destination 

headquartered on a given cost operate in a static network is 

ordinarily the most optimal route, by motivation is 

dangerous to stretch out in MANET. The arrangement of 

capacities for MANETs is various, beginning from huge 

scale, mobile, massively dynamic networks, to little, static 

networks which are limited by using vigour sources. 

MANET is extra prone than wired network as a result of 

mobile nodes, threats from compromised nodes throughout 

the network, restricted physical protection, dynamic 

topology, adaptability and nonattendance of incorporated 

organization. Given that of these vulnerabilities, MANET is 

additional helpless to malicious attacks.A MANET is a most 

promising and rapidly developing technology which is 

established on a self-geared up and swiftly deployed 

network. As a result of its pleasant facets, MANET attracts 

specific real world utility areas the place the networks 

topology changes very swiftly. In lots of researchers are 

looking to cast off most important weaknesses of MANET 

reminiscent of limited bandwidth, battery vigour, 

computational vigor, and safety[1]. 

 
Fig. 1: MANET 

II. CLUSTERING IN MANET 

A positive technique for coping with the upkeep of 

MANETs is by means of partitioning the network into 

clusters. In this way the network transforms into more 

sensible. It should be clear however that a clustering method 

is simply not a routing protocol. Clustering is a procedure 

which aggregates nodes into businesses . These agencies are 

contained by means of the community and they are referred 

to as clusters. A cluster is basically a subset of nodes of the 

network that fulfills an assigned property. Clusters are 

closely resembling cells in a mobile network. Nevertheless, 

the cluster group of an ad hoc network can't be executed 

offline as in fixed networks . Clustering grants a number of 

advantages for the medium entry layer and the network layer 

in MANET. The implementation of clustering schemes 

makes it possible for a greater efficiency of the protocols for 

the Medium Access Control (MAC) layer via bettering 

spatial reuse, throughput, scalability and energy 

consumption. However, clustering helps make stronger 

routing on the network layer via lowering the size of the 

routing tables and by means of decreasing transmission 

overhead due to the update of routing tables after 

topological changes occur Clustering helps combination 

topology understanding in view that the quantity of nodes of 

a cluster is tinier than the amount of cluster of the entire 

network. Consequently, each and every node handiest wants 

to retailer a fraction of the complete network routing 

understanding [2] . 

 A cluster is there-fore made out of a cluster head, 

gateways and individuals node.  

 Cluster Head (CH): it is the organizer of the cluster. 
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 Gateway: is a long-established node between two or 

more clusters.  

 Member Node(Ordinary nodes): is a node that's neither 

a CH nor gateway node. Every node has a place exclu-

sively with a cluster autonomously of its neighbors that 

may dwell in one more cluster [3]. 

III. IDS IN MANETS 

Intrusion is any set of movements that try to incorporate the 

integrity, confidentiality or availability and an intrusion 

detection procedure (IDS) is a device or program application 

that monitors network traffic and if any suspicious endeavor 

found then it indicators the system or network administrator. 

There are three main modules of IDS are Monitoring, 

Analyses, Response. The Monitoring Module is responsible 

for controlling the collection of data. Analyses Module is 

responsible for deciding if the collected data indicated as an 

intrusion or not.  

Response Module is responsible for control and 

utilising the response actions to the intrusion. Because of the 

confinements of most MANET routing protocols, nodes in 

MANETs expect that different nodes ceaselessly collaborate 

with each extraordinary to transfer data This assumption 

leaves the attackers with the possibilities to reap colossal 

impact on the community with only one or two 

compromised nodes. To beat this hindrance, intrusion-

detection method (IDS) should be introduced to enhance the 

safety degree of MANETs. If MANET is aware of methods 

to the observe the attackers as quickly as they enters in the 

network, we can in a position to utterly do away with the 

capabilities damages caused with the aid of compromised 

nodes on the first time. IDS most of the time acts as the 2nd 

layers in MANETs. And it's a exceptional complement to 

exiting proactive procedures. So IDS is very primary aspect 

of defending the cyber infrastructure from attackers [4]. 

 
Fig. 2: IDS 

IV. LITERATURE SURVEY 

Ramya.K, Kavitha et al. [2016] in this paper, in account 

management, credits are awarded to packet forwarder nodes 

and to detect selfish nodes. Blacklist is maintained to collect 

selfish nodes id. Nodes which are in the blacklist are 

excluded from the network for data transmission. While 

ignoring selfish nodes during transmission, efficient data 

transmission can be achieved. The approach achieves less 

delay and more delivery ratio. A MANET is a gathering of 

mobile nodes; they might be honest to goodness or may not 

be Nodes which are not genuine in the network will lead to 

packet loss during transmission. To identify those nodes, 

reputation value is calculated for each node using neighbor 

monitoring. Proposed system constructs a hierarchical 

locality-aware distributed hash table (DHT), to gather every 

node’s reputation value which can be used to calculate 

global reputation[5]. 

P.Ramkumar et al. [2016] in this paper, in such 

networks, to monitor the behavior of nodes over a wide 

environment it is proposed to realize an IDS with only a 

single monitor nodeto be elected. This node will monitor the 

functions of each node in the entire network. If there is any 

disruption in the normal behavior of a communication 

channel then the monitor node will identify the node, which 

is a malicious node. These days, MANET are more helpless 

against different sorts of attacks because of shaky 

correspondence medium and foundation less environment. 

In this paper a system is proposed to detect the misbehaving 

node in a homogeneous as well as a heterogeneous 

environment [6]. 

Abrar Omar Alkhamisi et al. [2016] in this paper, 

the proposed TSAOMDV goes for recognizing and 

segregating the attacks, for example, flooding, black hole, 

and gray hole attacks in MANET. With the assistance of 

IDS and trust-based routing, assault ID and disengagement 

are done in two periods of steering, for example, route 

discovery and data sending stage. IDS facilitates complete 

routing security by observing both control packets and data 

packets that are involved in the route identification and the 

data forwarding phases. To improve the routing 

performance, the IDS integrates the measured statistics into 

the AOMDV routing protocol for the detection of attackers. 

This encourages the TS-AOMDV to give better routing 

execution and security in MANET. Finally, the Trust based 

Secured AOMDV, TS-AOMDV is compared with the 

existing AOMDV through the NS2 based simulation model. 

The performance evaluation reveals that the proposed TS-

AOMDV improves the performance in terms of throughput 

by 57.1% more than that of an AOMDV under adversary 

scenario. The simulated results show that the TS-AOMDV 

outperforms the AOMDV routing protocol [7]. 

Mohit Soni et al. [2015] In this article we exhibit 

an of different interruption recognition plans accessible for 

ad hoc networks. our have also described some of the basic 

attacks present in ad hoc network and discussed their 

available solution. The MANET is another wireless 

innovation, having focuses like dynamic topology and self-

arranging capacity of nodes. The self arranging limit of hu 

nodes bs in MANET made it famous among the crucial 

emergency reminiscent of military utilize and crisis 

recuperation. However as a result of open medium and vast 

distribution of nodes make MANET susceptible to one of a 

kind attacks, In an effort to preserve MANET from various 

attacks, it's primary to enhance an efficient and comfortable 

procedure for MANET. Intrusion way any arrangement of 

activities that attempt to bargain the integrity, 

confidentiality, or accessibility of a valuable asset. Intrusion 

Prevention is the foremost security since it is step one to 

make the programs relaxed from attacks by way of utilizing 
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passwords, biometrics and so on. Even though intrusion 

prevention ways are used, the system could also be 

subjected to some vulnerability. So we need a 2d wall of 

protection referred to as IDSs, to detect and produce 

responses each time indispensable [8]. 

Dipamala Nemade et al. [2015] in this paper,  

MANET is one of such vital wireless correspondence 

network. The open medium and wide dissemination of node 

makes MANET defenseless against malicious attacks. It 

requests for more secure IDS. The EAACK IDS tackles the 

confinements of receiver crash, constrained transmission 

control and false rowdiness report in prior framework. Be 

that as it may, as the network estimate increments and 

because of element environment, execution of DSR 

convention influences. Subsequently the assessment of 

EAACK utilizing DSR and AODV routing protocols in 

MANET is proposed. Comes about demonstrate that AODV 

performs better for the execution measurements Packet 

Delivery Ratio, Packet Loss Ratio and Throughput [9]. 

Sayan Banerjee et al [2015] In this paper, we will 

discuss, MANET and its vulnerabilities, and how we can 

tackle it System). In recent years, MANET have grow to be 

an extraordinarily standard study subject. With the aid of 

supplying communications in the absence of a constant 

infrastructure MANET are an appealing science for a lot of 

functions equivalent to resource app, military application, 

natural observing and gatherings. However, this pliability 

introduces new protection threats as a result of the 

vulnerable nature of MANET, there would be the necessity 

of defending the data, expertise from the attackers as it's an 

infrastructure-less network. Therefore, securing such 

annoying network is a significant venture.  At this variable, 

IDS appeared to secure MANET in recognizing at what 

figure they are getting powerless [10]. 

Gowthaman et al. [2015] in this circumstance 

comfy acknowledgment of each and every data must have a 

defensive drive earlier than the attackers violate the 

approach. The mechanism of IDS is most commonly used to 

preserve the wireless networks for security functions in 

MANETs. In case of MANETs, IDS is liked considering the 

primary day of their invention. Verbal exchange is 

constrained to the transmitters inside a radio frequency 

range. Because of the superior technology that reduces the 

price of infrastructure offerings to reap more value in 

independent topology of mobile nodes. A novel IDS, 

EAACK is mostly a at ease authentication method making 

use of acknowledgment for MANETs to transmit packets in 

mobility nodes. In this case, out of range in mobile nodes 

cases security issues while transmitting data from source to 

destination nodes. This outcomes that the correspondence of 

every mobility nodes happens in radio frequency run and the 

out of range in correspondence drives the gatherings to relay 

data transmissions to reach the destination node [11]. 

Sara CHADLI et al. [2014] in this paper, our study 

the different existing IDS architectures for MANETs.  our in 

short reward for each structure, after an analysis, the 

strengths and weaknesses, the ways/tactics which were 

proposed to beef up the performances and the offered 

security offerings. Then, we propose a brand new IDS 

architecture for MANETs, this architecture is a blend model 

hierarchical headquartered on clusters and cooperation 

model founded on a multi-agent system (SMA). In this 

structure, sellers use a potential involving a global security 

ontology, it may be used to deduce new detection ideas. 

MANETs are slanted to a sort of attacks that undermine 

their operation and the provided offerings. IDSs may just act 

as protective mechanisms, on the grounds that they monitor 

network routine with the intention to realize malicious 

actions carried out by way of intruders, after which initiate 

the suitable countermeasures. IDS for MANETs have 

attracted much concentration recently and thus, there are lots 

of publications that endorse new IDS solutions or 

improvements to the prevailing [12]. 

Ankit Agrawal et al. [2014] in this paper,  in the 

current  mechanism for IDS the mobility and neighbour 

behaviour entity is  no longer taken for brand new nodes or 

some present misbehaving node.  Conduct of such nodes 

suggest the network about interloper's endeavor and 

subsequently IDS can be started. So identification and 

elimination of intrusion in timely manner is predominant 

mission in IDS. However, there may be no longer a deep 

learn of the impact of such attacks on the efficiency of 

routing protocols by means of simulations. The existing 

static & dynamic routing protocols like ADOV, DSR, OLSR 

needs to be updated for providing better security against the 

issues. Thus to achieve proper security in such network of 

devices it needs up gradation of protocols. Accordingly, this 

work centers its worry around enhancing the security issues 

in AODV through enhanced Intrusion [13]. 

V. PROPOSED WORK 

Mobile ad-hoc network is one of the most interesting field 

of research where lots of work done regarding in this field. 

In existing work given solution work only active attack if 

passive attacks are deploy in network then there is no 

possibility to find attacker node, if short term attack like 

gray hole attack deploy in network then find out 

misbehaving is difficult.in existing work no definition of 

thresh hold value for checking throughput and PDR value.  

In our proposed work first we apply cluster formation 

technique so that whole network divides into cluster so that 

attack detection becomes easy. Now we modified the 

AODV working functionality in which all source node store 

the information of each available path, divide the data into 

packet and wait for acknowledgment. If ack not come from 

any path source node mark this path for observation and 

send all the node id of this path to intrusion detection 

system. And ids observe the behaviour of these nodes and 

after observation it broadcast the information about these 

nodes. Passive attack condition data analyze by attacker and 

send to destination for detect and prevent network by 

passive attacks all node have their neighbours information, 

in passive condition ids analyze the common nodes in all 

paths which is mostly use in transmission of data between 

source to destination and then ask neighbor of their nodes 

and on the basis of their reply ids detect malicious node. 

A. Cluster formation 

Input: network nodes 

Output: clusters 

1) Randomly create a population of n structures; each 

corresponds to valid K-clusters of the data. 

2) repeat  

3) Associate a fitness value ∀structure ∈ population.  
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4) Regenerate a new generation of structures. 

5) until some termination condition is satisfied 

 
Fig. 3: Clustering 

B. AODV Modify 

Input: data packet 

Output: path search  

1) Search for neighbor to send data to its destination 

2) Store information to its all available path 

3) If(acknotrecieve){  

4) Mark path for abservation } 

5) If (drop>threshold &&ackecv! ){ 

6) Mark node malicious  

7) Broadcast these nodes as malicious } 

8) Observe common nodes in path 

9) If(data modify){ 

10) Mark node as malicious } 

11) Exit. 

C. Result 

Packet delivery ratio: packet delivery defines as how many 

packet send and how many packets receive by destination. If 

packet deliver ratio is high that mean performance of 

network improve. 

Packet delivery ratio =  

∑ 𝑹𝑬𝑪𝑰𝑽𝑬 𝒑𝒂𝒄𝒌𝒆𝒕𝒔/𝑺𝑬𝑵𝑫 𝒑𝒂𝒄𝒌𝒆𝒕𝒔 

 
Fig. 4: Packet delivery ratio 

Above figure shows that our proposed work 

perform well compare to existing technique and at the end 

of simulation proposed work perform highly efficient. 

Throughput: throughput defines as how many bits 

transfer over the channel within second so that we calculate 

the performance of our channel. 

Throughput = I/TH 

 
Fig. 5: Throughput 

Our figure shows that our proposed work perform 

well compare to existing technique if throughput is enhance 

that mean channel utilization perform well. 

Routing Overhead: routing overhead defines as 

how many extra packet generate at the time of 

communication. 

 
Fig. 6: Routing overhead 

Routing overhead is high that mean at the time of 

communication how many extra packet generated by nodes. 

Drop Packet:how many packet drop at whole 

communication time. 
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Fig. 7: Drop packet 

VI. CONCLUSION  

this paper go throw deep study about MANET and intrusion 

detection system after whole detection of propose and 

existing technique we can conclude that our proposed 

perform well compare to exiting technique in future we 

apply cryptographic technique to secure MANET. 
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