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Abstract— Profit is the main contribution reason for social 

network providers. Its dependence on user profiles, built 

from a wealth of freely revealed personal information, 

exposes users to a variety of privacy vulnerabilities. 

ONLINE social networks have become a significant source 

of personal information. In this paper, propose to take first 

steps toward addressing the difference between profit and 

privacy in geo social networks. This paper establish 

PROFILR, a framework for constructing location centric 

profiles (LCPs), aggregates built over the profiles of users 

that have visited separate locations . PROFILR endows 

users with strong privacy guarantees and providers with 

correctness assurance In accumulation to a venue centric 

advance, we propose a decentralized solution for computing 

real time LCP snapshots over the profiles of co-located 

users. An Android implementation shows that PROFILR is 

efficient; the continuous transparency is small even under 

strong privacy and correctness assurances.  
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social factors, privacy    

I. INTRODUCTION 

ONLINE social networks have turn into a foremost source 

of personal information. Their users generously disclose a 

means of individual data, including age, gender, get in touch 

with information, predilection and status updates. A recent 

amassing to this liberty Geosocial networks (GSNs) such as 

yap and foursquare supplementary collect fine grained 

location information from end to end check-ins performed 

by users at visited venues. Clearly, personal in order allows 

GSN providers to recommend a assortment of applications, 

together with made to order recommendation and under 

attack advertising, and venue owners to sponsor their 

businesses right through spatial-temporal incentives, e.g., 

pleasing frequent customers all the way through 

accumulated badges. Providing personal information 

exposes on the other hand users to core risks, as social 

networks have been given away to reveal and even sell user 

data to third parties. There exists then a conflict. Without 

privacy people may be indisposed to and venues cannot 

maintain applications and have no incentive to throw in. 

 In this paper, we take first steps in the course of 

addressing this variation Our move forward is based on the 

conception of location centric profiles (LCPs). LCPs are 

figures put together from the profiles of (i) users that have 

visited a converted location or (ii) a set of co-located users. 

 Contributions. We introduce PROFILR, a 

framework that allow the construction of LCPs based on the 

profiles of present users, while ensure the privacy and 

correctness of participants. Casually, we define privacy as 

the incapability of venues and the GSN provider to exactly 

learn user information, together with even anonym zed 

location trace profiles. 

 

Verifying the exactness of user data is necessary to 

recompense for this privacy restraint: users may take 

advantage of and bias LCPs secretly. We a predefined 

consider two user accuracy components. First, location 

correctness, where users should only contribute to LCPs of 

venues where they are located. This prerequisite is enforced 

by the topical surge of false checking provoked by their use 

of financial incentives.  

 Second, LCP exactness where users should be able 

to adapt LCPs only in approach First, we put forward a 

venue centric PROFILR, that relieves the GSN contributor 

from a costly involvement in venue specific behavior. To 

realize this, PROFILR supplies and builds LCPs at venues 

as well; it relies on Benaloh’s homomorphism cryptosystem 

and zero knowledge proofs to enable oblivious and 

verifiable correct LCP computations. We demonstrate that 

profile satisfies the introduced exactness and privacy 

properties. 

 Second, we propose a completely decentralized 

PROFILR adding together built around the conception of 

snapshot LCPs. The distributed PROFILR enables user 

devices to amassed the profiles of co-located users the latest 

thing of assistance from a venue device. snap LCPs are not 

bound to venue, but as a replacement for user devices can 

determine LCPs of neighbors at any location of awareness. 

Communications in both PROFILR implementations are 

performing arts over ad hoc wireless connections. The 

offerings of this paper are then the following: 

 Proposals of revenue of express privacy 

preferences. 

 A privacy preserving performance with recognized 

guarantees on the enforcement of user preferences. 

 Empirical studies that suggest that the careful 

methods are suitable in levelheaded scenarios. 

II. SCENARIOS AND REQUIREMENTS 

Here we express a number of scenarios we target in the 

perspective of emerging geo-social applications that engage 

heavy interface of users with their friends. We use these 

scenarios to identify the key requirements of a geo-social 

location privacy preserving system. Maintaining the 

reliability of the provision. 

A. Geo-Social Application Scenarios: 

Scenario 1. Alice and her friends are wound up about 

exploring new behavior in their city and leveraging the 

“friend referral” programs presented by many local 

businesses to achieve discounts. Alice is currently in 

downtown and is looking to try a new movement in her 

locality. But she also wants to try an action that gives her the 

most reduction The discounts are higher for a user that 

refers more friends or gets referred by a friend with high 

referral count. As a result Alice is involved in finding out 

the businesses optional by her friends and the discounts 
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obtained through them, surrounded by her vicinity. In 

calculation, she is also involved in checking if there are 

discounts accessible for her preferred restaurant at a 

specified location. 

 Scenario 2. Alice and her friends are also 

fascinated in on stage location-based games and having fun 

by exploring the city more So they arrangement various 

tasks for friends to execute such as running a only some 

miles at the Gym, swimming definite laps pleasing pictures 

at a place, or dining at a restaurant. They setup different 

points for every undertaking, and give away prizes for the 

friends with most points. In order for Alice to learn about 

the tasks available near her, she desires to query an 

application to find out all tasks from friends near her and the 

points connected with them. 

 Our purpose is to collect a system that caters to 

these scenarios and enables users to query for friends’ data 

based on locations, while preserving their location privacy. 

We want to support: a) point query to query for data 

connected with a particular location, b) circular range query 

to query for data related with all locations in a certain range 

(around the user), and c) nearest-neighbor query to query for 

data connected with locations nearby to a given location. at 

last, while it is also functional to query for data that belongs 

to non-friends in convinced scenarios, we depart such 

extensions for future. 

III. RELATED WORK 

Location-based services are rising as the subsequently killer 

app in special wireless devices, but there are few safeguards 

on location privacy. In fact, the demand for improved 

unrestricted protection is approaching guideline in the 

conflicting course. 

 The Cyber marketers may well bombard a mobile 

device with adapt voice and data ads for stores, restaurants, 

and other businesses as an personality strolls throughout a 

mall. confession of location information may cause 

awkwardness or mortification. If in use out of situation, 

location information could also show the way others to 

make incorrect inferences that unreasonably tarnish a 

person’s standing. 

 
Fig. 1: Connectivity Flow 

 In the network-based go forward, transportation 

receivers such as cell towers their own agreement, as is the 

case with a GPS unit. In terms of privacy, client-based 

positioning is fundamentally enhanced than network-based 

or network-assisted tracking for the reason that it does not 

disclose any location in sequence to the network except the 

user decides to communicate. Another measure is the use of 

unequal connectivity. For example, greater than shows a 

model in which mobile devices avoid instructive distinct 

location previous work on retreat in common location-based 

services (LBS). There are mostly three categories of 

proposals on providing location privacy in common LBSs 

that do not specifically target social applications. First is 

spatial and sequential cloaking in which estimated location 

and time is send to the server as a substitute of the precise 

standards. The intuition here is that this prevents accurate 

identification of the locations of the users, or hides the user 

among k other users and thus improves privacy. This 

approach, however, hurts accuracy and timeliness of the 

responses from the server, and most importantly, there are 

several simple attacks on these mechanisms. 

 The second type is location transformation, which 

uses changed location coordinate to conserve user location 

solitude. In order to come across real neighbors, before work 

either keeps the nearness of changed locations to definite 

locations and incrementally processes nearest-neighbor 

queries or requires trusted third parties to perform location 

transformation between clients and LBSA servers.  

 The third category of work relies on Private 

Information Retrieval (PIR) to provide strong location 

privacy. Its performance, although improved by using 

special hardware’s is still much worse than all the other 

approaches, thus it is unclear at present if this approach can 

be applied in real LBSs. 

 Prior work on privacy in geo-social services For 

certain types of geo-social services, such as buddy tracking 

services to test if a friend is nearby, some recent proposals 

achieve provable location privacy using expensive 

cryptographic techniques such as secure two party 

computation.  However, in Longitude, the secrets for 

transformation are maintained between every pair of friends 

in order to allow users to selectively disclose locations to 

friends. As in, Longitude can let a user reveal her location to 

only a subset of her friends Systems on untrusted servers. In 

the context of databases, recent systems proposed running 

database queries on encrypted data (stored on untrusted 

servers), using heavy-weight homomorphism or asymmetric 

encryption schemes. These approaches are suitable for 

spatial data outsourcing or data mining scenarios where the 

data is static and is owned by limited number of users. But 

they are less suitable for LBSAs, where the data is dynamic 

and personal, and thus cannot be encrypted under a single 

secret key. 

 Applying Persona’s mechanisms to LBSAs directly 

would encrypt all location coordinates, making LBSAs 

unable to process nearest-neighbor queries. But if location is 

not encrypted, attacks using anonymized GPS traces, 

mentioned above, can succeed, and making Persona 

insufficient to protect location privacy. 

IV. PROPOSED SYSTEM 

Figure 2 shows the architecture of the privacy enforcing 

system, including the interaction of the users with the 

system. We assume the presence of a centralized trusted 

entity that is in charge of processing the original resource 

and publishing it to the GeoSN after the generalization 

process described in the following. 

 When a user wants to publish a resource possibly 

related to multiple users, the user sends the resource to the 

trusted system. A pre-processing module retrieves the 

privacy preferences of the involved users and computes the 

generalization srg that covers its users' MURs. The cloaking 

module checks whether the disclosure of srg introduces 

privacy violations when related to other resources 

previously processed. If so, the module applies a 
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generalization algorithm in an attempt to produce a more 

general resource that eliminates the violation. 

 The Publisher module checks whether the users' 

absence privacy preferences are violated by the immediate 

publication of the resource and computes a publication time 

after which it is safe to publish the resource. The resource is 

then stored in the local database, since it must be used to 

check new resources for possible violations. After the 

publication time has passed, the resource is published. 

 The privacy-enforcing trusted system needs to 

know the Udata and STdata of each resource to be 

processed, but it does not rely fundamentally on the content 

of a resource. 

 Thus, a variant of the system can return instructions 

to a user for how to safely publish a resource when simply 

given the Udata and STdata of the resource. This variant is 

attractive if the user does not want to reveal the content of a 

resource, e.g., a photo, to the system. 

 
Fig. 2: System Architecture 

V. CONCLUSION 

In this paper a assessment for PROFILR, a framework and 

mechanisms for confidentially and suitably building location 

centric profiles have been done. We have proved the ability 

of our solutions to convince the privacy and correctness 

requirements. We have introduced two applications for 

PROFILR. We have shown that PROFILR is imaginative 

even when executed on supply.  

 It takes a novel come up to to make available 

location privacy while maintaining overall system 

efficiency, by leveraging the social data-sharing property of 

the target applications. Users efficiently change all their 

locations collective with the server and encrypt all location 

data stored on the server using reasonably priced symmetric 

keys. Only friends with the right keys can query and decrypt 

a user’s data. We initiate numerous mechanisms to achieve 

both privacy and effectiveness in this process, and consider 

their privacy properties. 
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