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Abstract— By the explosive development of internet and the 

reckless communication techniques in current years the 

security and the confidentiality of the data has become the 

prime importance. To guard the data from illegal access and 

interfering various methods for data hiding like 

cryptography, hashing, confirmation have been developed 

and are in practice today. In this paper we will be covering 

one such data hiding technique called Steganography. 

Steganography is the process of concealing sensitive data in 

any media to transfer it securely over the underlying 

untrustworthy and unsafe communication network. The 

paper presents a survey case study on various data hiding 

techniques in steganography that are in practice today. 
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I. INTRODUCTION 

Internet come into reality in the years 1960s and 1970s out 

of the essential to exchange research data among the 

researchers across diverse universities and also to enable 

communication in the battleground to take vital data which 

can prove valuable in the war filed. Since the origin of the 

internet, the security and the confidentiality of the sensitive 

data have been greatest importance. 

The reason for this security and confidentiality is 

because the primary communication network over which the 

transfer of sensitive data is carried out is untrustworthy and 

unsafe. Anyone with the knowledge and right applications 

can snoop and learn of the communication and capture the 

data transfer which could be very risky. Ideally the 

communication network and the routing protocols should 

reveal the following the properties: 

 Distributed Operation: The internet data must be 

distributed rather than only be located in some 

centralized server. In the event of the crash the 

internet would not lose its functionality and endure 

performing efficiently.  

 Reliability: Reliable communication is one of the 

dynamic properties of the internet. The internet must 

promise the reliable delivery of the data to the 

intended recipient.  

 Security: Security is a significant property of the 

internet. The internet would provide and reserve the 

confidential and sensitive data that flows through it. 

The security must be such that only the intended 

recipient of the information should gain access to it.  

 Quality of Service Support: Quality of Service (QoS) 

is one of the vital properties in terms of 

communication. In the base it provides QoS support 

to various applications and sensitive information and 

should prioritize them conditional on the nature of the 

data.  

 Robustness: Internet must be robust in the sense that 

it should continue functioning normally even in the 

existence of errors and unpredicted situations like 

invalid input.  

 Fault-Tolerance: Fault-tolerance means the capability 

of the system to operate normally even in the failure 

of events. Internet should show fault-tolerance so that 

it keeps on function even it may failures in some part 

of the internet.  

All the above mentioned properties are best and 

cannot be practically implemented in the structure and 

functioning of the internet as it includes of many networks, 

different structures: wired, wireless, ad hoc and various 

mobility models [1] [2] [3] [4] [5]. One such property that 

cannot be assured in the internet is Security. 

Due to the incapability to guarantee security, 

various susceptibilities exist in the network that can be 

exploited and gives increase to several security attacks. 

Most common security attacks are listed below. 

 Man in the Middle attack: In this attack, the attacker 

makes self-regulating connections with the two parties 

across the network making them trust that they are 

communicating secretly, when in fact the 

communication is controlled and seized by the attacker.  

 Traffic Analysis: In this process the attacker pays 

attention to the conversation on the communication 

network between two parties without connecting 

between them and attempts to learn the information that 

they are sharing. 

 Impersonation or Spoofing: The main objective of this 

attack is to assume the identity of the person and 

influence the sender that it is communicating with the 

intended recipient. 

To mitigate these security susceptibilities and 

facilitate whole and safe transfer of data over the 

communication channel, techniques like steganography, 

cryptography, verification and authorization are developed. 

The paper shows various data hiding techniques in 

steganography to enable the safe transfer of serious data 

over the unsecure network. 

Steganography is sometimes wrongly confused 

with cryptography, but there are some notable and unique 

differences between the two. In some circumstances 

steganography is referred often as cryptography because in 

cryptography the cipher text is a twisted output of the 

plaintext and the invader may guess that encryption has been 

performed and it must employ decryption techniques to 

obtain the hidden information. Also, cryptography 

techniques frequently require high processing power to 

perform encryption which may takes a serious interference 

for small devices that struggle to have enough computing 

resources to implement encryption. 

On the differing, steganography is the process of 
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hiding the sensitive information in any cover media like 

video, audio, and images in network. This way the attacker 

does not realize that the data is to be transmitted since it is 

hidden to the normal eye and impossible to differentiate 

from the original media content. 

Steganography involves 4 steps: 

1) The Selected cover media is used for data hiding 

2) Now take the secret message is needed to be 

concealed in the cover image.  

3) A Process that will be used to hide the data in the 

cover media  

4) Another Process that will be used to inverse the 

hidden data.  

5) An optional key or the password to authenticate to 

hide and unhide the data. 

II. DATA HIDING TECHNIQUES IN VARIOUS FORM  

We will be presenting the survey case on various data hiding 

techniques in steganography will facilitate the secure data 

transmission over the basic communication network. 

A. Data Hiding Techniques in Images 

Kuo et al. [7] [8] [9] [10] presented a reversible technique 

that is based on the block separation to conceal the data in 

the image. In this approach the cover image is shared into 

several equal blocks and then the histogram is created for 

each of these blocks. Maximum and minimum points are 

calculated for these histograms so that the inserting space 

can be created to hide the data at the same time increasing 

the embedding capacity of the image. A one bit change is 

used to record the change of the minimum points. 

Nosrati et al. [6] introduced a method that inserts 

the secret message in RGB 24 bit color image. This is 

achieved by relating the concept of the linked list data 

structures to tie the secret messages in the images. First, the 

selected secret message is to be embedding to the LSB‟s 

plane of 24 bit RGB color space. Next, like the data 

structures format of linked list where each node is placed 

randomly in the memory and each node points to every 

other node in list, the selected secret message bytes are 

embedded in the color image randomly and every message 

contains a link or an address pointer to the next message in 

the list. And also, a few bytes of the address of the first 

secret message are used as the stego-key to authenticate the 

message. Using this technique will generate the retrieval and 

the detection of the secret message in the image which will 

be challenging for the attacker to understand. 

Das et al. have listed different techniques to hide 

data [11] [12]. The authors have mainly focused on how the 

steganography image can be used and combined with 

cryptography to hide confidential data. In this approach they 

have clarified and listed various methods like 1. Plaintext 

Steganography, 2.images Steganography, 3. Audio/Video 

Steganography and 4. IP Datagram Steganography.  This 

can be used to hide data. The authors have also explained 

the Steganalysis process which is used to detect if 

steganography will be used for data hiding. 

Naseem et al. [13]  presented an Optimized Bit 

Plane Splicing algorithm to hide the data in the images. In 

this approach instead of just hiding the data pixel by pixel 

and level by level, the process involves hiding the data 

based on the intensity of the pixels. The intensity of the 

pixels in classified into different ranges, the number of bits 

are selected that will be used to hide data in that particular 

plane. And also, the bits are hidden randomly in the plane 

instead of hiding them neighboring to each other and the 

level surface are transmitted periodically thus making it 

difficult to guess and intercept the transmitted data. 

Fu et al. presented some novel methods for data 

hiding in halftone images [14], [15]. The proposed method 

enables to hide vast amounts of data even when the original 

multi tone images are inaccessible by forced pair-toggling. 

The resultant stego-images have been high quality and 

virtually indistinguishable from the original image. 

Dey et al. [16] have planned a novel method to hide 

data in stego-images which is an upgrading over the 

Fibonacci decomposition method. In this paper the authors 

have used the Prime Numbers to hide data in the images. 

The main case is to increase the number of bit planes of the 

image so that not only the LSB planes, even the higher bit 

planes can be used to hide to data. This can be achieved by 

changing the original bit planes to some other binary 

number system using as the weighted function and prime 

numbers. So that the number of bits to represent each pixel 

increases this in turn may use to hide data in higher bit 

planes. The paper also performed a contrast of the Fibonacci 

decomposition method with the traditional LSB data hiding 

technique presenting that the former outperforms the latter 

method and comparing Fibonacci Decomposition method 

with the planned method which outclasses the former 

method. And also, the proposed method generates the stego-

image which is virtually indistinguishable from the original 

image. 

1) Data hiding Techniques in Semi fragile Image 

Zhicheng Ni, Yun Q. [29] Shi, Nirwan Ansari, and Wei Su, 

Qibin Sun, and Xiao Lin,. The hidden data can be extracted 

correctly after the compression and alterations have been 

applied. But the host image is suffered by overflow and 

underflow problem. In this method is also robust against 

high quality JPEG compression Modulo – 256 addition 

algorithms is used to solve the Overflow and Underflow 

problem. The gray scale value of some pixels in the marked 

image exceeds the upper bound (255) or lower bound (0). 

The result will be truncation of image and violation of 

lossless data hiding to prevent overflow and underflow 

problem The Proposed Robust lossless data hiding – Spatial 

domain based on patch work theory  is used to eliminate salt 

and pepper noise and get high signal and low noise 

ratio.BCH (Bose-Chadhuri-Hocquenghem) Error correction 

code (ECC) and permutation scheme is utilized to eliminate 

salt-and pepper problems 

The authors have exploit the differentiating bit 

embedding process based on the pixel group‟s content are 

employed to achieve both lossless and robustness. Embed 

bit „0‟ in the closure point threshold along with error 

correction code. Embed bit „1‟ in the right or left shift of the 

threshold with error correction code. 

2) Data hiding Techniques using Vector Quantization 

Technique 

Jiann-Der Lee a, Yaw-Hwang Chiou a Jing-Ming Guo 

b[30].The main problem in the previous approach is low 

embedding capacity and high bit rate. Vector quantization 

(VQ) is a block-coding technique that quantizes block of 

data instead of single sample. VQ allows the modeling of 
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probability density functions by distribution of prototype 

vectors. It works by dividing a set of points (vectors) into 

groups having approximately same number points closest to 

them. Each group is represented by its centroid point as in 

K-means. In general terms as code book which used to hide 

the data in cluster form. 

B. Data Hiding Techniques in Audio Signals  

Kekre et al. [17] [18].  proposed two novel approaches to 

transfer secret information over the network by hiding them 

in the audio signals, thus creating a stego-audio signal In the 

first method the authors hide the secret data in the Least 

Significant Byte (LSB) of audio by seeing the parity of the 

sample, i.e. instead of directly substituting the digitized 

sample of the audio with the secret message, first the parity 

of the sample is checked and then the secret information is 

embedded into the LSB. This way it becomes even harder 

for the intruders to guess the bit or the information that is 

being send. In the second method, XORing of the LSB‟s is 

performed. The LSB‟s are XORed and depending on the 

result of this process and the secret information that is to be 

embedded, the LSB of the sample data is left unchanged.  

Kondo [19] proposed next data hiding method 

algorithm for embedding data in stereo audio signals. The 

algorithm uses polarity of impacts which is added to the 

high frequency signals. In this technique the high frequency 

signals are replaced by one medium channel and then the 

data is embedded. The polarity of impacts that is added to 

the each channel is going to performing adjust coherence 

between these channels. The detection of the embedded data 

is collected by employing the correlation or coordinating 

between the sum and difference of the stereo signal. Also, 

original messages are not mandatory to withdraw or extract 

the hidden data by using this algorithm. 

C. Data Hiding Techniques in IPv4 Header 

To steadily transmit the data over the network the 

Vasudevan et al. [20] used the similarity of the jigsaw 

puzzle. They suggest fragment data divided into variable 

sizes instead of fixed size like the jigsaw puzzle and finally 

appending each fragment of data with a pre-shared message 

authentication code (MAC) and along with the sequence 

number. so that the receiver can confirm and combine the 

received fragments into a single message. At the sender side 

each data fragment is to be prefixed and suffixed with a 

binary „1‟ and then XOR‟ed with a Random number called 

the one-time pad and that can be transmitted over the 

network. When the receiver receives the message it does the 

exact opposite process of that to the sender and retrieves the 

exact message. 

Ahsan and Kundur presented two novel approaches 

that exploit the redundancy in the IPv4 header of the TCP/IP 

protocol suite to carry the secret message over the 

communication channel without detection [21], [22], [23], 

[24]. In the first technique, the FLAGS field containing the 

fragmentation information is used to conceal or hide the data 

and transmit over the network. In the second technique 16-

bit identification field of the header over chaotic mixing and 

the generation of sequence numbers is used to hide the data 

and carry the information to the recipient. 

D. Data Hiding Techniques in Video Sequences  

Li et al. [25] [26] suggested a data hiding technique based 

on the video sequences. This technique implements an 

adaptive embedding algorithm to select the embed point 

where the sensitive data is to be concealed. The scheme 

functions by accepting 4x4 DCT residual blocks and 

determining a predefined threshold. The blocks are to be 

scanned in an inverse zig-zag fashion until the first none 

zero coefficients is encountered. The value of this 

coefficient is compared with this predefined threshold and 

it‟s greater than the threshold pixel is chosen to embed the 

data. 

1) Data Hiding Techniques using DNA Sequences  

Abbasy et al. [27] [28] introduced a scheme to enable secure 

distribution of resource in cloud processing environment. 

The proposed technique employs DNA sequences for hiding 

the data. The technique consists of two steps. In the first step 

a DNA sequence is designated and the binary data is 

transmitted to the receiver end along with this DNA 

sequence by applying the pairing rules. This step, apart from 

altering the data also increases the complexity by applying 

the complementary rules and then indexing the corrupted 

sequence. The second step involves the retrieving of the 

hidden data from the DNA sequence where it becomes 

exactly a reverse operation is achieved to the first step. 

III. CONCLUSION 

In the above sections we discussed about steganography and 

presented some notable differences between steganography 

and cryptography. And also we surveyed different kind of 

data hiding techniques in steganography, cryptography and 

lossless images.  

In our introduction part we discuss about various 

security flaws and vulnerabilities in internet. We also 

discussed the various techniques to activate or enable the 

secure transfer of data with the help of technique like 

steganography, cryptography, embedding, robustness and 

authentication.  
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