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Abstract— MyPHR machines were created based on the 

remote virtual machines hosted in the cloud. It takes the 

support of medical software to feed in the data which makes 

it more trustworthy. The reuse of valuable legacy software 

eases the task rebuilding the entire platform from scratch. 

For each patient a set of attributes are maintained at the 

database. While their data are stored in the encrypted form 

in a server. MyPHR Machines have different units which 

include hospitals, doctors, patients and emergency users. All 

the users need to register to the corresponding units and the 

PHR admin grants permission to operate in their 

environment. The doctors can register via the registered 

hospitals. Emergency users are allowed access only with 

explicit delegation by the patient. While registration the 

information related to each user is stored as attributes in the 

database. These attributes are taken during the encryption of 

their respective data based on the policy. Cipher Policy 

Based ABE encryption method[4] uses the attributes, based 

on the policy defined and decided by the provider and client. 

The final encryption is done using Blow Fish algorithm. The 

encrypted data is stored in servers. The decryption key is 

generated during the time of encryption. Only the patient 

could view his data unless he entrusts a trustworthy person 

to access the shared data in case of emergency. The 

implemented system mainly focuses on this encryption and 

decryption of data. Rests of the features of MyPHR 

Machines are maintained. This work has great applications 

in the future where the Health centres prefer to use a unified 

record of heath information regarding a person irrespective 

of his location. 
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I. INTRODUCTION 

This paper is part of this project which specifically works on 

ensuring the privacy of health information related to a 

person. Any leakage of these data could threaten the 

personal life of that individual. Unlike HER systems the 

patient is responsible for the data in MyPHR systems. To 

avoid false details Medical softwares are installed in this 

system while feeding the data. If a third party manages to 

access and manipulate the data then it could adversely affect 

the persons health and future. Mainly enterprises are aiming 

to subscribe the cloud services since they reduce the initial 

investments on constructing data centres, hiring skilled IT 

employees within their business to the pay as you go 

expenses of cloud services [10]. In addition to this it helps to 

escape from the confines of application upgrading and 

expense on maintenance of data centres. As the demand of 

cloud is increasing the risks of threat for cloud and its users 

increases. Security thereby becomes a prime concern of both 

the cloud providers and its users [6]. The basic security 

depends on the cloud provider since they are responsible for 

the control of hardware and the hypervisors on which the 

data resides and application runs. The resources in cloud 

environment are shared among its clients. If the isolation 

between the users fails, privacy of the user’s data and 

application is under threat. Cloud utility is available only 

through the internet so it is essential that the reliability and 

availability must be ensured. The international nature of 

cloud environment raises many legal and regulatory issues. 

Like issues related to restriction of data exporting out of a 

jurisdiction and dominance of rules in case of conflicts, 

liability in case of security breaches[5]. 

The safety measures of traditional data centre are 

focused on the edge of the platform. However, there are 

maybe a few of virtual servers in a physical server in the 

cloud computing. And every virtual server may belong to 

different logical server cluster. So attacking each other is 

possible, there are security risks in the virtual server[7]. 

Using virtual machines in the cloud makes the network's 

edge disappears, which affects almost all aspects of the 

safety. The traditional protection physical hardware is 

powerless in this environment. 

1) Issues raised when using virtual technology: The 

advantages of virtual technology are obvious: it 

makes the servers run on the virtual server, not 

depend on the physical machines anymore; therefore, 

change or migration of the machine can't impact the 

services of the server. Whenever the users need 

services virtual servers can provide services without 

caring about the physical hardware. However, data 

security in cloud computing is more different from 

the traditional data centre. 

2) Control and authority on data: The company who 

provides cloud computing has the authority to 

manage and maintain the data. The existence of super 

users simplifies the data management but brings 

serious threat to privacy. It must be controlled in the 

cloud computing. 

3) Security and data consistency: Cloud computing is a 

dynamic environment. Data from data centre passed 

to the users' client over Internet. In the system, data is 

almost changed all the time. Data accessing involves 

users' certification and limits of authority. There are 

different user's data on a virtual machine· it must be 

strictly controlled the accessing limits. Traditional 

accessing controls are configured outside the 

machine, which is not suitable for the cloud 

computing. 

4) Challenges of using neew technology: Cloud 

computing is built on new architectures. New 

technology brings new risks as long as the 

improvement of performance. Frequent interaction 

between different virtual nodes brings safe problems 

to the data. 

To improve understanding on the problems and 

solutions a deep investigation in the cloud model has to be 

carried out. Through which the root causes and key factors 
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that influence such security problems are identified 

[10].Isolation and multi-tenancy is a major concern in the 

cloud security problem that requires a vertical solution from 

the SaaS layer down to physical.It is very critical to control 

and manage different aspects coming under security 

management and to monitor the number of requirements and 

controls.Some of the security problems are inherited from 

the used technologies such as virtualization and SOA.In the 

cloud model it is necessary to have a holistic security 

wrapper, so that all accesses to the object in cloud platform 

should undergo security procedures. [10]. Based on this 

discussion some recommendations are put forward which 

cloud computing security solutions should have: 

 Focus should be given on the problem abstraction, 

using model-based approaches in order to capture 

different security views and then link such views in 

a connective cloud security model. 

 In the cloud architecture both delivered 

mechanisms and APIs should provide flexible 

security interfaces. 

 Support for multi-tenancy should be modified in 

such a way that each user can view only his 

security configurations to scale up and down based 

on the current context. 

 Support coordination and integration with other 

existing security controls at different layers to 

deliver integrated security. Maintain an adaptive 

approach to meet continuous environment changes 

and needs of the stakeholders adds up to efficiency 

of the system [10]. 

II. RELATED WORK 

In security applications, the preservation of consistent data, 

access and processing is a challenging research issue due to 

increasing cloud users in these fields, thereby it needs 

intensive investigation. Different approaches in 

implementing security have been developed. Researches that 

orient on maintaining physical health record systems on 

cloud has not been considered so much, since it is at its 

incubation level. tions. 

A. Business Intelligence Security on the Clouds: 

Challenges, Solutions and Future Directions 

This paper[8] describes on Business intelligence (BI) is a 

critical software system employed by the higher 

management of organizations for presenting business 

performance reports through Online Analytical Processing 

(OLAP) functionalities. BI faces sophisticated security 

issues given its strategic importance for higher management 

of business entities. Scholars have emphasized on enhanced 

session, presentation and application layer security in BI, in 

addition to the usual network and transport layer security 

controls. This is because an unauthorized user can gain 

access to highly sensitive consolidated business information 

in a BI system. To protect a BI environment, a number of 

controls are needed at the level of database objects, 

application files, and the underlying servers. In a cloud 

environment, the controls will be needed at all the 

components employed in the service-oriented architecture 

for hosting BI on the cloud. Hence, a BI environment (self-

hosted or cloud-hosted) is expected to face significant 

security overheads. In this context, two models for securing 

BI on a cloud have been simulated in this paper. The first 

model is based on securing BI using a Unified Threat 

Management (UTM) cloud and the second model is based 

on distributed security controls embedded within the BI 

server arrays deployed throughout the Cloud. The 

simulation results revealed that the UTM model is expected 

to cause more overheads and bottlenecks per OLAP user 

than the distributed security model. However, the distributed 

security model is expected to pose administrative control 

effectiveness challenges than the UTM model. Based on the 

simulation results, it is recommended that BI security model 

on a Cloud should comprise of network, transport, session 

and presentation layers of security controls through UTM, 

and application layer security through the distributed 

security components. A mixed environment of both the 

models will ensure technical soundness of security controls, 

better security processes, clearly defined roles and 

accountabilities, and effectiveness of controls. 

Cloud computing offers significant computing 

power and capacity. Hence, BI is expected to enter many 

complex domains (business and non-business related) which 

were impossible for it in self-hosted environment. 

Applications like context-aware, location-aware automation, 

massive scale semantics, advanced science and technology 

databases, real-time disaster and crisis management, city 

management, global finance and economy reporting, and 

global monitoring of industries and sectors are few such 

areas where BI or BI like systems possess tremendous 

potential on cloud computing. The size, scale, dynamism, 

and scope of data marts and data warehouses on clouds may 

exceed even the Petabytes scale (the emerging challenge of 

Big Data). Such data systems cannot be managed using 

traditional systems and tools. The security challenges at 

such massive scales will be different and much more 

complex. The focus is done on providing security as a 

service but only at data level. 

B. Improved Security of a Dynamic Remote Data 

Possession Checking Protocol for Cloud Storage[4] 

Cloud storage offers the users with high quality and on-

demand data storage services and frees them from the 

burden of maintenance. However, the cloud servers are not 

fully trusted. Whether the data stored on cloud are intact or 

not becomes a major concern of the users. Recently 

proposed approach suggests a remote data possession 

checking protocol to address this issue. One distinctive 

feature of the protocol used is the support for data dynamics, 

meaning that users are allowed to modify, insert and delete 

their outsourced data without the need to re-run the whole 

protocol. Unfortunately, in this method it is found that this 

protocol fails to achieve its purpose since it is vulnerable to 

forgery attack and replace attack launched by a malicious 

server. Specifically how a malicious cloud server can 

deceive the user to believe that the entire file is well-

maintained by using the meta-data related to the file alone, 

or with only part of the file and its meta-data is exposed. 

Then an improved protocol to fix the security flaws and 

formally proved that our proposal is secure under a well-

known security model is suggested. In addition to that the 

improvement keeps all the desirable features of the original 

protocol. 
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C. Meaningful Use of Electronic Health records by Rural 

Health Clinics 

This paper[9] discusses systems that maintain electronic 

health records. This sytem is caregiver oriented. Patient has 

no control over the maintenance of the data. Data need to be 

organized according to the Health Providers specifications. 

Security through compliances and authorization. 

D. MyPHR Machines, Lifelong Personal Health Records in 

the cloud 

In this paper[1] they suggest a method which takes  no data 

conversions. Hence a lot of processing power is saved. 

Added to that original data can be preserved since it won’t 

be lost through transformations. A patient can permit 

caretaker to view the data using session based URL access. 

Data feeding done by patient is assisted by medical software 

which makes the data more reliable. The security 

mechanism uses data encryption using CP-Abe using AES 

coders. 

III. METHODOLOGY 

Physical Health Records are systems that maintain lifelong 

health information of the patients. They are designed to be 

of patient oriented rather than caregiver oriented. MyPHR 

machines were created based on the remote virtual machines 

hosted in the cloud. It takes the support of medical software 

to feed in the data which makes it more trustworthy. The 

reuse of valuable legacy software eases the task rebuilding 

the entire platform from scratch. For each patient a set of 

attributes are maintained at the database. While their data 

are stored in the encrypted form in a server. The existing 

system uses Cipher Policy Attribute Based Encryption(CP-

ABE) method for encrypting the heterogeneous data. In this 

encryption method it chooses certain attributes based on the 

policy for the encryption purpose. Then the data is 

encrypted with the AES coders. This project was 

implemented bringing a modification in this encryption 

method used. It replaces AES coders Blow Fish encryption 

algorithm. This gives a reduction in computational 

complexity. Blow Fish take nearby half the computation 

taken by AES encryption algorithm. Since it involves only 

simple operations of XOR and simple additions on 32 bit 

word. The only additional step is the array data look ups per 

each round of total sixteen rounds. Blow Fish is better than 

AES, DES, 3DES in terms of throughput and processing 

time. 

A. System Design and Architecture  

MyPHR Machines have different units which include 

hospitals, doctors, patients and emergency users. All the 

users need to register to the corresponding units and the 

PHR admin grants permission to operate in their 

environment. The doctors can register via the registered 

hospitals. Emergency users are allowed access only with 

explicit delegation by the patient. While registration the 

information related to each user is stored as attributes in the 

database. These attributes are taken during the encryption of 

their respective data based on the policy. Cipher Policy 

Based ABE encryption method uses the attributes based on 

the policy defined. The final encryption is done using Blow 

Fish algorithm. The encrypted data is stored in servers. The 

decryption key is generated during the time of encryption. 

Only the patient could view his data unless when it is shared 

to another individual be it a doctor or emergency user. The 

implemented system mainly focuses on this encryption and 

decryption of data. Rests of the features of MyPHR 

Machines are maintained. 

B. System Modules  

 Registration of Users(Patients) 

 Registration of Hospitals and staffs 

 Emergency users 

 Uploading of Data 

 Encryption of Data 

 Downloading Data 

1) Registration of Patients:  

This module deals with operational registration of users who 

gets the privileges as a patient type. All the personal data 

need to be fed to create an account in this module.  

2) Registration of Hospitals and Staffs:  

This module deals with registration of hospitals. The PHR 

admin views the details and choose whether or not to grant 

permission. Once registered the staffs of the hospital which 

includes doctors, nurses, pharmacists etc. are also permitted 

to use the features of the system. Their details are stored as 

attributes in the database.  

3) Emergency Users:  

This module deals with registration of emergency users who 

are delegated by the patients to view their data during the 

time of emergency like in the case that the patient falls 

unconscious or meets up with an accident.  

4) Uploading Data:  

Depending on the type of PHR employed the privileges for 

uploading data can vary with users. The data can be of any 

type.  

5) Encryption of Data:  

Once the user has given the data for uploading. Parallely it 

is taken for encryption based on the policy. It is then stored 

in the server.  

6) Decryption of Data:  

Only the patient can decrypt the data using the decryption 

key generated during the encryption time. Other users can 

view the data if shared by the patient.  

7) Download Data:  

The shared data can be downloaded and viewed by the 

users.  

 
Fig 1: The System Design 

IV. RESULTS AND EVALUATION 

In this section an evaluation on the execution time taken foe 

AEs coders and Blow Fish coders are done based on file 
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size. From the graph plotted with file size vs. computation 

time it is easily inferred that blow fish takes nearly half of 

the computation time taken by that of AES without 

compromising security. In identifying and quantifying 

performance requirements, it is important to identify the 

reasoning behind a particular requirement. At a minimum, a 

set of performance requirements should document the 

maximum satisfactory response time to be experienced most 

of the time for each distinct type of user-computer 

interaction, along with a definition of most of the time. 

Response time is measured from the time that the user 

performs the action that initiates an action until the user 

receives enough feedback from the computer to continue the 

task. It is the user's subjective wait time. It is not from entry 

to a subroutine until the first write statement The size and 

timing of maximum-throughput periods. The mix of 

requests expected and how the mix varies with time. The 

number of users per machine and total number of users, if 

this is a multiuser application. This description should 

include the times these users log on and off, as well as their 

assumed rates of keystrokes, completed requests, and think 

times. Any assumptions that the user is making about the 

machines workload will run on. 

A. Graph  

 
X-Axis: File size in Mb 

Y-Axis: Computation time in micro seconds. 

B. Advantages 

 This system is implemented bringing certain 

modification in existing MyPHR system. Hence it 

needn’t be constructed from scratch.  

 It uses CP-ABE with Blowfish encryption 

mechanism instead of AES. This reduces the 

computation complexity since it involves mainly 

two simple operations of XOR and addition of 32 

bit words. The only additional operation involved 

is the data array lookups in each round.  

 Blowfish takes half the execution time to that taken 

by AES with equal security.  

 Instead of sessions with URLS data are shared to 

the required user which is removed after usage.  

V. CONCLUSION 

Summarizing the work done, a data security application in 

cloud environments was developed in PHR system. It 

favours interoperability and data portability. There is no 

need of data conversions required therefore the doctors can 

view the original precise data. The support of medical 

software for feeding the data makes it more reliable and 

trustworthy. The external expenses of updation and 

maintenance become no more a matter of concern, since it 

will taken care by the PHR providers. The security of data is 

done using CP-ABE encryption with a modification of using 

blow fish algorithm with it replacing the AES coders. This 

helps in achieving a reduction in computational time taken 

by half. The user attributes are stored in the database. The 

data is stored in the encrypted format in the server. The 

decryption key is generated at the time of encryption. Only 

to those whom the patient shares his data can view the data. 

In an environment were the number of requests for 

computation occurs in a bulk rate a small reduction in 

computation effort adds up to the efficiency by improving 

the response time. 

VI. FUTURE WORK 

This is works which have applications in future. At present 

there are not much electronic health record systems 

deployed. On implementation on large scale new 

possibilities and requirements can be explored and 

implemented.  
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