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Abstract— The information security has become one of the 

most significant problems in data communication. So it 

becomes an inseparable part of data communication. In 

order to address this problem, many different data hiding 

techniques have been developed. This paper intends to offer 

a state of the art overview of the different algorithms used 

for information hiding. Different information hiding 

techniques focus on a variety of requirements such as 

robustness, tamper resistance, imperceptibility, security and 

Capacity. In this paper, we study about various information 

hiding techniques and discuss about their importance in 

order to enhance security of data communication. 

Information hiding plays a very crucial role today. It 

provided  methods  for  encrypting  the information  so  that 

it  becomes  unreadable  for  any unintended  user. 
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I. INTRODUCTION 

The security of data transmission is a vital problem in 

communication networks. A communication system is 

reliable as long as it provides high level of security. Usually, 

users exchange personal sensitive information or important 

documents. In this case; security, integrity, authenticity and 

confidentiality of the exchanged data should be provided 

over the transmission medium. Now a day, internet 

multimedia is very popular; a significant amount of data is 

exchanged every second over a non-secured channel, which 

may not be safe. Therefore, it is essential to protect the data 

from attackers. To protect the data; many information hiding 

techniques such as cryptography, steganography and 

watermarking etc. can be used[1]. 

The idea of communicating secretly is as old as 

communication itself.  In this section, we  briefly discuss the 

historical development of information hiding  techniques 

such  as steganography/ watermarking.  Early steganography 

was messy. Before phones, before mail, before horses, 

messages were sent on foot. If you wanted to hide a 

message, you had two choices: have the messenger 

memorize it, or hide it on the messenger. While information 

hiding techniques have received a tremendous attention 

recently, its application goes back to Greek times. 

According to Greek historian Herodotus, the famous Greek 

tyrant Histiaeus, while in prison, used unusual method to 

send message to his son-in-law. He shaved the head of a 

slave to tattoo a message on his scalp. Histiaeus then waited 

until  the  hair  grew  back  on slave’s head prior to sending 

him off to his son-in-law. 

A. Importance 

The  importance  of  data  hiding  techniques  comes from  

the  fact  the  there  is  no  reliability  over  the medium  

through  which  the  information  is  send, in other  words  

the  medium  is  not  secured.  So, some methods  are needed  

so  that  it  becomes  difficult for unintended  user  to  

extract  the  information from  the message. 

The reality is that secret communication is used for 

a variety of reasons and by a variety of people, from 

business people protecting company trade secrets while 

traveling to criminals transmitting nuisance. Governments 

hide information from other governments, and technophiles 

amuse themselves by sending secret messages to each other 

just for fun. The only tie that binds all these people is a 

desire to hide something from someone else. 

Any information hiding technique shall exhibit 

certain characteristics:  

1) Capacity: 

1. Capacity  refers  to  the  amount  of information  that  can  

be  hidden  in  cover medium [1]. The amount of 

information that can  be  hidden  is  governed  by  the  fact  

that information  hidden  should  not  completely alter the 

original message, in order to avoid the attention of 

unintended user.  

2) Security: 

2. The  information  hiding  method  should  provide  security  

for  data  such  that only the intended user can gain access to 

it. In  order  words,  it  refers  to  the  inability  of un-

authorized  user  to  detect  hidden information. This  is  

very  crucial  to  protect the  confidentiality  and  sensitivity  

of information being sent [1,2].  

3) Robustness: 

3. It  refers  to  the  amount  of  information  that  can  be  

hidden  without showing any negative effects and destroying 

hidden information [7].  

4) Perceptibility: 

4. The  data  hiding  method should  hide  data  in  such  a  

manner  that  the original  cover  signal  and  the  hidden  

data signal are perceptually indistinguishable.  

II. LITERATURE SURVEY 

Information hiding plays a very crucial role today. It 

provided methods for encrypting the information so that it 

becomes unreadable for any unintended user[2]. Many 

researcher have worked in this field and studied about the 

different techniques that exist for data hiding  and  analyze 

the performance. Chetna, Krishan Kumar [2014] proposed 

and explained a scheme in which encryption of the secret 

information done before embedding it in the image. In this 

invisible watermarking is used with Stegano – graphic 

techniques. Which results that  the time  complexity of  the 

overall  process  increases  but at  the same time the security 

achieved at this cost is well worth it[3]. Vijay Devabhaktuni 

[2013] proposed a new  steganography  method  for  hiding 

classified  data based on  matching  of  bit  values . In which 

two  random algorithms  used  to  select  the  matching  and 

embedding pixels, the fact that the data bits are not hidden 

directly, and the  use  of  password. Results shows that the 

advantage of  this  method  is  the  difficulty  to which a 

third party would encounter in trying to intercept the hidden 
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data and get the higher PSNR values[4].  Ajit Singh and 

Upasana Jauhari [2012] provide  the mechanism  which 

enhance  the  security  of  data  by  using  a crypto+stegano 

combination to increase the security level  without  knowing 

the fact that some secret data  is sharing  across  networks.In 

this method encryption of the message is done before 

embedding by steganography  technique. The security level 

of this method is better but it is slightly complex and lengthy 

method[5]. Vishwa gupta, Gajendra Singh [2012]  presents a  

new  block  based  cryptography algorithm. In this technique 

a  random number is used for generating the initial key, 

where this key will use for encrypting  the  message using  

proposed  encryption algorithm  with the help of encryption 

number. Results shows that it  is  almost impossible to break  

the  encryption  algorithm  without  knowing  the exact key 

value[6]. 

 
Table 1: Comparison of various surveyed techniques 

III. INFORMATION HIDING TECHNIQUES 

A. Cryptography 

Crypt means “hidden or secret” and graphein means 

“writing”. The term has been derived from Greek 

language[6]. Cryptography is an art of transforming data 

into an unreadable format called cipher text. Cryptography 

process is shown in fig 1. The receiver at other side 

deciphers or decrypts the message into plain text. 

Cryptography provides data confidentiality, data integrity, 

authentication and non-repudiation. Confidentiality is 

limiting access or placing restriction on certain types of 

information. Integrity is maintaining and assuring the 

accuracy of data being delivered,  i.e, information contains 

no modification, deletion etc. Authentication ensures the 

identity of  sender  and  receiver  of  the  information. Non-

repudiation  is  the  ability  to  ensure  that  the sender  or 

receiver  cannot  deny  the  authenticity  of  their  signature 

on  the  sending  information  that  they originated .  

 
Fig. 1:   Cryptography Process 

Modern age cryptography is synonymous with 

encryption.  Here the original  information  is known as 

plain text  and encrypted information is known as cipher 

text.  Cryptography has 3 steps:  

1) Encryption:  

Encrypting the plain text to some non-readable form. The 

output of this is known as cipher text.  

2) Message Transfer  

It involves sending the cipher text to the recipient.  

3) Decryption  

the  receiver  at  the  other  side, decrypts  the  cipher  text  

to  get  the  original plain text. 

Cryptographic algorithms are classified as 

symmetric key algorithm and public key algorithm. 

Symmetric key algorithm uses the same key for encryption 

and decryption, while public key algorithm uses different 

keys for encryption and decryption[8].   

B. Steganography 

Steganography is the art and science of invisible 

communication. This is accomplished through hiding 

information in other information, thus hiding the existence 

of the communicated information.  The  word steganography 

is derived from the Greek words “stegos” meaning “cover” 

and “grafia” meaning “writing” [10] defining it as “covered 

writing” whether  it consists  of  invisible  ink  on  paper  or 

copyright  information hidden  in an audio file..  In image 

steganography, the information is hidden exclusively in 

images.  Today, steganography is most often associated with 

data hidden with other data in an electronic file. This is 

usually done by replacing that least important or most 

redundant bits of data in the original file. 

One of the earliest examples of steganography 

involved a Greek fellow named Histiaeus. As a prisoner of a 

rival king, he needed a way to get a secret message to his 

own army. His solution? Shave the head of a willing slave 

and tattoo his message. When the slave‟s hair grew back, 

off he went to deliver the hidden writing in person[9].   

In 1499, Trithemius published Steganographia, one 

of the first books about steganography. Today, 

Steganography has come into its own on the Internet. Used 

for transmitting data as well as for hiding trademarks in 

images and music (called digital watermarking), 

electronically  steganography may ironally be one of the last 

bastions of information privacy in our world today. 

1) Principles of Steganography 

Steganography  involves  hiding  data  in  an  covert  

message  and  doing it in such a way that it is difficult for an 

adversary to detect and difficult  for  an  adversary  to  

remove.  Based  on  this  goal,  three  core principles  can  be  

used  to  measure  the  effectiveness  of  a  given technique:  

amount  of  data,  difficulty  of  detection,  and  difficulty  of 

removal. 

 Amount  of  data  suggests  that  the  more  data  

you  can  hide,  the better the technique.   

 Difficulty  of  detection  relates  to  how  easy  it  is  

for  somebody  to detect that a message has been 

hidden.  

 Difficulty  of  removal  involves  the  principle  that  

someone  intercepting  your  file  should  not  be  

able  to  remove  the  hidden  data easily. 

2) Different kinds of Steganography 

Almost all digital file formats can be used for 

steganography, but the formats that are more suitable are 

those with a high degree of redundancy.  Redundancy can be 

defined as the bits of an object that provide accuracy far 

greater than necessary for the object’s use and display [10]. 

The redundant bits of an object are those bits that can be 

altered without the alteration being detected easily. Image 

and audio files especially comply with this requirement, 

while research has also uncovered other file formats that can 
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be used for information hiding.  Fig. 2 shows the four main 

categories of file formats that can be used for 

steganography. 

 
Fig. 2:  Categories of steganography 

C. Watermarking 

Digital watermarking is a technology for embedding various 

types of information in digital content. In general, 

information for  protecting  copyrights  and  proving  the  

validity  of  data  is embedded as  a  watermark.  A  digital  

watermark  is  a  digital signal  or  pattern  inserted  into  

digital  content.  The  digital content  could  be  a  still  

image,  an  audio  clip,  a  video  clip,  a text document, or 

some form of digital data that the creator or owner  would  

like  to  protect.  The  main  purpose  of  the watermark  is  

to  identify  who  the  owner  of  the  digital  data  is, but it 

can also identify the intended recipient. 

A  watermark is  a recognizable  image  or  pattern 

that is impressed onto paper, which provides  evidence  of 

its authenticity  [7]. Watermark   appears as  various shades  

of  lightness/darkness  when  viewed  in transmitted  light.  

Watermarks  are  often  seen  as security  features  to  

banknotes,  passports,  postage stamps  and  other  security  

papers . 

A watermark on a bank note has a different 

transparency than the rest of the note when a light is shined 

on it.  However, this method is useless in the digital world. 

Currently there are various techniques for embedding digital 

watermarks. Basically, they all digitally write desired 

information  directly  onto  images  or  audio data  in  such a 

manner  that  the  images or  audio data  are  not  damaged. 

Embedding a watermark should not result in a significant 

increase or reduction in the original data[3]. Digital 

watermarks are added to images or audio data in such a way 

that they are invisible or inaudible by human eye or ear. 

Furthermore, they can be embedded in content with a 

variety of file formats. Digital watermarking is the content 

protection method for the multimedia era. The structure of a 

digital watermark[3]  is shown  in  the following figure  

 
Fig 3: Original image with watermarked image 

1) Types of Watermarking 

a) Visible Watermarks: 

A  visible  watermark  is  a  visible translucent  image  

which  is  overlaid  on  the  primary  image. Perhaps  

consisting  of  the  logo  or  seal  of  the  organization which  

holds  the  rights  to  the  primary  image,  it  allows  the 

primary  image  to  be  viewed,  but  still  marks  it  clearly  

as  the property of the owning organization. It is important 

to overlay the watermark in a way which makes it difficult 

to remove, if the goal of indicating property rights is to be 

achieved. 

b) Invisible Watermarks:  

An invisible watermark is an overlaid image which cannot 

be seen, but which can be detected algorithmically. 

Different  applications  of  this  technology  call for two very 

different types of invisible watermarks: A watermark  which 

is  destroyed  when  the  image  is manipulated  digitally  in 

any way may be useful in proving authenticity  of an  image. 

If the watermark is still intact, then the image has not been 

"doctored." If the watermark has been destroyed, then the 

image has been tampered with.  Such a technology might be 

important, for example, in admitting digital images as 

evidence in court. An invisible watermark which is very 

resistant to destruction under any image manipulation might 

be useful in verifying ownership of an image suspected of 

misappropriation. Digital detection of the watermark would 

indicate the source of the image. 

D. Cryptography Vs Steganography 

Cryptography is the science of keeping the transmitted data 

secure. It provides data encryption for secure 

communication [1]. The encryption process is applied 

before transmission, and the decryption process is applied 

after receiving the encrypted data. Steganography is the 

science of writing hidden messages inside a different digital 

content; it conveys the data by concealing it in other 

medium such as image or audio which is called the cover 

object. The information hiding process is applied before 

transmission and the extraction process is app lied after 

receiving.  The main difference between cryptography and 

steganography based on the existence of the secret message. 

Cryptography encrypts the message and transmits it; anyone 

can view the encrypted message, but is very difficult to be 

understood, especially if it has been encrypted with strong 

cryptographic algorithm[6]. Steganography conceals the 

secrete message existence by hiding it in a cover object. The 

cover object can be classified as Text-based Steganography 

in which the secret message is embedded in a text file, audio 

Steganography to hide the secret message in audio signal 

and image steganography in which the secret data is 

embedded in an image.  

IV. CONCLUSION 

The idea and practice of hiding information has a long 

history. Since the rise of the Internet one of the most 

important factors of information technology and 

communication has been the security of information. There 

are many techniques have developed for information hiding 

which are widely used in data communication. In this paper, 

we discuss about some information hiding techniques such 

as cryptography, steganography and watermarking. The 

main purpose of all these techniques is to secure the 

information from the unauthorized access and enhance 

security of communication. In this paper, we studied and 

analyze some previous research on this information hiding 

techniques. Table 1 shows the comparison between different 

information techniques on the basis of various parameters. It 

shows that each technique has some advantages and 

disadvantages. Some techniques provide high security to the 

communication where as some techniques provide less time 

complexity. Some techniques are more complex than other. 
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Sometimes a single technique is not sufficient to provide 

higher security and higher speed together. To remove these 

drawbacks the combination of these information hiding 

techniques can be used for better performance. 
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