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Abstract— Security is one of a crucial and noteworthy 

matter while implementing Mobile Ad Hoc Networks. 

Because of its distinctive character, namely dynamic 

topology, restricted bandwidth and restricted battery power 

creates both challenges and opportunities for gaining 

security requirements namely confidentiality, authenticity, 

integrity, availability and non-repudiation. A range of 

attacks affect the working of different layers in ad hoc 

networks. Denial of Service is a sort of harmful attack 

exhibiting in numerous forms across different layers of 

protocol stack. This paper provides a survey on DoS attacks 

and gray hole attack in MANET. 
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I. INTRODUCTION 

MANET is a collection of mobile hosts utilizing multi-hop 

radio relaying and has capability of operating devoid of any 

fixed framework. Because of the ability of self-

configuration nodes configure themselves serving as a router 

for forwarding the data to the neighboring nodes. There is 

no boundation on the nodes for joining or leaving the 

network, as results the nodes connect or depart freely also 

these networks have no centralized administrator. This 

property of the nodes makes the MANET unpredictable 

from the point of security and routing in particular [1].  

Before deploying or implementing any network 

there must be some policy to ensure the authentication, 

assurance of availability, guarantee of confidentiality, in 

other words security measure during communication but due 

to MANET’s self-organizing and decentralized structure and 

mobility functionality is lack with security measure as 

compared to the wired or other network. Due to 

decentralized characteristics it need not relied on any 

infrastructure like gateways or routers as in case of wired or 

access points in managed wireless networks do that is why 

it’s called mobile ad hoc network (MANET). Another 

property of MANET is creates more challenges that is 

mobility or dynamic nature which allows hosts to voyage 

freely. Hence topology can be dynamic and unpredictable. 

That’s why in communication and transmission of 

information MANET follow multi-hop peer-to-peer routing 

strategy as an alternative of unchanging network framework 

for providing network connectivity among nodes. A Multi 

hop routing technique is the best method when nodes are in 

radio range for packet transmission. Due to highly dynamic 

nature topology in MANET forming routing procedure more 

complex and insecure thus nodes are more susceptible to 

denial of service attack (DoS) attacks launched by malicious 

nodes or intruders. Hence routing is more complex and 

insecure. The wireless nodes are prone to diverse types of 

attacks namely DoS (denial of Service), wormhole attack, 

flooding, gray hole attack, black hole attack and selfish node 

attack. These all are affect the performance of MANET. 

Denial of service (DoS) attacks commence by intruders to 

prevent the service being used by legitimated users. Route 

request (RREQ) is one of flooding attack launched by nodes 

in distributed manner in such a aim that compromised node 

can takes benefit of the route discovery process and floods 

the entire network by propagating huge number of fake 

route request (RREQs) consequently network is jammed 

leading to a denial of service [2]. 

A. Security Issues 

Security is one of a critical obstacle with wireless network. 

Whenever data is sends there exists a possibility that 

attacker nodes hacks the data having access to the network 

as a result exploits the data. The major security goals are 

[3]: 

1) Availability: 

Availability ensures that whenever there is need of 

information it should be available to the authorized node or 

user [3].   

2) Confidentiality:  

Confidentiality ensures that the secret information must be 

secured from unauthorized user.  

3) Integrity:  

Integrity ensures that there is no modification in the 

message.  

4) Authentication:  

At the time of communication the two parties should be 

authenticating each other.  

5) Non repudiation:  

Non repudiation guarantees there is no denial by the sender 

or receiver of a message that they have ever sent or received 

such a message.  

6) Anonymity:  

Anonymity implies all data about recognize owner or 

current client of node ought to default be kept private and 

not be disseminated by node itself or the framework 

programming. 

7) Authorization:  

It ensures that all the required resources are assigned to the 

authorized users of various types. 

B. Routing in MANET 

As every movable node operates as a router in MANET, 

there is reduction in the routing overhead in comparison to 

wired networks. The communication between sender and 

receiver nodes takes place when they are in the transmission 

reach of each other; in case when they are not in each ones 

reach, the process of sending message is done with the aid 

of intermediate nodes. Because of the unpredictable nature 

and dynamic changing environment of MANET, there is no 

information relating topology to the nodes; thus, nodes have 

to verify the topology. A node broadcasts its existence and 

hears to broadcast of its neighbors. In this way a node 

discovers its neighbors as well as ways to reach those. 

Routing is an immense challenge in the environment where 
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nodes are travelling regularly and movement of a host may 

consequence in change in the path [4]. Because of these 

several constraints among with vibrant topology, role of 

routing protocols is even more challenging. The prime goal 

of a routing protocol must be to establish an optimal path 

that has low overhead and consumption of bandwidth is 

minimum. Types of MANET routing protocols [4, 5] beside 

their characteristics and examples are depicted in Table.1 

Type Characteristics Examples 

Proactive 

(Table-

driven) 

1. Routes are evaluated earlier 

to necessity 

2. Periodical updating and 

delivery of routing information 

DSDV, 

OLSR, 

WRP, 

CGSR, FSR 

Reactive 

(On 

demand) 

1. Routes are discovered, 

whenever demanded, by 

broadcasting route request 

2. No necessity of delivery of 

routing Information 

AODV, 

DSR, 

ACOR, 

ABR 

Hybrid 

1. Combination of good 

characteristics of 

proactive and reactive 

protocols 

TORA, 

ZRP, 

ARPAM, 

OORP, 

HSR, 

CGSR, 

LANMAR 

Table 1: MANET Routing Protocols 

The major benefit of proactive protocols is that 

without any sort of holdup a route can be chosen instantly; 

but maintaining huge volume of data for routing information 

with maximum bandwidth and slower reaction on failures is 

key shortcoming. Reactive protocols utilize minimum 

bandwidth and efficient in route maintenance; but requiring 

higher time for route discovery and sometimes unnecessary 

broadcasting may lead to network congestion. With the 

variation in the number of nodes of hybrid protocols there is 

variation in the efficiency and the amount of traffic decides 

the reaction to demand. 

C. Ad-hoc on demand Distance Vector Routing Protocol 

The Ad hoc On-demand Distance Vector (AODV) is 

broadly employed easy, proficient and useful routing 

protocol. It normally reduces the volume of necessary 

broadcasts by establishing paths on a demand basis, 

whenever a source node desires to transmit a packet to a 

destination node, it utilizes the precise path if a fresh enough 

path to the destination node is accessible in its routing table. 

No path in its table, it begins with a route discovery 

mechanism by flooding the Route Request (RREQ) message 

to its intermediate neighbouring nodes, that is further 

propagated while it reaches an intermediate node with a 

fresh enough path to the destination node one précised in the 

RREQ ,or the destination node itself. AODV compose a 

path by means of a route request / route reply query cycle. 

At the point when a source node requires a path for 

forwarding a packet to a destination for which the path is not 

defined, it floods a route request packet (RREQ) in the 

network. Nodes update their data for the source node and 

establishing a reverse pointer to the source node in the 

routing tables. 

D. Routing Attacks in MANET 

Lacking of trusted centralized administration, restricted 

bandwidth, restricted power, wireless connections, vibrant 

topology and effortless eavesdropping MANETs are more 

prone to security attacks than existing traditional networks. 

An attacker is responsible for violating the security goals by 

passively or actively attacking on MANETs. Table.2 depicts 

the characteristics and examples of active and passive 

attacks. Table 3 depicts some examples of attacks on 

different layers [6] 

Type of 

Attack 
Characteristics Examples 

Passive 

Attacks 

1. uses information without 

interrupting normal 

functioning of the network 

2.  Hard to detect 

Traffic analysis, 

traffic 

monitoring and 

eavesdropping 

Active 

Attacks 

 

 

1. internal or external 

2.  Interrupts network 

functioning by modifying or 

deleting information 

Modification, 

impersonation, 

fabrication, 

jamming and 

message replay 

Table 2: Types of Attacks 

Layer Examples of Attacks 

Application 

Layer 
Repudiation 

Transport 

Layer 
Session hijacking 

Network 

Layer 

 

Wormhole, Black hole, Gray hole, 

Byzantine, Resource Consumption attack, 

Rushing attack, Information Disclosure, 

Routing attacks: Routing table overflow, 

Routing table poisoning, Packet replication 

Multiple 

Layers 

Denial of Service, SYN flooding, 

Impersonation, Device tampering 

Table 3: Different types of attack on different layers 

II. DENIAL OF SERVICE ATTACK 

In denial of service attack [3], a suspicious node tries to 

avoid victim and authorized node by using the services 

presented by the network making resources or services 

unavailable to the authorized users. Different layers of 

network protocol stack are effected by the DoS attack in 

various forms. On physical layer and MAC layers, jamming 

is used by attacker for interfering with transmission on 

physical channel. Whereas On network layer the routing 

protocol are exploited by the attacker as well as network 

operations are also disturbed. On higher layers; the attacker 

is able to lower down high level services by injecting a huge 

volume of junk packets in the Network. These packets over 

carry a noteworthy segment of network assets, and bring 

wireless channel and network contention in the ad hoc 

network. Some of the DoS attacks are described below: 

 
Fig. 1: Types of DoS attack 



A Review on Denial of Service and Gray Hole Attack in MANET 

 (IJSRD/Vol. 3/Issue 09/2015/125) 

 

 All rights reserved by www.ijsrd.com 516 

A. Jamming Attack 

In this form of attack, the attacker initially keeps observing 

the wireless medium in order to get the frequency at which 

the destination node is acquiring signals from the sender. It 

then transmits signals on that frequency so that error-free 

reception at the receiver is hindered. The intention of a 

jammer is to influence with authentic wireless 

communications. A jammer can accomplish this target by 

either intercepting a real traffic source from sending out a 

packet, or by preventing the reception of legitimate packets 

B. Distributed DoS Attack 

In this attack several malicious nodes that are distributed 

throughout the network are colludes and prevent victim 

nodes from gain accessing the services offered by the 

network. Distributed DoS is a severe threat for MANETs 

because they can be smash only because of their limited 

battery power so that network can easily become congested 

due to its relatively limited bandwidth compared to fixed 

networks Different types of DDoS attacks: 

 
Fig. 2: Types of DDoS attack 

1) Active DDos attack:  

For the purpose of utilizing battery power of an effected 

node the misbehaving node harm other nodes for their own 

communication. 

2) Passive DDos attack: 

It takes place when lacking cooperation among authentic 

nodes  

C. Rushing Attack 

Rushing attacks in mobile ad hoc networks is results in 

denial-of-service cause system resources to become 

inadequate and cut off a legitimate node from the network. 

A rushing attack used against on demand routing protocols. 

In most of applications on demand routing are used because 

it have lower overhead and fast reaction time. Therefore, 

this form of attack significantly influences network 

comparability as well as capability of networking functions 

such as control and message delivery.  

D. Sleep Deprivation Attack 

The attacker collaborate with the node in such a way that it 

appears to be legitimate; however the purpose of interaction 

is to keep the victim node out of its power conserving sleep 

mode. An attacker can cause sleep deprivation by make use 

of the vulnerability of the route discovery process of 

protocols such as AODV and DSR, for example, by sending 

a RREQ packet periodically so that the victim node has to 

process these packets causing consumption of its battery 

power.  

E. Flooding Attack 

Flooding attack is a denial of service type of attack in which 

the adversaries’ node broadcast the redundant false packet in 

the network to exhaust the available resources and reduces 

the throughput of the network so that valid or legitimated 

user can not able to use the network resources for well 

defined communication. The flooding attack is possible in 

all most all the secure on demand routing like SRP, 

SAODV, ARAN, Ariadne etc. Flood attacks takes place 

when a network or service turns out to be so weighed down 

with packet starting incomplete connection request for that it 

can no more process validated connection demands. By 

flooding a server or host with connection that can't be 

finished, the flood attack in the end fills the host's memory 

buffer. When this buffer is full no further connection can be 

made, and the outcome is a Denial of Service. Depending 

upon the type of packet used to flood the network, flooding 

attack can be categorized in two categories. 

 
Fig. 3: Types of Flooding Attacks 

1) RREQ Flooding:  

In RREQ flooding attack the attacker chooses a number of 

IP addresses not in the network or elect random IP addresses 

relying on knowledge about range of the IP address in the 

network. In suspicious RREQ Flooding attack an intruder 

floods a RREQ with a destination IP address not waiting for 

the ring traversal time and continuous retransmitting the 

similar packets with higher TTL value.  

2) Data Flooding:  

In the data flooding, suspicious node flood the network by 

transmitting useless data packets. In the data flooding, firstly 

a suspicious node built a path to all the nodes then forwards 

huge volume of false data packets. 

III. GRAY HOLE ATTACK 

Gray hole attack is a variation of black hole attack, in which 

the nodes drop the packets selectively.  
Gray hole is a node having ability of switching 

from a normal behavior to a malicious behavior. Difficult in 

identifying easily the attacker as it behaves as a normal 

node. Each node creates a routing table for storing the next 

hop node information which is a route packet to destination 

node [9]. If a source node needs a route for transmitting 

packet to the destination node it make use of a specific route 

verifying its routing table whether it is available or not. If a 

node starts a route discovery mechanism by flooding Route 

Request (RREQ) message to its neighbor, on receiving the 

route request message the intermediate nodes update their 

routing tables for reverse route to the source [8]. A route 

reply message is piggybacked to the source node when the 

RREQ query reaches either to the destination node or to any 

other node which has a current route to destination. 

The two phases of gray hole attack are: 

A. Phase 1 

A suspicious node make use of the AODV protocol to 

broadcast itself as having a valid path to destination node, 

with the objective of interrupting packets of spurious route. 

B. Phase 2 

In this phase, the nodes has been dropped the interrupted 

packets with a certain probability and the discovery of gray 

hole attack is a complicated procedure. Normally in the gray 

hole attacks the attacker behaves suspiciously for the time 
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until the packets are dropped and then switch to their normal 

behavior [7]. Both normal node and attacker are identical. 

Due to this behavior it is extremely difficult for finding out 

in the network to figure out such kind of attack. The other 

name for Gray hole attack is node misbehaving attack. 

IV. LITERATURE SURVEY 

1) Roshan et al [9], proposed the period-based defence 

mechanisms which mainly focus on RREQ flooding 

attacks rather than the data flooding attack. So it is 

possible to reduced the throughput of burst traffic by 

compete with simple threshold.  

2) Hu et al [10], developed Rushing Attack Prevention 

(RAP), a non specific resistance against the rushing 

assault for on-demand conventions on the grounds that 

it can be performed by a moderately feeble assailant. 

This methodology is non specific, so any convention 

that depends on copy concealment in Route Discovery 

can utilize our outcomes to fight off rushing assaults. At 

the point when coordinated with a protected routing 

convention, RAP causes no expense unless the basic 

secure convention can't discover substantial courses. At 

the point when RAP is empowered, it causes higher 

overhead than do standard Route Discovery procedures, 

yet it can discover usable courses when different 

conventions can't, hence permitting effective routing 

and bundle conveyance when different conventions may 

come up short altogether. 

3) Panagiotis et al [11], proposed a secure link state 

protocol (SLSP) (SLSP) for mobile ad-hoc systems, 

which can be increase gainful to the system operation. 

SLSP is hearty against individual Byzantine enemies. 

Its protected neighbor revelation and the utilization of 

NLP reinforce SLSP against assaults that endeavor to 

fumes system and node assets. 

4) Nadeem et al [12], focused DoS attack and outlines how 

intruders can misuse the route discovery mechanism to 

bring about specific DoS assaults in MANET. to 

distinguish DoS and propose an irregularity based 

interruption recognition framework that uses a mix of 

chi-square test and control outline to first recognize 

interruption and afterward distinguish an intruder 

demonstrate that it produce low identification and high 

false alert rates. Adaptive Intrusion Detection and 

Prevention (AIDP) at last segregates the nodes from the 

system to forestall interruption. 

5) Ujwala et al [13], described the Route request flooding 

attack with its effects in MANET and message format 

and damages caused by it. Then also conclude that the 

flooding attack is detected and prevented using core 

node. The influence of flooding attack on the entire 

network performance is analyzed under the 

circumstances of different parameters including the 

number of attack nodes, flooding frequency, network 

bandwidth, and the number of normal nodes.  

6) Shishir et al [14], proposed trust estimation technique 

which uses the DSR on demand routing protocol to 

detect & mitigate the effect of RREQ flooding attack in 

the networks with high node mobility. In this work, 

based on the trust value they categorized the nodes in 

three categories: Friends, acquaintance and stranger. 

Stranger are the non trusted node, friends are the trusted 

node and acquaintance has the trust values more than 

stranger and less than friends. Based on relationship 

they define the threshold values. 

7) D. G. Kariya et al [15] proposed an algorithm which is 

based on a course based scheme. In this scheme, a node 

senses the next hop in present path regardless of sensing 

every node in the neighbour. In this approach 

FwdPacketBuffer is preserved by each node, also 

known as a packet digest buffer. The algorithm is 

partitioned into three steps: A) when a packet is 

forwarded out, its digest is recorded into the 

FwdPacketBuffer and the identifying node listens. B) 

Once the action that the next hop sends the packet is 

listened, the digest will be freed from the 

FwdPacketBuffer. C) The identifying node should 

calculate the overhear rate of its next hop node and 

compare it with a threshold in a fixed period of time. 

The overhear rate of the Nth period of time is defined as 

OR (N), the percentage of the data packets which are 

actually received by the destination. 

8) A. M. Kanthe et al [16] devised an algorithm for 

detecting gray hole node eliminating the nodes 

consisting of maximum sequence number from entering 

it in black list. The algorithm computes and verifies the 

peak value for deciding the sequence number of the 

reply packet is minimum or not. The parameters 

employed for calculating the peak value namely: a) 

sequence number of the routing table. b) Sequence 

number of Reply packet. c) Elapsed time of ad hoc 

network that is undifferentiated from the present 

simulated time. d) Total number of reply packets 

delivered to the intermediate/neighbour/replying node. 

e) Replying node’s Reply Forward Ratio. 

9) Desai et al [17], in trace Gray algorithm for identifying 

gray hole, depends on agent based methodology. Trace 

Gray needs that the next hop data to be accessible to a 

node. With DSR routing, the proposed plan uses route 

reserve data to acquire the next hop data. In spite of the 

fact that the whole source route is convenient for a 

destination in the route reserve, simple the first hop 

node is utilized to maintain a strategic distance from 

false positives. In this calculation portable operators 

(MA) has been upgraded with a clock. This clock is 

presently a component of MA code size + MA operator 

size. The fundamental guarantee in allocating the 

timeout period depends on the perception that amid 

change of setting of a mobile agent, the extent of the 

versatile code and information required for remote 

execution decides how vast the timeout interim ought to 

be. The vicinity of a gray hole is shown if a mobile 

agent can't come back to its home connection before 

timeout. 

10) Avenash Kumar et al [18], this technique consist of 

three major steps foe efficient measure for detecting as 

well as preventing the attack. The first step is to store 

the reply packet second step is checking the hop 

distances of the node that is found to be suspected and 

the last step is to reject the reply packet. For 

recognizing the suspected node, the respected 

neighbour of previous node and the node that is 

suspected verifies the two hop distance node capability 

to reach the destination.  
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11) Hizbullah Khattak et al [19], presented a solution for 

avoiding the occurrence of black and gray hole  attacks. 

For this they eliminate the first encountered path and 

select the second minimal route for communication. 

Whenever source  node  receives  the reply messages  

from various  nodes that are connected  with  

destination, it simply discards  the  first  reply message  

arriving  from  any intermediate  node that is connected 

with destination for the avoidance of the attacks. 

12) DeepaliA Lokare et al [20] slight changes are 

introduced in the AODV protocol and a novel algorithm 

Credit Based AODV (CBAODV),where a value known 

as credit value is assigned to every node for its 

neighbouring nodes. The value is incremented 

whenever a request packet (RREQ) is received and 

decrement on receiving the reply packet. Nodes detect 

the presence of gray hole whenever they encounters a 

negative value by one of its neighbours and discards all 

the present routes that are established by the suspicious 

nodes for its table..  

V. CONCLUSION 

Due to decentralized characteristics of MANET it need not 

relied on any infrastructure like gateways or routers as in 

case of wired or access points in managed wireless networks 

do that is why it’s called mobile ad hoc network. Another 

property of MANET is creates more challenges that is 

mobility or dynamic nature which allows hosts to voyage 

freely. Hence topology can be dynamic and unpredictable. 

That's why in communication and transmission of 

information MANET follow multi-hop peer-to-peer routing 

strategy as a substitute of permanent network framework 

providing network connectivity between nodes. A Multi hop 

routing technique is the finest approach when nodes are in 

communication reach for packet transmission. Due to highly 

dynamic nature topology in MANET forming routing 

mechanisms more complex and unprotected thus nodes are 

more prone to denial of service attack launched by 

suspicious nodes. This paper presents a brief introduction to 

DoS attack and its various forms as well as the gray hole 

attack.  
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